._G @ Panda Adaptive Defense G}
Limitless Visibility, Absolute Control

Panda Adaptive Defense 360

Protection, Detection, Response & Remediation
Organisations still being compromised: Despite layers of next-gen security, hackers, zero-day and targeted
attacks are still causing havoc.

Panda Adaptive Defense 360 is the only Endpoint Protection solution to provide 100% process attestation
service as standard.
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88 Panda Patch Management

Simplify patching to reduce your network’s attack surface

Panda Patch Management is a solution to manage updates and patches, both for operating systems and
hundreds of third-party applications. Strengthens threat prevention, containment and remediation
capabilities, reducing the attack surface on Windows servers and workstations.

Provides visibility of endpoint health status in real-time, in terms of vulnerabilities, patches or pending
updates, and unsupported software (EoL). Discover, plan, install, and monitor.

@ Panda Full Encryption

Strengthen security unauthorized access centrally

One of the most efficient ways to minimize data exposure is to automatically encrypt the

hard disks of desktops, laptops and servers, in order to ensure data access is secure and compliant with the
authentication mechanisms implemented.

Panda Full Encryption leverages BitLocker, a proven and stable Microsoft technology, to encrypt and decrypt

disks without impacting end users and providing organizations with the added value of centrally controlling
and managing the recovery keys stored on Panda Security's cloud-based management platform, Aether.
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@ Advanced Reporting Tool
From Data to Actionable IT and Security Insight

IT staff overwhelmed: Increasing volumes of data and advanced attacks causes vital details to be
overlooked, compromising the security of the entire system.

Panda Advanced Reporting Tool correlates data to automatically generate security intelligence, to pinpoint
attacks and unusual behaviors, as well as detecting internal misuse of the corporate systems.
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Panda security Portfolio Panda Panda Panda Panda Panda Panda Panda Panda Panda Advanced Panda
Features Endpoint Endpoint  Adaptive  Adaptive Systems Fusion  Fusion Patch Full Reporting Email

Protection  Protection  Defense Defense Management 360 Management  Encryption Tool Protection

Plus 360

Centralized management from a single, PO °o - o ° ° ) ° - ° - ° . ° | o ° .
cloud-based console
Single, lightweight endpoint agent [ ] [ ] [ ] ° [ ] 2 agents 2 agents ) [ ) ()
Protection of malicious applications
(malware, phishing, ransomware, Trojans, [ ] [ ] L] [ [ ] [ ]
etc.)
Protection against scripts and malicious ° ° ° ° ° °

macros in Office documents, etc.

Protection of sophisticated targeted
attacks in the pre-execution and [ ] L] [ ]
execution phases

Detection of unknown exploits based on

the behavior of compromised processes [ ] [ ] [ ]
in memory
Virtual patching for unsupported systems [ ] (] L] [ ]
Detection of Inf:llcotors of Attack (IoAs) in ° ° ° ° ° °
the pre-execution phase
Behavior- and text-based detecti f

ehavior- and context-based detection o ° ° ° °
loAs in the execution phase
Activity monitoring on Windows, macOS

. [ ] ® [ ]

and Linux systems
machine learning and deep learning on
static, dynamic and contextual attributes ° ° °
100% Attestation Service to prevent and ° ° °
detect the execution of malicious software
Personal and managed firewall [ ] [ [ ] [ ] [ ]
IDS/HIPS® [ ] [ ] ® L] [ ]
Anti-tamper protection [ ] [ ] [ ] [ ] [ ] [ ]
Device control [ ] [ ] ® ° [ ]
URL filtering by category [ ] ) [ [ ]
Web browsing monitoring [ ] [ ] L] [ ]
Integration with existing SIEM systems
B 9 9 4 ° ° °

optional)
Email protection against phishing, malware Exchangs Exchange Exchange  Exchange °
and advanced threats
Anti-spam protection Exchange Exchange Exchange  Exchange °
Automated disinfection and remediation [ ) [ ] ° (] [ [ ]
Centralized quarantine accessible from
the list of detections (Malware Freezer) b ° ® ® hd hd
Execution timeline and forensic analysis [ ) [
Containment from the console: isolate
computers in a controlled way ° ® hd hd
Containment from the console: restart
computers in a controlled way b ° ° ® ° hd
Real-time deployment of security policies
and updates L4 4 L4 b L4 L L d L4
Discovery of unmanaged devices Y o Y ® o Y Y Y
Real-time preconfigured and customizable ° ° ° ° ° ° ° ° ° °
dashboards, reports and alerts
Hardware and software inventory [ ] [ ] [ ] [ ] [ [ ] [ ]
Anti-theft - remote alarm (Android) L] [ ]
Snap the thief (Android) ] [}
Agent and agentless monitoring of devices [ [ ] [
Centralized software installation and ° PY °
license control
Task automation and scripting [ ] [
Component store - ComStore [ ] [
Ticketing/Help Desk/Chat [ ] [ ]
MDM support for Android and iOS ° ° °

smartphones and tablets

*Single, cloud-based console: Centralized management from anywhere. Reduces infrastructure and maintenance costs

% Single, cloud-based Aether console for all of Panda Security’s endpoint solutions and modules

2 Cloud-based Panda Cloud Systems Management console

3 Cloud-based Panda Cloud console. Provides access to the Panda Cloud System Management, Panda Endpoint Protection Plus and Panda Adaptive Defense 360 consoles
“ Cloud-based Panda Email Protection console
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Remote control

Computer and server monitoring (CPU,
memory, VMI, Event log, etc.)

Patch and service pack management for
Windows operating systems and third-
party applications

Only SO

Only SO

Only SO

EOL application management

Patch rollback

Ability to centrally disable Windows
Update

Real-time and scheduled patching

Full disk encryption/decryption using
BitLocker

Centralized management and recovery of
encryption keys

Centralized application of encryption
policies

Encryption dashboards, widgets and
reports

Dashboard, widget and predefined queries
for security KPIs

KPIs on vulnerable, installed and run
applications

KPls on endpoint data access

KPIs on shadow IT applications run

User and administrator consoles

Advanced anti-phishing techniques (anti-
spoofing, SPF, DKIM and DMARC, etc.)

Advanced anti-spam proprietary
technology

Centralized quarantine managed by the
administrator or the local user

Mandatory secure communication (TLS)
for selected recipients

Incoming email backup

Email notifier on endpoints

Strict email sender validation

Supports Windows [ ]

Perimetral

Supports Exchange

Perimetral

Supports macOS X

Perimetral

Supports Linux

P

Perimetral

Supports virtual systems

Perimetral

Supports Android

Perimetral

Supports iOS

Perimetral

Panda Advanced Reporting module is available for Panda Adaptive Defense and Panda Adaptive Defense 360 only. Panda Patch Management and Panda Full
Encryption modules, are available for Panda Endpoint Protection & Panda Endpoint Protection Plus, Panda Fusion, Panda Adaptive Defense & Panda Adaptive

Defense 360.

For more information or a free trial of Panda Security Solutions please visit www.pandasecurity.com

S: Intrusion Detection System/Host-Based Intrusion Prevention System
¢ Personally Identifiable Information

** Data at rest, the actions taken on it (data in use) and data in motion.
*** Limited telemetry



