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Panda Remote Control is the name of the tool developed by Panda Security to allow you

to access your network computers remotely from your Web console.

With Panda Remote Control, you'll be able to troubleshoot issues on your computers without

having to physically be at their keyboard. Additionally, it is also very useful for
those partners who want to be able to resolve security problems on their customers'

computers without these having to intervene and with minimal impact on their activity.

Panda Remote Control is available in the Endpoint Protection, Endpoint Protection Plus and

Adaptive Defense 360 consoles for those customers who purchase it.

Endpoint Protection Web page:

http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection/

Endpoint Protection Plus Web page:

http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection-advanced/

Adaptive Defense 360 Web page:
http://www.pandasecurity.com/enterprise/solutions/adaptive-defense-

360/Adaptive%20Defense%20360.htm

@ ‘Panda Remote Control only supports Windows computers.

1.1. Requirements

For the administrator
Access to the following URLs:
euOl.rc.pandasecurity.com (port 443)

ams0l.rc.pandasecurity.com (port 443)

For the user
To be able to install Panda Remote Control, Endpoint Protection version 7.65 or later, or

Adaptive Defense 360 version 2.3.5 or later, must be installed on the network computers.

Prior to installing the tool, it is necessary to check that localhost port 5901 can be accessed

on the user's computer.

@ The installation process will continue even if the port cannot be accessed. However, once
complete, the Remote Control feature won't work until the port is open.

Access to the following URLs:

dir.rc.pandasecurity.com (port 443)


http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection/
http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection-advanced/
http://www.pandasecurity.com/enterprise/solutions/adaptive-defense-360/Adaptive%20Defense%20360.htm
http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection/
http://www.pandasecurity.com/enterprise/solutions/cloud-office-protection-advanced/
http://www.pandasecurity.com/enterprise/solutions/adaptive-defense-360/Adaptive%20Defense%20360.htm
http://www.pandasecurity.com/enterprise/solutions/adaptive-defense-360/Adaptive%20Defense%20360.htm

[ 2
J Pﬂ ndﬂ Administrator's Guide

General hEnable remote contral

Windows and Linux

eu0l.rc.pandasecurity.com (port 8080)

ams0l.rc.pandasecurity.com (port 8080)

1.2. Installation

Panda Remote Control will install automatically the first time that you enable the Remote
Control option in the settings of the configuration profile of the group that the remote

computers belong to.

Private mode (recommended for computers with confidential information)

Advanced protection

Local users will be asked for permission every time there is an attempt to access

Antivirus : ' - )
= their computer remotely, unless they disable "private mode”. Unlike other modes
Firowall "private mode” will take precedence over any change later made by the administrator
to the privacy settings from the Web console.
Device Control

¥ Allow the computer user to set the privacy level

Exchange Servers

Web access control

Remote Desktop Always ask for parmission v

Troubleshooting actions: command line,
Remota Control shooting - } Al =5 without notifieation ¥
process monitor, service menitor and file ow access without notification

os X

transfer

Android

Antivirus

Anti-Thaft I

Then, as soon as the computers on the network connect to our servers, they will be informed
of the existence of changes to their protection profile which they must apply. The Panda

Remote Control installation process is seamless for end users.

1.2.1 Installation check

After the installation has finished, if you want to verify that the service required to install and
run Panda Remote Control is correctly installed and running on the user's computer, follow
the steps below:

1. Check the eHorus Display Manager Windows service.

2. Ifitis stopped, try to start it.

3. If you cannot start it, check the ehorus_agent.log file. Check to see if there is any
VNC server application installed on the host. If there is, delete it, stop it, or change
the listening port.

@ The eHorus Display Manager service uses localhost port 5900. If the port is busy, it won't be
possible to start the service.

1.2.2 Troubleshooting

Refer to section Possible access errors in this guide for more information about the errors that
may occur when trying to remotely access a computer with Panda Remote Control

installed.

1.2.3 Who can use Panda Remote Control?

Only users with Total Control or Security Administrator permissions. Users with Monitoring
6
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permissions won't be able to use Panda Remote Control.
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2. Features

Remote Desktop
Troubleshooting actions
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2.1. Remote Desktop

Access and take control of your network computers to carry out all necessary actions to

resolve issues.

2.2. Troubleshooting actions

2.2.1 Command Line

Troubleshoot issues on a remote computer via the Windows command line.
2.2.2 Process Monitor

Monitor, start and stop the processes run by the applications installed on a remote computer.
2.2.3 Service Monitor

Monitor, start and stop the services run by the operating system installed on a remote computer.
2.2.4 File Transfer

View and transfer files to a remote computer, and also receive files from it.

Refer to section Remote Access: Practical Cases for detailed information about these features.



O Pa nda Administrator's Guide

3. Settings

Enabling Remote Control

Private mode
Preventing users from setting the privacy level of

their computers
Allowing users to set the privacy level of their

computers

10
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3.1. Enabling Remote Control

The Remote Control feature is only available for the protection profiles of Windows

computers.

To access the Remote Control settings, go to Settings > Add profile > Windows and Linux >
Remote Control.

The following window will be displayed:

Private mode (recommended for computers with confidential information)

Advanced protection

- Local users will be asked for permission every time there is an attempt to access
Antivirus o o T - : ) N
their computer remo unless they disable "private mode”. Unlike other modes
Firewall "private mode” will take precedence over any change later made by the administrator

to the privacy settings from the Web console.

Device Contral

¢ Allow the computer user to set the privacy level

Exchange Servers

Web access control

Remnote Desktop Always ask for permission v

Troubleshooting actions: command line,
Remote Control
= process monitor, service monitor and file Allow access without notification ¥

o5 X

transfer

Android

Antivirus

Anti-Theft S

Select the option to enable the Remote Control feature.

Once enabled, Panda Remote Control will install automatically on every computer in the
group whose protection profile you are configuring, as soon as the installation agent

receives the relevant command from our servers.

Then you can start configuring Panda Remote Control.

The first thing you must do is decide the mode in which Panda Remote Control will work:

- Private mode

- Administrator mode: It is the administrator who sets the privacy level of the
computers on the network

- User mode: The computer user sets the privacy level of their computer

These operating modes are explained in the next sections.

3.2. Private mode

Bear in mind that if you, as the administrator, enable Remote Control in private mode for a

11
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security profile, all computers in the profile will be in private mode. From then on, every time
an attempt is made to access one of those computers remotely, or take a troubleshooting

action on them, the user of the target computer will be asked to allow or deny the action.

Once enabled, private mode takes priority over any changes made by the administrator to

the privacy settings from the Web console.

3.2.1 Enabling/disabling private mode from the end user's computer

Obviously, for a user to be able to enable/disable private mode, it must have been previously
enabled by the administrator from their Web console.

End users can enable/disable private mode from their computers, via the start menu

located next to the system clock.

How to disable private mode

1. Right-click the protection icon in the bottom right corner of the screen, next to the
system clock. The start menu will be displayed.

1. Select Remote control.

2. Click Disable private mode.

Dabe rovete moce” | Y

Sync

Help

AN T R ATINEIN1T

ES

The following message will be displayed:

|L:J Disable private mode

Are you sure you want to disable "private mode"?
If you disable "private mode", the administrator
will be able to change the access mode to your

computer a nd accessitremaotel Y without Your
Permission

If the end user disables private mode, they will be able to enable it at any time, provided

the administrator has not modified the Remote Control settings for the relevant protection

profile from their Web console.

For example, if the administrator disables private mode in their Web console, and the end

12
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user disables it too from the local console, the computer will behave according to the
settings defined in the Web console, and the user won't be able to enable private mode

again until they are authorized to do so by the administrator.

How to enable private mode
If the end user disables private mode, they can go to the start menu to enable it again or

change the behavior of the Panda Remote Control services.

Private mode

v Ask permission for remote desktop access
Motify remote desktop connection
Allow remote access without notification

v Ask permission for troubleshooting actions
Motify troubleshooting actions
Allow troubleshooting actions without notification Remote control

Sync

4 Help

ES || &
CFT =Y g7/06/2017

If private mode is enabled, the following message will be displayed:

The Remote Control "private mode" hasbeen
enahled

Inthis mode, it will be impossible for anyhody
accessyour computer without your permission,
unlessyou disable "private mode”

Do you want to keep "private mode" active?

3.3. Administrator mode: The administrator does not allow computer users to
set the privacy level of their computers

3.3.1 Remote Desktop

Administrators can choose among three options when defining the privacy level to apply
when accessing a remote computer:

Always ask for permission

The remote user will be asked for permission every time an administrator wants to connect

to their computer.

13
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panda

Just notify
The remote user will be informed every time their computer is being accessed.
Allow access without notification

The remote computer will be accessed and there won't be any notifications.

If the administrator modifies these settings in their Web console, the changes will be applied

to the remote user's computer as soon as it connects to our servers.

3.3.2 Troubleshooting actions

In addition to the privacy settings affecting the Remote Desktop tool, administrators can
configure the privacy levels to apply when taking troubleshooting actions to solve the

problems found on users' computers.

The available options are similar to those for the Remote Desktop feature: ask for permission

before taking the action, notify the action only, and remote access without notification.

3.4. User mode: The administrator allows computer users to set the privacy
level of their computers

In this case, it is the user who decides the privacy level to apply to allow or deny remote

access to their computer.

The steps the user must take are:

1. Right-click the protection icon (located in the lower right hand corner of the screen,
next to the system clock). A start menu will be displayed.

2. Select Remote Control.

3. Select the configuration option to apply to the Remote Desktop tool and the
troubleshooting actions.

Ask permission for rernote desktop access
Motify remote desktop connection

Allow rernote access without notification

Ask permission for troubleshooting actions

Motify troubleshooting actions Panda Endpoint Protection Plus
Al troubleshooting actions without notification Remote control: L4

Help

14
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4. Accessing
computers

Viewing computers with Panda Remote Control

installed
Remote access from the Computers window

Remote access from the Computer details
window

15
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Once you have enabled the Remote Control feature and set the privacy level, you will be able to
access those computers on which Panda Remote Control is installed.

4.1. Viewing computers with Panda Remote Control installed

To install Panda Remote Control you must first enable it, as described in the Settings section.

Follow these steps to view those computers on which Panda Remote Control is installed:

1. Click the Computers menu.

2. Select one of the following two tabs: Protected computers or Unprotected
computers.

Check the icon in the Remote access column: @ N (Remote Control active)
or (Remote Control inactive).

f Panda Remote Control is enabled in private mode, the icon displayed will be @

Computer « Protection Knowledge Protection Last connection Remote
update update el
AGZO08RZENTEL & & & & 2007 104852 AM
AGTSLENGSD # (%] = &[20/2017 73711 PM - -
EXCHSERVERS & & ! AF 2017 53929 AM @ -
VMBETAWIOACT %] & & &1 2017 10:104:32 AM
VMBETA-WA8132 & (% & &(20r2017 510037 PM
WIORS1-PROAL-1 ES & & & 2007 84419 AM

4.2. Accessing computers remotely

Click the icon to access the remote computer's desktop or perform a troubleshooting action on it.

Remote occess
@ -
Remote Desktop
Command line
Process monitor
Service monitor

File transfer

Refer to section Features for more information about the different options provided by
Panda Remote Control. Refer to section Remote Access: Practical Cases for detailed

information about how to use each option.

4.3. Remote access from the Computer details window

You can also access a computer remotely from the Computer details window.
To do that, go down to the Remote access section, and click the Access button next to the

Panda Remote Control icon.

16
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Next, open a remote desktop connection or select a troubleshooting action.

Remote access

Panda Remote Control

Remote Desktop
Command line
Process monitor
Service monitor
Repaort problem with thi B EEoR LTSN

If you don't have authorization to access the computer remotely, the button will be grayed
out.

Can't connect to th-e dE'_.r_ice

If Panda Remote Control is enabled in private mode, the icon displayed will be

2

17
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5. Possible
access errors

Panda Remote Control is disabled

Panda Remote Control is not installed on the
computer

The computer is offline

Incompatible agent version

There is already an active Remote Control
session

18
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As previously mentioned, you can access a computer remotely from the Computers
window (Protected computers and Unprotected computers tabs), or from the Remote

access section in the Computers details window.

Both windows display the Panda Remote Control icon. This icon will look differently

depending on whether Panda Remote Control is enabled or not.

In the Computers window

The Panda Remote Control icon in the Remote access column will look like this:
@ N : Remote Control enabled
: Remote Control disabled

@  : Remote Control in private mode

In the Computer details window

The remote access button next to the Panda Remote Control icon will look like this:

ACCESS
Eae = Remote Control enabled

= Remote Control disabled

If the user that is trying to access the remote computer doesn't have Total Control or Security

Administrator permissions, the icon will be grayed out.

@ Remember that for the Remote Control feature to be installed on a computer, you must
have enabled it in the configuration profile that the computer belongs to.

Once enabled, Panda Remote Control will install automatically on every computer in the
group whose protection profile you have configured, as soon as the installation agent
receives the relevant command from our servers. For more information, refer to the Settings

section in this guide.

The following sections deal with the errors that may occur when trying to access a remote
computer using Panda Remote Control, that is, after clicking the Remote Controlicon in the

Computers window (or in the Computer details window):

Computer o PIEEELTT FIELiEn Protection  Last connection Fenaiz
update update access

AGIODBR g = = = "

AGTALEN

EXCHSER g An error has occurred @ @

VMBETAW M

VMBETAY [ ox

WIORS1 PROGL-1 & L% | %) &2 2017 84415 AM

19
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5.1. Panda Remote Control is disabled

The Remote Control feature is disabled in the settings of the computer's configuration profile.

5.2. Panda Remote Control is not installed on the computer

The Remote Control feature is not installed on the remote computer. Clicking the icon will display a
message reporting this situation.

5.3. The computer is offline

The computer is not connected to our servers. Clicking the icon will display a message reporting this
situation.

5.4. Incompatible agent version

The version of the protection agent installed on the computer is not compatible with the Panda
Remote Control version.

@ Remember that to install Panda Remote Control, Endpoint Protection version 7.65 or later (or
Adaptive Defense 360 version 2.3.5 or later) must be installed on the network computers.

5.5. There is already an active Remote Control session

If you click the icon but a Remote Control session is already open or another administrator is
already connected to the remote computer, a message will be displayed reporting this situation.

@ Remember that in order to use the Remote Control feature you need to have Total Control or
Security Administrator permissions. If you have Monitoring permissions, you will not be able to use the
Remote Control feature.

20
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6. Remote
AcCcCess:
Practical
Cases

Remote Desktop
Command Line
Process Monitor
Service Monitor

File Transfer

21
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6.1. Remote Desktop

- Open aremote desktop connection from the Computers or Computer details
windows. Refer to section Accessing computers in this guide for more information.

- A window will open displaying the remote computer's desktop.

- On the top-right section of the screen, you'll see a button bar:

- o] 5 Ctrl+Alt+Del v Send e’ (g

These buttons allow you to take the following actions:

- Minimize the button bar.
- Take a screenshot.

- Access the remote desktop clipboard to copy/paste items between the local
computer and the remote computer.

- Pass a key sequence (CTRL-ALT-DEL and others).

- Enable full screen mode.

6.1.2 Minimizing the button bar

Click . Click to maximize the bar again.

6.1.3 Taking a screenshot.

Click . The screenshot will be automatically saved to the local computer's

'Downloads' folder.

6.1.4 Accessing the clipboard

Copying items from the remote computer to the local computer

Example:

Open a text document on the remote computer.

22
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Enter some text in the document, select it and click Copy.

lE S Dacurmant - WordPad =
f B D= gk B EE R Rl il Odeand met
1 v 1 04 L 1 1 v 1
.-1 Lonem igaum dolor sit
[N] te
3 =5 Pz
B
+
[
> |
Click to access the remote computer's clipboard. You will see the text you have just
copied.
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Lorem ipsum dolor sit

This is the current clipboard on the remote machine. Copy what you need.

Select the text and click Copy.
Go back to the local computer and open a text document or a Web browser session. Paste

the text you copied from the remote computer's clipboard.

Copying items from the local computer to the remote computer

Example:
On the local computer, open a Web browser session or a text document and enter the text

that you want to copy to the remote computer. In this example we'll use a Web browser

session.

Select the text and click Copy.

| [—_—

E&E Undo Ctrl+Z
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V

Paste and search

Delete
Select all Ctrl+A

Edit search engines...

S |

Click and select Local.

Paste the text you have just copied, click Send and close the window.
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This will place the text on the remote computer's clipboard.

On the remote computer, open a text document and paste the text to it.

[LrrY

A e o e = . = ._saf E’ﬁ Fnea
“eay 2 z e = =1 A pogian
0y Dga® oy Axf EEAMN=F Mmox ol Dicnd lmet

é —_— T dweizg tne aplert ) EAlEalal

Faraqazh raurf fihing

6.1.5 Passing a key sequence

From the toolbar, select the key sequence that you want to pass to the remote computer.

Send | « || Cr

- | Cii+al+Del
Cirt+All+Del

Cii+Shift+Esc h‘

Example:

Select Ctrl + Alt +Del.
Click Send.

The remote computer will display the screen that lets you lock the screen, switch user, sign

out, change a password and open the Task Manager.
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Example:
Select Ctrl + Shift + Esc.

Click Send.

The remote computer will open the Windows Task Manager.

File Optons  View

Processss Performance | App histary | Startup | Users | Details | Services

50%
skl Statuss CRU
5(1)

Task Mansger 15%

ERRR  Sackground processes (18)
w1 co 0%
. B <Hons Display Manager 05%
rJ : B0 =Horus Display Mansger 0%
B eHorus Display Manager 16%
3 chorus_agent (32 bit) 0
(A= ¥ shorus_sgent [32 bit) o
Ld 71 ehorus_cmd (12 bit) oo
e ¥ ehorus_teay (32 bit) 0%
1 Host Prozess for Windows Tasks [
(s Micrescht Distributed Transscti.. o
& Microsoft Windows Search Inde.. 1)

(=) Fewer deteis

54%
Memary

7.2 MB

0,5 MB
1.4 ME
0.2 MB
76 ME
0.1 ME

180 ME
06 ME
28 MB
0.5 ME
0IME

5.0 ME

DMBfs

Mbps

Mbps

) Mps

0

Mbps

Mbps

) Mbps

o1

Mbps

Mbps

) Mbps

-

Mbps

Mbps

I MBPS

6.1.6 Enabling full screen mode

To view the remote desktop in full screen mode, follow these steps:

Administrator's Guide

1. Before activating the remote desktop connection, press F11. This will switch your

Web browser to full screen mode.

=

2. Next, click

3. Once the connection has been established, click

A
w

Use the button to toggle full screen mode on and off.

6.1.7 Logging out
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Use the button to log out of the remote computer.

6.2. Command Line

This tool lets you access the remote computer via the Windows command line.

Access the remote computer from the Computers or Computer details windows. Refer to

section Accessing computers in this guide for more information.

The Command Prompt window will be displayed. Enter the appropriate commands to take

the actions you choose.

Example:

C:\>dir
Volume in drive € has no label.
Volume Serial Number is 9AFF-SGEAC

Directory of C:\

22/88/2013 17:22 <DIR> PerfLogs
17/18/2816 14:58 <DIR> Program Files
83/81/2815 @9:31 <DIR> Program Files (x88)
25/82/2814 13:15 <DIR> Users
18/18/2816 @9:32 <DIR> Windows

8 File(s) 8 bytes

5 Dir(s) 26.852.114.432 bytes free

(3P |

6.3. Process Monitor

Access the remote computer from the Computers or Computer details windows. Refer to

section Accessing computers in this guide for more information.

A window will open with information about every process run by the remote computer's
operating system or by the applications used by the computer user.

Panda Remote Control lets you monitor, start and stop those processes.

6.3.1 Monitoring processes

The information is divided into several columns:

- PID: The process ID
- User: The system account that launched the process in question

- Process name
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- CPU: The percentage of the computer's CPU that is being used by the process
- RAM: The amount of RAM used by the process

6.3.2 Stopping processes

|
Select the process that you want to stop and click
cmd.exe
PID User Name CPU
1508 MNT AUTHORITY\SYSTEM Cagservice exe 0% 66.99 MB
1156 NT AUTHORITY\SYSTEM cmd.exe 0% 2.99 MB
1520 NT AUTHORITYASYSTEM conhost.exe 0% 422 MB

6.3.3 Refreshing processes

Use the options in the drop-down menu to set the frequency to refresh the list of running

processes.

o Refresh processes B

Mever

5 seconds
10 seconds
15 seconds

30 seconds “

1 minute

6.3.4 Filtering processes

You can filter the processes displayed by their PID, name or user.

Example:
Show only those processes launched by NTAUTHORITY\SYSTEM:
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NT AUTHORITY\SYSTEM

O Refresh processes | - svchost.exe

PID User 1i Name CPU RAM
816 MT AUTHORITWMSYSTEM svchostexe 0% 11.60 MB
1508 MT AUTHORITMSYSTEM CagService exe 0% 66.95 MB
1520 MNT AUTHORITMSYSTEM conhost exe 0% 422 MB
1544 MNT AUTHORITMSYSTEM conhost.exe 0% 2.89MB
2932 MNT AUTHORITMSYSTEM ehorus_agent.exe 0% 5326.36 MB
1260 MNT AUTHORITMSYSTEM ehorus_agent.exe 0% 168.43 MB
1628 MT AUTHORITYISYSTEM ehorus_cmd.exe % 63.27 MB
3G MT AUTHORITYSYSTEM ehorus_display.exe

6.4. Service Monitor

- Access the remote computer from the Computers or Computer details windows.
Refer to section Accessing computers in this guide for more information.

A window will be displayed showing the services installed on the remote computer. Panda

Remote Control lets you monitor, start and stop those services.

6.4.1 Monitoring services

The information is divided into the following columns:
= Service name
= Service description

= Service status

6.4.2 Stopping services

|
Select the service that you want to stop and click
 Refresh services | - Windows Event Log > | |
and forwarded events cannct be accepted.
Windows Event This service manages events and event logs. It supports logging events, querying events, subscribing to events, Running
Log archiving event logs, and managing event metadata. It can display events in both XML and plain text format.

Stopping this service may compromise security and reliability of the system.

6.4.3 Starting services

S
Use the button to start a stopped service.
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O Refresh services  « Windows Modules Installer > | |
Windows Enables installation, medification, and remeval of Windows updates and optional cemponents. If this service is s
Modules disabled, install or uninstall of Windows updates might fail for this computer.

Installer

6.4.4 Refreshing services

Use the options in the drop-down menu to set the frequency to refresh the list of services.

o Refresh services B

Mever

3 seconds
10 zeconds
15 seconds
30 seconds P

1 minute

6.4.5 Filtering services
Use the filtering tool to search for specific services. You can filter services by content and/or

service status.

Filtering by content

Enter the text that the tool will ook for in the service description:

Filter

Search is used by

Status Ay M
i Refresh services | = Application Identity » |
Name li Description Status
Diagnostic The Diagnostic Service Husthe Diagnestic Policy Service to host diagnestics that need te run in a Local Mot Running
Service Host  Service context. If this service is stopped, any diagnestics that depend on it will no lenger function.
Diagnostic The Diagnostic System Husthe Diagnestic Policy Service to host diagnestics that need to run in a Local Mot Running

System Host  System context. If this service is stopped, any diagnestics that depend on it will no lenger function.
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Filtering by service status

Filter

Search Type to filter

Status | | Mot Running | v
O Refresh services | « Application |dentity > |
Name 1} Description Status =
App Readiness Gets apps ready for use the first time a user signs in te this PC and when adding new apps. Mot Running
Application Processes application compatibility cache requests for applicatiens as they are launched Mot Running
Experience
Applic ation Determines and verifies the identity of an applic ation. Dis abling this service will prevent AppLocker from being Mot Runming
Identity enforced.
Application Faciltates the running of interactive applications with additienal administrative privileges. If this service is stopped, Mot Running
Informaticn users will be unable te launch applic aticns with the additional administrative privileges they may require to perform

desired user tasks.

Application Provides support for 3rd party protecol plug-ins for Internet Connection Sharing Mot Runming

Layer Gatewa

6.5. File Transfer

Access the remote computer from the Computers or Computer details windows. Refer to

section Accessing computers in this guide for more information.

A Panda Remote Control window will open for you to transfer files between the local

computer and the remote computer.
6.5.1 Transferring files from the remote computer to the local computer

Find the file

First, select the drive that contains the file (C: in our example).

2 Refresh directory & -~

Name Size Last modification Actions

Next, browse through the different folders until you find the file that you want to transfer to

the local computer (file mmc.chm in our example).

As a general rule, the information displayed in the different windows is this:

- Drive, folder or file name.
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& Refresh directory ] ~

- Drive, folder or file size.
- Date when the drive, folder or file was last modified.

- Actions that the administrator can take on the selected file.

The bar at the top shows the path you are on:

C. / Windows / Help / mui/ 0409

Name Size Last modification Actions
‘ cliconf.chm 9242 KB 3 years age i
E !'Fn‘ml:.CHM 46.32 KB 3 years ago i
‘ msdasc.chm 75.04 KB 3 years ago i

i}

‘ msorcl32.chm 7345 KB 3 years ago

rrrr

The Actions column displays an icon indicating that, in our example, only one action is

possible: delete the file.

cliconf.chm 9242 KB 3 years ago Jii]
mmc.CHM 45.32 KB 3 years ago |
msdasc.chm 73.04 KB 3 years ago
msorcl32.chm 7345 KB 3 years ago i}

Download the file
Click the name of the file to download. The tool will start downloading the file automatically.

A download progress bar will be shown.

Downloads

The downloaded file will be saved to the local computer's 'Downloads' folder.
You can view all of your requested downloads and their progress percentage in the

Downloads list.

You can access this list at any time, by clicking the following icon:
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yn| Downloads

For example, if you download two more files (write.exe and credits.rtf), once the download

processes are over, the list will ook like this:

Downloads

mmc.CHM
10096

mzorcl32.chm
10096

sqlsodbc.chm

All downloaded files can be found in the local computer's '‘Downloads' folder.

w [ Searchin Downloads

e

Name
# D Uncenfirmed 763577 .crdownload
D Uncenfirmed 115134.crdownload
-

D Unconfirmed 732007.crdownload

Refresh folder
Use this option to refresh the folders so that they display the latest changes. Placing the
mouse pointer over the button will display a message indicating the last time the folder was

refreshed.

S retesn ectory | (NI
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6.5.2 Transferring files from the local computer to the remote computer

Bear in mind that you might not be authorized to take this action on some files on your
|

_®

computer. If that's the case, clicking the =—icon to launch the process will display the

following message:

Uploads

Upload disabled on this directory

On the remote computer, browse to the folder where you want to download the file
transferred from the local computer.
In our example, the following path: C:/Windows/Help

ol
Click the icon.

Click Select file...

Uploads

Choose File | Mo file chosen

...and find the file that you want to transfer on the local computer (in this case, transfer.txt).

Desktop = w

NDPOINT g

Double-click the file or select it and click Open. The file transfer window will be displayed.
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Uploads

transfer.txt

transfertxdt x

When the transfer process is complete, refresh the folder by clicking the following button:

I 2 Refresh directory ]
I

The file you transferred (transfer.txt) will appear in the folder you selected in the previous
step.

0 Refresh directory

Hame

P
3 Comporate

P
' Windows

‘ DOC1T Ink

‘ transferta
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