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Field Description

scriptcreation Script created.

scriptlaunch Script executed.

createpe Executable program created.
modifype Executable file modified.
renamepe Executable file renamed.
deletepe Executable program deleted.
loadlib Library loaded.

Table 3.6: Events related to process manipulation

File download

Description

urldownload File downloaded.

Table 3.7: Events related to file downloads

Access to data

Field Description

createcmp Compressed file created.

opencmp Compressed file opened.
monitoredopen Access to monitored data files.
createdir Directory created in the file system.
socket Network communication established.

Table 3.8: Events related to access to the file system

Other
criticalsoft Detection of vulnerable applications installed on the device.
processnetbytes Network data consumed by a process.
dnsops Process with failed DNS resolution requests.
loginoutsops Login and logout on the user’'s computer.
deviceops Connection and/or removal of external devices.

Table 3.9: Other events
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Field Description

Event that Panda Adaptive Defense has not analyzed due to exceptional
notblocked .

circumstances.
svcControl Attempt to modify files of the security product installed.

Table 3.9: Other events

Event structure and field syntax

Internal structure of events

Panda SIEMFeeder describes every event by means of a field—value pair.

Panda SIEMFeeder events are divided into two types: active events and passive events.

Active events

Most received events describe situations in which a parent process performs an action on a child
process. The type of item that receives the action varies depending on the event category. Thus, the

child item can be:
¢ Another process: In events where a process is uploaded/downloaded, a library is loaded, efc.
¢ Executable file: In events where a program is created, deleted, or modified.

» System file: In events where the computer’s HOSTS file or the registry is manipulated.

Data file: In events where an Office file, a database, etc. is accessed.

Download file: In events generated when a process downloads data.
* Compressed file: In events where a compressed file is created, deleted, or modified.
* Directory: In events where a directory is created, deleted, or modified.

Depending on its type, an event will contain or not certain fields describing the characteristics of the
parent and child items. For example, in a directory creation-type of event, the fields associated with
the event describe the characteristics of the parent process (whether it is malware or not, process
path, process metadata, etc.), as well as the characteristics of the child process. However, in this case,
as it is a directory, some of the fields in the event are left blank. For example, the fields that describe the
child item as malware or the directory metadata, as this information cannot be provided in the case of

directories. Other information, such as the directory path, is included in the event.

Passive events

These are events which, in many cases, do not have a clearly defined parent or child process,

because they describe situations which occur on users’ computers.

Passive events include the generation of alerts when malware is detected, or the installation/upgrade/

modification of the Panda Adaptive Defense agent, among others.
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Parent and child prefixes

Panda SIEMFeeder

Active processes involving two files or processes usually show the Parent and Child prefixes to

differentiate the information that refers to each process:

* Parent: Fields starting with the Parent tag describe an aftribute of the parent process.

* Child: Fields starting with the Child tag describe an attribute of the child process.

Other prefixes and affixes

Many fields and values use abbreviations. Knowing their meaning will help you interpret the field in

question:

Sig: Digital signature

Exe and pe: Executable file

Mw: Malware

Sec: Seconds

Op: Operation

Cat: Category

PUP: Potentially Unwanted Program
Ver: Version

SP: Service Pack

Cfg: Configuration

Cmp and comp: Compressed file

Dst: Destination

Alertexploit Exploit Detected
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Passive event that describes the parameters of the alert that Panda Adaptive Defense creates on

detecting an aftempt to exploit a vulnerability in a program installed on a computer on the network.
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Description of the event fields

Field Description Value
Date )
Date of the user's computer when the event was Date
(CEF) generated.
Hostlp . .
IP of the workstation or server on which the event
was generated IP address
(CEF) '
sev
Event severity. Numeric value
(LEEF)
devlime . .
TimeStamp de la creacion del evento en el Date
(LEEF) equipo del usuario.
devlimeFormat . yyyy-MM-dd”
Timestamp format. character strin
(LEEF) 9
src .
IP address of the workstation or server that .
enerated the event Character string
(LEEF) 9 :
deniSre IP address of the workstation or server that .
enerated the event Character string
(LEEF) 9 :
deniHosiName Name of the user computer that generated the .
event Character string
(LEEF) '
Identifier used to differenfiate the events received
Client from each of the partner’s customers. This field is Numeric value
only used in the product Panda SIEMFeeder for
Partners.
HostName Name of the user computer where the event was Character string
generated.
ThreaiType Type of detected malware. STE i)%OlT character
ExecutionStatus Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

¢ Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

Table 3.10: Alertexploit Exploit Detected event fields
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Field

Description

¢ AllowWL: The item was allowed because it was

on the administrator’s allowlist.
Disinfect

Delete

Quarantine

AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".
Informed: A pop-up message was shown to the
user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted, or
disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An attempt to exploit a vulnerable
process was stopped.

ExploitAllowByUser. The user prevented the
exploited process from being closed.

RebootNeeded: The computer must be
rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was shown
to the user informing them of an attempt to
exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted to suspend
one of the protection software services.
ModifyDiskResource: The item aftempted to
modify a protected file belonging fo the
protection software.

Table 3.10: Alertexploit Exploit Detected event fields

Panda SIEMFeeder

Value
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Field
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Description

* ModifyRegistry: The item attempted to modify a
protected registry key belonging to the
protection software.

¢ RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

¢ ModifyMarkFile: The item attempted to rename
a protected file belonging to the protection
software.

* UncertainAction: The item attempted to launch
an undefined action on a file belonging to the
protection software.

¢ AllowGWfFilter: Execution of the item is allowed
because it is in the goodware cache.

¢ AllowSWAuthoriced: Execution of the item s
allowed because it is authorized by the
administrator (Authorized software settings).

e NewPE: Appearance of a new executable
program on the computer from an exfternal
source.

¢ AllowedByAdmin: Execution of the item s
allowed because the exploit tfechnique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

e AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

DwellTimeSecs

Time elapsed from the first time the threat was
seen on the customer's network.

Seconds

MWHash (LEEF)

ltemHash (CEF)

Malware hash.

Character string

MWPath (LEEF)

ltemPath (CEF)

Malware path.

Character string

MWName (LEEF)

ltemName (CEF)

Name of the malware item if it is already
cataloged as a threat.

Character string

SourcelP

IP address of the remote computer if the malware
came from an external computer.

IP address

Event Description Guide

Table 3.10: Alertexploit Exploit Detected event fields
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Field Description Value
sourceMachineName Name of the remote computer if the malware Character string
came from an external computer.
sourceUserName User of the remote computer if the malware Character sting
came from an external computer.
UrlList List of accessed URLs if a browser exploit is Character string
detected.
DocList List of accessed documents if a file exploit is Character string
detected.
. Content of the Version atfribute of the process .
Version Character string
metadata.
Vulnerable Indicates if the application is vulnerable or not. Boolean
MUID Internal ID of the customer's computer. Character string

Table 3.10: Alertexploit Exploit Detected event fields

Alerimalware Malware Detected
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Passive event that describes the parameters of the alert that Panda Adaptive Defense creates when it

detects an item classified as malware.

Description of the event fields

Chapter 3

Field Description Value
Date ,
Date of the user's computer when the event was Date
(CEF) generated.
Hostlp . .
IP of the workstation or server on which the event
was generated P address
(CEF) '
sev
Event severity. Numeric value
(LEEF)
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . yvyy-MM-dd”
Timestamp format. .
character string

(LEEF)

Table 3.11: Alertmalware event fields
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Field Description Value
src .
IP address of the workstation or server that .
enerated the event Character string
(LEEF) 9 :
identSre IP address of the workstation or server that .
enerated the event Character string
(LEEF) 9 :
identHostiName Name of the user computer that generated the .
event Character string
(LEEF) '
Identifier used to differentiate the events received
Client from each of the partner’s customers. This field is Numeric value
only used in the product Panda SIEMFeeder for
Partners.
HostName Name of the user computer where the event was Character sfring
generated.
“Malware”
ThreaiType Type of detected malware.

character string

ExecutionStatus

Event Description Guide

Indicates whether or not the detected threat was
run:

e Executed
¢ Not executed

Action taken by the Panda Adaptive Defense
agent.

e Allow

¢ Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

* AllowWL: The item was allowed because it was
on the administrator’s allowlist.

* Disinfect

* Delete

* Quarantine

* AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown to the
user.

* Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted, or
disinfected.

Table 3.11: Alertmalware event fields

Enumeration
Enumeration
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Field

Description

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An attempft fo exploit a vulnerable
process was stopped.

ExploitAllowByUser: The user prevented the
exploited process from being closed.

RebootNeeded: The computer must be
rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was shown
to the user informing them of an attempt to
exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted to suspend
one of the protection software services.
ModifyDiskResource: The item attempted to
modify a protected file belonging to the
protection software.

ModifyRegistry: The item attempted to modify a
protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item attempted to rename
a protected file belonging to the protection
software.

UncertainAction: The item aftempted to launch
an undefined action on a file belonging to the
protection software.

AllowGWfFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

Table 3.11: Alertmalware event fields

Panda SIEMFeeder

Value
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Field Description Value
* NewPE: Appearance of a new executable
program on the computer from an external
source.
¢ AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.
e Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.
¢ AllowSonMsiGW: Executfion of the item is
allowed because it is an executable from a
frusted installation package.
. Time elapsed from the first fime the threat was
DwellTimeSecs , Seconds
seen on the customer’s network.
MWHash (LEEF)
Malware hash. Character string
ltemHash (CEF)
MWPath (LEEF)
Malware path. Character string
ltemPath (CEF)
MWName (LEEF) Name of the malware item if it is already .
cataloged as a threat Character siring
ltemName (CEF) 9 :
IP address of the remote computer if the malware
SourcelP IP address
came from an external computer.
sourceMachineName Name of the remote computer if the malware Character string
came from an external computer.
sourceUserName User of the remote computer if the malware Character string
came from an external computer.
UrlList List of accessed URLs if a browser exploit is Character string
detfected.
DoclList List of accessed documents if a file exploit is Character string
detected.
. Content of the Version atfribute of the process .
Version Character string
metadata.
Vulnerable Indicates if the application is vulnerable or not. Boolean
MUID Internal ID of the customer's computer. Character string

Event Description Guide

Table 3.11: Alertmalware event fields
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Alertprodappcontrol ProdAppControl Detected

Panda SIEMFeeder

Passive event that describes the parameters of the alert that Panda Adaptive Defense creates on

blocking items by the name or MDS5 defined by the administrator in the Program blocking settings.

Description of the event fields

Field Description Value
Date )
Date of the user's computer when the event was Date
(CEF) generated.
Hostlp . .
IP of the workstation or server on which the event
was generated. P address
(CEF)
sev
Event severity. Numeric value
(LEEF)
devTlime . -
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat . “Yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
src .
IP address of the workstation or server that .
generated the event Character string
(LEEF) ‘
dentSre IP address of the workstation or server that .
enerated the event. Character string
(LEEF) 9
dentHosiName Name of the user computer that generated the .
event Character string
(LEEF) ‘
Identifier used to differentiate the events received
Client from each of the partner’s customers. This field is Numeric value
only used in the product Panda SIEMFeeder for
Partners.
HostName Name of the user computer where the event was Character sing
generated.
“ProdAppControl”
ThreaiType Type of detected malware. character sing

Chapter 3
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Event Description Guide



Panda SIEMFeeder Events and extended information

Field Description Value
ExecutionStatus Action taken by the Panda Adaptive Defense | Enumeration
agent.
e Allow
e Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

 Disinfect

¢ Delete

* Quarantine

* AllowByUser: A pop-up message was shown to
the user and they responded "Allow ".

* Informed: A pop-up message was shown to the
user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted, or
disinfected.

* BlockURL: Access to a URL was blocked.

» KillProcess: The process was stopped.

* BlockExploit: An attempt to exploit a vulnerable
process was stopped.

¢ ExploitAllowByUser. The user prevented the
exploited process from being closed.

¢ RebooiNeeded: The computer must be
rebooted in order to block the exploit attempt.

¢ Exploitinformed: A pop-up message was shown
to the user informing of an attempt to exploit a
vulnerable process.

¢ AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

* Embebedinformed: The item is a PowerShell
script that executes commands.

¢ SuspedProcess: The item aftfempted to suspend
one of the protection software services.

* ModifyDiskResource: The item attempted to
modify a protected file belonging to the
protection software.

Table 3.12: Alertprodappcontrol ProdAppControl event fields
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Field Description Value

¢ ModifyRegistry: The item attempted to modify a
protected registry key belonging to the
protection software.

* RenameRegistry: The item attempted fo
rename a protected registry key belonging to
the protection software.

¢ ModifyMarkFile: The item afttempted to rename
a protected file belonging to the protfection
software.

* UncertainAction: The item attempted to launch
an undefined action on a file belonging to the
protection software.

* AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.

* AllowSWAuthoriced: Executfion of the item is
dllowed because it is authorized by the
administrator (Authorized software settings).

* NewPE: Appearance of a new executable
program on the computer from an external
source.

e AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

e Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

¢ AllowSonMsiGW: Execution of the item s
adllowed because it is an executable from a
frusted installation package.

Time elapsed from the first time the threat was

bwelllimesecs seen on the customer's network. seconds
MWHash (LEEF)
Malware hash. Character string
ltemHash (CEF)
MWName (LEEF) Name of the malware item if it is already .
cataloged as a threat Character string
ltemName (CEF) ’
MWPath (LEEF)
Malware path. Character string
ltemPath (CEF)
sourcelP IP address of the remote computer if the malware IP address

came from an external computer.

Table 3.12: Alertprodappcontrol ProdAppControl event fields
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Field Description Value
sourceMachineName Name of the remote computer if the malware Character sfring
came from an external computer.
sourceUserName User of the remote computer if the malware Character string
came from an external computer.
UriList List of accessed URLs if a browser exploit is Character string
detected.
DocList List of accessed documents if a file exploit is Character string
detected.
. Content of the Version attribute of the process .
Version Character string
metadata.
Vulnerable Indicates if the application is vulnerable or noft. Boolean
MUID Internal ID of the customer’s computer. Character string

Table 3.12: Alertprodappcontrol ProdAppControl event fields

Alertpup PUP Detected

Passive event that describes the parameters of the alert that Panda Adaptive Defense creates when

detecting an item classified as PUP (potentially unwanted program).

Description of the event fields

Field Description Value
Date .
Date of the user's computer when the event was Date
(CEF) generated.
Hostlp . .
IP of the workstation or server on which the event
was generated IP address
(CEF) '
sev
Event severity. Numeric value
(LEEF)
devlime ) s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

(LEEF)

Timestamp format.

character string

Event Description Guide

Table 3.13: Alertpup PUP Detected event fields
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Field Description Value
src .
IP address of the workstation or server that .
enerated the event Character sfring
(LEEF) 9 :
identSre IP address of the workstation or server that .
enerated the event Character string
(LEEF) 9 :
dentHosiName Name of the user computer that generated the .
event Character string
(LEEF) ’
Identifier used to differentiate the events received
Client from each of the partner’'s customers. This field is Numeric value
only used in the product Panda SIEMFeeder for
Partners.
HostName Name of the user computer where the event was Character sting
generatfed.
ThreaiType Type of detected malware. S,:: ILrJ]; character
Indicates whether or not the detected threat was
run: .
ExecutionStatus Enumero‘r!on )
Enumeration

¢ Executed
¢ Not executed

Action taken by the Panda Adaptive Defense
agent.

¢ Allow

¢ Block

¢ BlockTimeout: A pop-up message was shown to
the user but they did notf respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

* Quarantine

¢ AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

* Informed: A pop-up message was shown to the
user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted, or

disinfected.

Chapter 3
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Field Description Value

¢ BlockURL: Access to a URL was blocked.

« KillProcess: The process was stopped.

¢ BlockExploit: An attempt to exploit a vulnerable
process was stopped.

¢ ExploitAllowByUser: The user prevented the
exploited process from being closed.

¢ RebootNeeded: The computer must be
rebooted in order to block the exploit attempt.

* Exploitinformed: A pop-up message was shown
to the user informing them of an attempt to
exploit a vulnerable process.

* AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

¢ Embebedinformed: The item is a PowerShell
script that executes commands.

* SuspedProcess: The item attempted to suspend
one of the protection software services.

¢ ModifyDiskResource: The item attempted to
modify a profected file belonging to the
protection software.

¢ ModifyRegistry: The item attempted to modify a
protected registry key belonging to the
protection software.

¢ RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

¢ ModifyMarkFile: The item attempted to rename
a protected file belonging to the protection
software.

* UncertainAction: The item attempted to launch
an undefined action on a file belonging to the
protection software.

* AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.

* AllowSWAuthoriced: Execution of the item s
allowed because it is authorized by the
administrator (Authorized software settings).

Table 3.13: Alertpup PUP Detected event fields
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Field Description Value
* NewPE: Appearance of a new executable
program on the computer from an external
source.
¢ AllowedByAdmin: Execufion of the item is
dllowed because the exploit technique has
been excluded by the administrator.
¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack was
detected.
¢ AllowSonMsiGW: Execution of the item s
adllowed because it is an executable from a
frusted installation package.
. Time elapsed from the first time the threat was
DwellTimeSecs . Seconds
seen on the customer's network.
MWHash (LEEF)
Malware hash. Character string
ltemHash (CEF)
MWPath (LEEF)
Malware path. Character string
IltemPath (CEF)
MWName (LEEF) Name of the malware item if it is already .
catfaloged as a threat Character sting
ltemName (CEF) 9 :
IP address of the remote computer if the malware
SourcelP IP address
came from an external computer.
sourceMachineName Name of the remote computer if the malware Character sting
came from an external computer.
User of the remote computer if the malware came .
SourceUserName Character string
from an external computer.
UrlList List of accessed URLs if a browser exploit is Character string
detected.
DoclList List of accessed documents if a file exploit is Character sting
detected.
. Content of the Version aftribute of the process .
Version Character string
metadata.
Vulnerable Indicates if the application is vulnerable or not. Boolean
MUID Internal ID of the customer's computer. Character string

Table 3.13: Alertpup PUP Detected event fields
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Alerirdpatiack RDPAttack Detected

Passive event generated to describe the parameters of the alert that Panda Adaptive Defense

creates when it detects a brute-force attack through RDP (Remote Desktop Protocol).

Description of the event fields

Field Description Value
Date .
Date of the user's computer when the event was Date
(CEF) generated.
Hostlp . .
IP of the workstation or server on which the event
was generated. IP address
(CEF)
sev
Event severity. Numeric value
(LEEF)
devTime ) L
TimeStamp de la creacidn del evento en el Date
(LEEF) equipo del usuario.
devTimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
src .
IP address of the workstation or server that .
generated the event Characterstring
(LEEF) '
identSre IP address of the workstation or server that .
generated the event Characterstring
(LEEF) '
dentHosiName Name of the user computer that generated the -
event Character string
(LEEF) '
Identifier used to differentiate the events received
Client from each of the partner’s customers. This field is Numeric value
only used in the product Panda SIEMFeeder for
Partners.
HostName Name of the user computer where the event was Character string
generated.
“RDPAttack”
ThreaiType Type of detected attack. character string
ExecutionStatus Type of action taken. Blocked .by I
character string
DwellTimeSecs Noft used. Seconds

Event Description Guide
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Field Description Value

MWHash (LEEF)

Noft used.
ltemHash (CEF)

Name of the logged attack:
MWName (LEEF) * Exploit/BruteForce_RDP: Brute-force intrusion '

attempt using the RDP protocol. Character siring

ltemName (CEF) . . . .

¢ Exploit/RemoteDesktoplintrusion: RDP intrusion

detected.

MWPath (LEEF) “Malicious  Network

Name of the used attack. RDP Attack”
ltemPath (CEF) character string
SourcelP IP address of the aftacking computer. IP address
SourceMachineName | Name of the attacking computer. Character string
SourceUserName Name of the user account used in the attack. Character string
UrlList Not used. Character string
Doclist Noft used. Character string
Version Noft used. Character string
Vulnerable Noft used. Boolean
MUID Internal ID of the customer's computer. Character string

Table 3.14: alertrdpattack RDPAttack Detected event fields

Passive event that describes the parameters of the alert that Panda Adaptive Defense creates when

blocking an unclassified process.

Description of the event fields

Field Description Value
Date ) S
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to run Character stin
(CEF) the process that generated the event. 9

Chapter 3
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Field

MachinelP

(CEF)

Events and extended information

Description

Name of the workstation that triggered the logged
event.

Value

IP address

MachineName

Name of the workstation that triggered the logged
event.

Character string

(CEF)
sev Event severity. This value is always “1"”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . e
Timestamp indicafing when the event was Date
(LEEF) generated on the user's computer.
devTlimeFormat . “yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
ustName User account used by the process that performed .
the operation Character string
(LEEF) P :
domain Domain of the user account used by the process .
- Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that generated .
the event Character string
(LEEF) ’
identSrc :
IP address of the workstation/server that generated ch ter siri
the event. aracter string
(LEEF)
dentHosiName Name of the workstation that friggered the logged .
event Character string
(LEEF) ’
HostName . .
Name of the workstation that triggered the logged .
event Character string
(LEEF) ’

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This dafe depends on the
computer settings and, consequently, it could be
incorrect.

Date

Event Description Guide
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Field Description Value

¢ 0: Real date not
supported as it is an

old event.
e 1. Real date not
. Contents of the DateTime, Date, and available  to  the
PandaTimeStatus . .
LocalDateTime fields. Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events received
from each of the partner’'s customers. This field is

Client only used in the product Panda SIEMFeeder for Numeric value
Partners.
LocalCat ltem category calculated by the Panda Adaptive | Enumeration
Defense agent:
¢ NotClassified: File in the process of classification.
* Goodware
* Malware
¢ Suspect: The file is in the process of classification
and there is a high probability that it is malware.
e Compromised: A process compromised by an
exploit attack.
* GoodwareNotConfirmed: A file that appears o
be goodware but is pending classification.
* PUP
* GoodwareUnwanted: Equivalent to PUP.
¢ GoodwareRanked: A process classified as
goodware.
Indicates whether or not the protection can access
cloudAcces Boolean
the cloud.
Detld Detection ID. Numeric value
FirstSeen Date when the file was first seen. Date
LastQueryDate Date when the Panda Adaptive Defense agent Date

last queried the cloud.

ToastBlockReason | Reason why the pop-up message was displayed | Enumeration
on the workstation/server.

¢ 0: Blocked because the file was unknown and
the protection was in 'Lock' mode.

* 1:Blocked by local rules.

Table 3.15: Block event fields
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Field

Events and extended information

Description

2: Blocked because the file came from an
unfrusted source.

3: Blocked by contfext rule.

4: Blocked because it is an exploit.

5: The file was blocked after asking the user for
permission to close the process.

Value

ToastResult User's response to the pop-up message shown by

Panda Adaptive Defense.

OK: The customer accepted the message.
Timeout: The pop-up message closed as the user
did not respond.

Angry: The user chose not to block the item from
the pop-up message.

Block

Allow

Enumeration

WinningTech Technology that friggered the event.

Blockmode: The agent was in Lock mode when
the item was blocked.

Cache: Locally cached classification.

Cloud: Classification downloaded from the
cloud.

Context: Local context rule.

ContextMinerva: Cloud-hosted confext rule.
Digital Signature: Digitally signed file.

Exploit: Technology that idenfifies attempts to
exploit vulnerable processes.

ExploitLegacy

GWFilter: Technology that identifies unknown
goodware files.

LegacyUser. The user was asked about the
action to take.

Local Signature: Local signature.

MetaEsploit: Attack created with the Metasploit
framework.

List

Event Description Guide
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Field

Description

¢ NetNdative: Binary type.

« Serializer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware Scan
Interface.

Panda SIEMFeeder

Value

Servicelevel

Execution mode of the agent.

e Blocking: The agent blocks all unclaossified
executables and items classified as malware.

¢ Hardening: The agent blocks all unclassified
programs coming from an unfrusted source, and
items classified as malware.

* Learning: The agent does not block any items
but monitors all running processes.

Enumeration

Hash

File hash/digest.

MD5

Path

Path of the item that triggered the logged action.

Character string (path)

MuID

Internal ID of the customer's computer.

Character string

Createcmp

Table 3.15: Block event fields

Active event generated when a process (parent) creates a new compressed file (child).

Description of the event fields

Field

Date

(CEF)

Description

Timestamp indicating when the event was
generated on the user's computer.

Value

Date

User

(CEF)

Name and domain of the user account used to
run the process that generated the event.

Character string

MachinelP

(CEF)

Name of the user computer that friggered the
event.

IP address
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Field

MachineName

Events and extended information

Description

Name of the user computer that triggered the
event.

Value

Character string

(CEF)
sev Event severity. This value is always “1”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime ) e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yvyy-MM-dd”

Timestamp format.

character string

(LEEF)
vsiName User account used by the process that performed .
the operation Character string
(LEEF) P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstaftion or server that .
triggered the event Character string
(LEEF) 99 '
dentsre IP address of the workstafion or server that .
triggered the event Character string
(LEEF) 99 '
deniHostName Name of the user computer that triggered the .
event Character string
(LEEF) '
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date

Event Description Guide
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Field

PandaTimeStatus

Description

Contents of the
LocalDateTime fields.

DateTime, Date, and

Panda SIEMFeeder

Value

e 0. Real date not

supported as it is an
old event.

1: Real date not
available to  the
Panda server and

obtained by
calculation.
o 2 Real date

provided by the
Panda server.

Client

Identifier used to differentiate the events
received from each of the partner’s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“createcmp”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the logged operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

ParentCompany

Content of the Company attribute of the parent
process metadata.

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean
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Field

ParentimageType

Events and extended information

Description

Internal architecture of the parent process:

* EXEx32
EXExé4
e DLLx32
e DDLxé4

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

¢ Delphi
e DOTNET
e VisualC

* VB

¢ CBuilder
* Mingw
* Mssetup

e Setupfactory

e Lce32

e Vc7setupproject
* Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

e High
¢ Medium
e Low

Enumeration

ParentCat

Category of the parent file that performed the
operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Enumeration

Event Description Guide
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Field Description Value
Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
ChildHash Hash of the child process. Character string

ChildDriveType

Type of drive that contains the child process or file
that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the chid file that performed the

ChildPath - Character string (path)
operation.

ChildPID Child process ID. Numeric value

ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
* EXEx64
e DLLx32
e DLLxé4

Enumeration

ChildExeType
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Internal structure/type of the child process.

e Delphi
e DOTNET
* VisualC
e VB

e CBuilder
* Mingw
e Mssetup

Table 3.16: Createcmp event fields

Enumeration
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Events and extended information

Field Description Value
e Setupfactory
* Lce32
* Vc7setupproject
e Unknown
Historical prevalence of the child process on the
Panda Security systems.
ChildPrevalence * High Enumeration
* Medium
* Low
Previous-day prevalence of the child process on
the Panda Security systems.
ChildPrevLastDay * High Enumeration
* Medium
* Low
Category of the child file that received the oper-
ation.
e Goodware
ChildCat e Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring
Name of the malware detected in the child
ChildMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
Indicates whether or not vulnerable software was
OCS_Exec Boolean
run on the computer.
OCS_Name Name of the vulnerable software run. Character string
OCS_Version Version of the vulnerable software run. Character string
Params Command-line execution parameters of the Character string

process run.

Event Description Guide

Table 3.16: Createcmp event fields

Chapter 3 | 49



Events and extended information Panda SIEMFeeder

Field Description Value

User's response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.

¢ Timeout: The pop-up message closed as the
user did not respond.

e Angry: The user chose not to block the item
from the pop-up message.

* Block

e Allow

ToastResult Enumeration

Action Action taken by the Panda Adaptive Defense | Enumeration -
agent. Enumeration

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

* Quarantine

¢ AllowByUser: A pop-up message was shown fo
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown o the
user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted, or
disinfected.

* BlockURL: Access to a URL was blocked.

¢ KillProcess: The process was stopped.

e BlockExploit: An attempt tfo exploit a
vulnerable process was stopped.

¢ ExploitAllowByUser. The user prevented the
exploited process from being closed.

Table 3.16: Createcmp event fields
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Field Description Value

¢ RebootNeeded: The computer must be
rebooted in order to block the exploit attempt.

e Exploitinformed: A pop-up message was
shown to the user informing of an aftempt to
exploit a vulnerable process.

¢ AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

¢ Embebedinformed: The item is a PowerShell
script that executes commands.

e SuspedProcess: The item attempted to
suspend one of the protection software
services.

* ModifyDiskResource: The item attempted to
modify a protected file belonging to the
protection software.

* ModifyRegistry: The item aftempted to modify
a protected registry key belonging to the
protection software.

* RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

* ModifyMarkFile: The item aftempted to
rename a protected file belonging fto the
protection software.

¢ UncertainAction: The item attempted fo launch
an undefined action on a file belonging fo the
protection software.

* AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.

¢ AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

Table 3.16: Createcmp event fields
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Field

Description

NewPE: Appearance of a new executable
program on the computer from an external
source.

AllowedByAdmin: Executfion of the item s
allowed because the exploit technique has
been excluded by the administrator.

Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detfected.

AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Panda SIEMFeeder

Value

Servicelevel

Execution mode of the agent.

Blocking: the agent blocks all unclassified
executables and items classified as malware.
Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech Technology that friggered the event.
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Blockmode: The agent was in Lock mode
when the item was blocked.

Cache: Locally cached classification.

Cloud: Classification downloaded from the
cloud.

Context: Local context rule.

ContextMinerva: Cloud-hosted context rule.
Digital Signature: Digitally signed file.

Exploit: Technology that identifies attempts to
exploit vulnerable processes.

ExploitLegacy

GWEFilter: Technology that identifies unknown
goodware files.

LegacyUser: The user was asked about the
action to take.

Local Signature: Local signature.

Table 3.16: Createcmp event fields

Enumeration
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Field

Events and extended information

Description

* MetaEsploit:  Attack
Metasploit framework.

¢ NetNative: Binary type.

« Serializer: Binary type.

¢ User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

created with the

Value

Detld

Detection ID.

Character string

MUID

Intfernal ID of the customer's computer.

Character string

Createdir

Table 3.16: Createcmp event fields

Active event generated when a process (parent) creates a new directory (child).

Description of the event fields

Field Description Value
Date . e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. P address
(CEF)
MachineName Name of the workstation that triggered the .
loaaed event Character string
(CEF) 99 ‘
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.

Event Description Guide
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Panda SIEMFeeder
Field Description Value
devTimeFormat . “yyyy-MM-dd"
Timestamp format. character stin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character stiing
(LEEF) P P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

The computer's date (in UTC format) at the time
the event occurred. This dafe depends on the

LocalbateTime computer settings and, consequently, it could be Date
incorrect.

e 0: Real date not
supported as it is an
old event.

1: Real date not
PandaTimeStatus Contenfs of the DateTime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by
calculation.

e 2: Real date provided

by the Panda server.
Identifier used to differentiate the events

received from each of the partner's customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “Createdir”
ParentHash Hash of the parent process. Character string

Chapter 3
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Field

ParentDriveType

Events and extended information

Description Value

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

* Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged

) Character string
operation.

ParentPID

Parent process ID. Numeric value

ParentValidSig

Indicates whether or not the parent process is

digitally signed. Boolean

ParentCompany

Content of the Company atfribute of the parent

process metadata. Character string

ParentBroken

The parent process is corrupt or damaged. Boolean

ParentimageType

Internal architecture of the parent process:

e EXEx32
o EXExé4 Enumeration
e DLLx32
e DLLx64

ParentExeType

Internal structure/type of the parent process.

¢ Delphi Enumeration
e DOTNET

e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce3d2

e Vc7setupproject
* Unknown

Event Description Guide
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Field Description Value

Historical prevalence of the parent process on
the Panda Security systems.

ParentPrevalence * High Enumeration
¢ Medium
* Low
Previous-day prevalence of the parent process
on the Panda Security systems.

ParentPrevLastDay * High Enumeration
¢ Medium
* Low
Category of the parent file that performed the
logged operation.
* Goodware

ParentCat * Malware Enumeration
e PUP
* Unknown
* Monitoring
Name of the malware detected in the parent

ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged
operation.

Character string (path)

ChildPID

Child process ID.

Numeric value
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Field

ChildValidSig

Events and extended information

Description

Indicates whether or not the child process is
digitally signed.

Value

Boolean

ChildCompany

Content of the Company aftribute of the child
process metadata.

Character string

ChildBroken

Content of the Company aftribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
» EXEx64
* DLLx32
* DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

¢ Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce3d2

e Vc7setupproject
* Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration
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Field Description Value
Category of the child file that received the log-
ged operatfion.
* Goodware
ChildCat * Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring
Name of the malware detected in the child
ChildMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
Indicates whether or not vulnerable software was
OCS_Exec Boolean
run on the computer.
OCS_Name Name of the vulnerable software run. Character string
OCS_Version Version of the vulnerable software run. Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Security.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did not respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
* Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in fime.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

Table 3.17: Createdir event fields
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Field Description Value

¢ AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

* Informed: A pop-up message was shown to
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

¢ BlockURL: Access to a URL was blocked.

« KillProcess: The process was stopped.

e BlockExploit: An aftempt to exploit a
vulnerable process was stopped.

¢ ExploitAllowByUser: The user prevented the
exploited process from being closed.

¢ RebootNeeded: The computer must be
rebooted in order fo block the exploit attempt.

* Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.

¢ AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

* Embebedinformed: The item is a PowerShell
script that executes commands.

* SuspedProcess: The item aftempfed to
suspend one of the protection software
services.

* ModifyDiskResource: The item attempted to
modify a protected file belonging to the
protection software.

* ModifyRegistry: The item attempted to modify
a protected registry key belonging fo the
protection software.

* RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

¢ ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

Table 3.17: Createdir event fields
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Field Description Value

¢ UncertainAction: The item attempted to
launch an undefined action on a file
belonging to the protection software.

¢ AllowGWfFilter: Execution of the item is allowed
because it is in the goodware cache.

¢ AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

* NewPE: Appearance of a new executable
program on the computfer from an external
source.

¢ AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

* AllowSonMsiGW: Execution of the item is
allowed because it is an executable from a
trusted installation package.

Servicelevel Execution mode of the agent. Enumeration

¢ Blocking: The agent blocks all unclassified
executables and items classified as malware.

* Hardening: The agent blocks all unclassified
programs coming from an unfrusted source,
and items classified as malware.

* Learning: The agent does not block any items
but monitors all running processes.

WinningTech Technology that friggered the event. Enumeration

* Blockmode: The agent was in Lock mode
when the item was blocked.

¢ Cache: Locally cached classification.

e Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

¢ ContextMinerva: Cloud-hosted context rule.

 Digital Signature: Digitally signed file.

* Exploit: Technology that identifies attempts to
exploit vulnerable processes.

Table 3.17: Createdir event fields
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Field Description Value

* ExploitLegacy

* GWFilter: Technology that identifies unknown
goodware files.

* lLegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

* MetaEsploit: Aftack created with the
Metasploit framework.

¢ NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action to
fake.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.17: Createdir event fields

CreateprocessbyWMI

Active event generated when a process (parent) creates a new process (child) through WMI.

Description of the event fields

Field Description Value
Date ) o
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IPaddress
(CEF)
MachineName Name of the workstation that triggered the .
Character string
(CEF) logged event.

Table 3.18: CreateprocessbyWMI event fields
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Field Description Value
sev Event severity. This value is always "“1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime ) s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . “yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character string
(LEEF) P P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not
available  to  the

Panda server and
obtained by
calculation.

* 2: Real date provided
by the Panda server.

Table 3.18: CreateprocessbyWMI event fields
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Field Description Value
Identifier used to differentiate the events
Client received from each of the partner’s customers. Numeric value
This field is only used in the product Panda
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “"CreateprocessbyWMI"
ParentHash Hash of the parent process. Character string
Type of drive that contains the parent process or
file that friggered the operation.
* Fixed: Non-removable drive such as an internal
hard disk.
¢ Remote: Network drive.
ParentDriveType * Removable: Removable drive such as a pen Enumeration
drive or floppy disk.
¢ Unknown: Unknown type of device.
* NoRootDir: A device that is not available in the
path displayed.
¢ Cdrom: CD-ROM drive.
¢ Ramdisk: RAM disk drive.
ParentPath Path of the parent file that performed the logged Character string
operation.
ParentPID Parent process ID. Numeric value
ParentValidSig In.dl.co’res. whether or not the parent process is Boolean
digitally signed.
ParentCompany Content of the Company attribute of the parent Character sting
process metadata.
PareniBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType e EXEx64 Enumeration
e DLLx32
e DLLx64
Internal structure/type of the parent process.
ParentExeType * Delphi Enumeration
e DOTNET
e VisualC

Table 3.18: CreateprocessbyWMI event fields
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Field

Description

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

e Lce32

e Vc7setupproject
* Unknown

Panda SIEMFeeder

Value

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

PareniCat

Category of the parent file that performed the
logged operation.

* Goodware
* Malware
e PUP

¢ Unknown
¢ Monitoring

Enumeration

ParentMWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

ChildHash

Hash of the child process.

Character string

64 | Chapter 3

Table 3.18: CreateprocessbyWMI event fields

Event Description Guide



Panda SIEMFeeder

Field

ChildDriveType

Events and extended information

Description Value

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

* Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged

operation. Character string (path)

ChildPID

Child process ID. Numeric value

ChildValidSig

Indicates whether or not the child process is

digitally signed. Boolean

ChildCompany

Content of the Company aftribute of the child

process metadata. Character string

ChildBroken

Content of the Company aftribute of the child

Boolean
process metadata.

ChildimageType

Internal architecture of the child process:

* EXEx32

e EXEx64 Enumeration
e DLLx32

* DLLxé4

ChildExeType

Internal structure/type of the child process. Enumeration

¢ Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce3d2

* Vc7setupproject
* Unknown
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Field Description Value
Historical prevalence of the child process on the
Panda Security systems.
ChildPrevalence * High Enumeration
¢ Medium
* Low
Previous-day prevalence of the child process on
the Panda Security system:s.
ChildPrevLastDay * High Enumeration
¢ Medium
* Low
Category of the child file that received the log-
ged operation.
* Goodware
ChildCat * Maiware Enumeration
e PUP
* Unknown
* Monitoring
Name of the malware detected in the child
ChildMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
Indicates whether or not vulnerable software was
OCS_Exec Boolean
run on the computer.
OCS_Name Name of the vulnerable software run. Character string
OCS_Version Version of the vulnerable software run. Character string
Command-line executfion parameters of the .
Params Character string
process run.
User's response fo the pop-up message shown by
Panda Security.
* OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
ToastResult user did not respond. Enumeration

e Angry: The user chose not to block the item
from the pop-up message.

* Block

e Allow

Table 3.18: CreateprocessbyWMI event fields
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Field Description Value
Action Action taken by the Panda Adaptive Defense | Enumeration
agent.
¢ Allow
¢ Block

* BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

* Disinfect

¢ Delete

* Quarantine

* AllowByUser: A pop-up message was shown o
the user and they responded "Allow ".

* Informed: A pop-up message was shown to
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

¢ BlockURL: Access to a URL was blocked.

* KillProcess: The process was stopped.

e BlockExploit: An attempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

* RebootNeeded: The computer must be
rebooted in order to block the exploit attempt.

* Exploitinformed: A pop-up message was
shown to the user informing of an attempt to
exploit a vulnerable process.

* AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

¢ Embebedinformed: The item is a PowerShell
script that executes commands.

e SuspedProcess: The item aftempted to
suspend one of the protection software
services.

* ModifyDiskResource: The item attempted to
modify a protected file belonging to the
protection software.

Table 3.18: CreateprocessbyWMI event fields
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Field Description Value

¢ ModifyRegistry: The item attempted to modify
a protected registry key belonging to the
protection software.

¢ RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

¢ ModifyMarkFile: The item attempted to
rename a protected file belonging fo the
protection software.

¢ UncertainAction: The item attempted to
launch an undefined action on a file
belonging to the protection software.

¢ AllowGWfFilter: Execution of the item is allowed
because it is in the goodware cache.

* AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

¢ NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execution of the item s
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

¢ AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Servicelevel Execution mode of the agent. Enumeration

* Blocking: The agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: The agent blocks all unclassified
programs coming from an unfrusted source,
and items classified as malware.

* Learning: The agent does not block any items
but monitors all running processes.

Table 3.18: CreateprocessbyWMI event fields
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Field

WinningTech

Events and extended information

Description

Technology that friggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

* Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

* Exploit: Technology that identifies attempts to
exploit vulnerable processes.

* ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

e MetaEsploit: Attack created with the
Metasploit framework.

¢ NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action to
take.

* RDP: Brute-force attack using the RDP protocol.

e AMSI: Detection made by the Anfimalware
Scan Interface.

Value

Enumeration

Detid

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

CreatePE

Table 3.18: CreateprocessbyWMI event fields

Active event generated when a process (parent) creates a new executable file (child).
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Description of the event fields
Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IP address
(CEF)

MachineName

Name of the workstation that triggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
veeme User account wused by the process that ,
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
denisre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that tfriggered the .
Character string
(LEEF) logged event.

Table 3.19: CreatePE event fields
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Events and extended information

Field Description Value
The computer’s date (in UTC format) at the fime
. the event occurred. This date depends on the
LocalDateTime . . Date
computer settings and, consequently, it could be
incorrect.
e 0: Real date not

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

supported as it is an
old event.

* 1. Real date not
available  to  the

Panda server and
obtained by
calculation.

* 2: Real date provided
by the Panda server.

Client

Identifier used to differenfiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“CreatePE"

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that friggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean

ParentCompany Content of the Company attribute of the parent Character string
process metadata.

ParentBroken The parent process is corrupt or damaged. Boolean

Event Description Guide
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Field

ParentimageType

Description

Internal architecture of the parent process:

» EXEx32
* EXExé4
» DLLx32
* DLLxé4

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

* Setupfactory

* Lce3d2

* Vc7setupproject
* Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

* High
e Medium
e Low

Enumeration
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Events and extended information

Field Description Value

Category of the parent file that performed the
logged operation.
* Goodware

ParentCat * Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring
Name of the malware detected in the parent

ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as aninternal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath operation Character string (path)
ChildPID Child process ID. Numeric value
ChildValidsig In.dl.co‘res. whether or not the child process is Boolean
digitally signed.
ChildCompany Content of the Company attribute of the child Character string
process metadata.
ChildBroken Contfent of the Company attribute of the child Boolean
process metadata.
Internal architecture of the child process:
e EXEx32
ChildimageType * EXExé4 Enumeration
e DLLx32
¢ DLLx6é4
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
* VisualC
* VB

e CBuilder
* Mingw
e Mssetup

* Setupfactory

* Lce3d2

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildPrevlLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Field

OCS_Version

Events and extended information

Description

Version of the vulnerable software run.

Value

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did not respond.

ToastResult Enumeration
* Angry: The user chose not fo block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

¢ AllowByUser: A pop-up message was shown o
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown tfo
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

* BlockURL: Access to a URL was blocked.

¢ KillProcess: The process was stopped.

¢ BlockExploit: An atfttempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.19: CreatePE event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing of an attempt to
exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attemptfed fo
modify a protected file belonging to the
protection software.

ModifyRegistry: The item aftempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted fo
rename a protected registry key belonging fo
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item atftempted fo
launch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item is
adllowed because it is authorized by the
administrator (Authorized software setfings).

Table 3.19: CreatePE event fields
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Value
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Events and extended information

Field Description Value

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

¢ AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

. ¢ Hardening: the agent blocks all unclassified .
Servicelevel . Enumeration

programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

WinningTech Technology that friggered the event.

¢ Blockmode: The agent was in Lock mode

when the item was blocked. Enumeration

Event Description Guide

¢ Cache: Locally cached classification.
e Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

¢ ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts to
exploit vulnerable processes.

¢ ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

¢ LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.19: CreatePE event fields
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Field

Description

* MetaEsploit:  Aftack
Metasploit framework.

¢ NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

* AMSI: Detection made by the Antimalware
Scan Interface.

created with  the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Table 3.19: CreatePE event fields

Createremotethread
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Active event generated when a process (parent) creates a remote execution thread.

Description of the event fields

Field Description Value
Date . S
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. P address
(CEF)
MachineName Name of the workstation that triggered the .
loaged event Character string
(CEF) 99 '
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
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Field Description Value

devlimeFormat

Timestamp format. c{]grzgz\r_grgn
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character sting
(LEEF) P P :
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerafted the event Character sting
(LEEF) 9 :
dentSre IP address of the workstation/server that .
enerafted the event Character sting
(LEEF) 9 :
dentHosiName Name of the workstation that friggered the -
logged event Character string
(LEEF) ’
HosiName Name of the workstation that friggered the -
logged event Character string
(LEEF) ’
The computer’'s date (in UTC format) at the time
. the event occurred. This date depends on the
LocalDateTime Date

computer settings and, consequently, it could be

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1: Real date not

PandaTimeStatus Contents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by

calculation.

* 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner’'s customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “Createremotethread”
ParentHash Hash of the parent process. Character string

Table 3.20: Createremotethread event fields
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Field

ParentDriveType

Description

Type of drive that contains the parent process or
file that triggered the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootiDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Panda SIEMFeeder

Value

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

Content of the Company attribute of the parent

ParentCompany process metadata. Character string
ParentBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType o EXExé4 Enumeration
e DLLx32
¢ DLLxé4
ParentExeType Internal structure/type of the parent process. Enumeration

¢ Delphi
e DOTNET
e VisualC

VB

e CBuilder

* Mingw

* Mssetup

e Setupfactory
e Lce32

e Vc7setupproject
e Unknown
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Events and extended information

Field Description Value
Historical prevalence of the parent process on
the Panda Security systems.
ParentPrevalence * High Enumeration
¢ Medium
* Low
Previous-day prevalence of the parent process
on the Panda Security systems.
ParentPreviastDay * High Enumeration
¢ Medium
* Low
ParentCat Category of the parent file that performed the | Enumeration
operation.
» Goodware
* Malware
e PUP
* Unknown
* Monitoring
Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
ChildHash Hash of the child process. Character string
Type of drive that contains the child process or
file that received the operation.
* Fixed: Non-removable drive such as aninternal
hard disk.
¢ Remote: Network drive.
ChildDriveType ¢ Removable: Removable drive such as a pen Enumeration

drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRooliDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

ChildPath

Path of the child file that received the logged
operation.

Character string (path)

ChildPID

Child process ID.

Numeric value
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Field

ChildValidSig

Description

Indicates whether or not the child process is
digitally signed.

Panda SIEMFeeder

Value

Boolean

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
* EXEx64
e DLLx32
e DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

¢ Delphi
e DOTNET
¢ VisualC
* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

e Lcc32

e Vc7setupproject
* Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security system:s.

¢ High
¢ Medium
e Low

Enumeration
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Field

ChildCat

Events and extended information

Description

Category of the child file that received the log-
ged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Value

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable soffware was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string

OCS_Version

Version of the vulnerable software run.

Character string

Params

Command-line execution parameters of the
process run.

Character string

ToastResult

User's response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.

¢ Timeout: The pop-up message closed as the
user did not respond.

* Angry: The user chose not to block the item
from the pop-up message.

* Block

e Allow

Enumeration

Action

Event Description Guide

Action taken by the Panda Adaptive Defense
agent.

e Allow

¢ Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

* Disinfect

* Delete

* Quarantine

Table 3.20: Createremotethread event fields
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Field

Description

¢ AllowByUser: A pop-up message was shown o

the user and they responded “Allow .
Informed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quaranfine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access fo a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An aftempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

RebooiNeeded: The computer must be
rebooted in order to block the exploit attempt.
Exploitinfformed: A pop-up message was
shown to the user informing them of an
aftempt fo exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted to
suspend one of the protection software
services.

ModifyDiskResource: The item aftempted to
modify a protected file belonging to the
protection software.

ModifyRegistry: The item attempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging o
the protection software.

ModifyMarkFile: The item afttempted to
rename a protected file belonging to the
protection software.

Table 3.20: Createremotethread event fields

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

* UncertainAction: The item attempted fo
launch an undefined action on a fie
belonging to the protection software.

* AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.

* AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execution of the item s
allowed because the exploit technique has
been excluded by the administrator.

e Blocked by ip: The source IP address was
blocked because a brute-force RDP aftack
was detected.

e AllowSonMsiGW: Execution of the item is
dllowed because it is an executable from a
trusted installation package.

Value

Servicelevel

Execution mode of the agent.

¢ Blocking: The agent blocks all unclassified
executables and items classified as malware.

* Hardening: The agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

* Learning: The agent does not block any items
but monitors all running processes.

Enumeration

WinningTech

Event Description Guide

Technology that triggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

¢ Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

¢ ContextMinerva: Cloud-hosted context rule.

« Digital Signature: Digitally signed file.

* Exploit: Technology that idenfifies attempts to
exploit vulnerable processes.

Table 3.20: Createremotethread event fields

Enumeration
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Field Description Value

* ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodwaire files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

¢ MetaEsploit: Aftack created with the
Metasploit framework.

* NetNative: Binary type.

* Seridlizer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.20: Createremotethread event fields

Criticalsoft

Passive event generated when a vulnerable application is executed.

Description of the event fields

Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used .
Character string
(CEF) to run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IPadidress
(CEF)
MachineName Name of the workstation that triggered the .
Character string
(CEF) logged event.

Table 3.21: Criticalsoft event fields
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Events and extended information

Field Description Value

Event severity. This value is always “1",

sev o
excepft for alert-type events. See Iater in this !

LEEF guide for more information about the types

( ) of events.

devTime ) s
Timestamp indicating when the event was Date

(LEEF) generated on the user's computer.

devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
vsiName User account used by the process that .
performed the operation. Character string
(LEEF)
domain Domain of the user account used by the .
. Character string
process that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 :
dentHosiName Name of the workstation that triggered the .
loaged event Character string
(LEEF) 99 :
HosiName Name of the workstation that triggered the .
loaaed event Character string
(LEEF) 99 '
The computer’s date (in UTC format) at the
. time the event occurred. This date depends
LocalDateTime Date

on the computer settings and, consequently,
it could be incorrect.

PandaTimeStatus

Contents of the DateTlime, Date, and
LocalDateTime fields.

e 0. Real date not

supported as it is an
old event.

e 1. Real dafte not
available fo the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Event Description Guide
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Field

Client

Description

Identifier used to differentiate the events
received from each of the partner's
customers. This field is only used in the
product Panda SIEMFeeder for Partners.

Panda SIEMFeeder

Value

Numeric value

criticalSoftEveniType

e True: the vulnerable software ran on the
computer.

¢ False: the vulnerable software was seen
on the computer but didn't run.

Boolean

Hash/digest value of the threat or vulnerable

ItemHash program found. Character string
Filename Name of the vulnerable file. Character string
filePath Full path to the vulnerable file. Character string
Size Size of the vulnerable file. Numeric value

InternalName

Content of the Name aftribute of the
vulnerable file metadata.

Numeric value

Contfent of the Company attfribute of the

CompanyName vulnerable file metadata. Character string
. . Content of the Version aftribute of the .
FileVersion . Character string
vulnerable file metadata.
ProduciVersion Content of fhen ProductVersion attribute of Character sfring
the vulnerable file metadata.
Internal architecture of the vulnerable file.
FilePlatform e WiIin32NT Enumeration
e Winé4NT
MUID Internal ID of the customer's computer. Character string

DeletePE

Table 3.21: Criticalsoft event fields

Active event generated when a process (parent) deletes an executable program (child).
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Events and extended information

Description of the event fields

Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that friggered the
logged event. IP adaress
(CEF)

MachineName

Name of the workstation that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
dlert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generafed on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
usriiame User account used by the process that performed .
the operation Character string
(LEEF) P .
domain Domain of the user account used by the process .
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentsre IP address of the workstation/server that )
enerated the event Character string
(LEEF) 9 .
dentiosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) 99 :
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

Event Description Guide
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Field Description Value
The computer’s date (in UTC format) at the time
. the event occurred. This date depends on the
LocalDateTime . . Date
computer seftings and, consequently, it could be
incorrect.
e 0: Real date not

PandaTimeStatus

Contents of the DateTlime, Date, and

LocalDateTime fields.

supported as it is an
old event.

* 1. Real date not
available  fo  the

Panda server and
obtained by
calculation.

* 2: Real date provided
by the Panda server.

Client

Identifier used to differentiate the events
received from each of the partner’s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“DeletePE"

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an intfernal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean

ParentCompany Content of the Company attribute of the parent Character stiing
process metadata.

ParentBroken The parent process is corrupt or damaged. Boolean

Table 3.22: DeletePE event fields
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Field

ParentimageType

Events and extended information

Description

Internal architecture of the parent process:

* EXEx32
* EXEx64
e DLLx32
* DLLx64

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

e |cc32

e Vc7setupproject
e Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
* Medium
e Low

Enumeration

Event Description Guide

Table 3.22: DeletePE event fields
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Field Description Value
Category of the parent file that performed the
logged operation.
* Goodware
ParentCat * Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring
Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.
ChildHash Hash of the child process. Character string
Type of drive that contains the child process or file
that received the operation.
* Fixed: Non-removable drive such as an internal
hard disk.
* Remote: Network drive.
ChildDriveType * Removable: Removable drive such as a pen | enumeration

drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootiDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Path of the child file that received the logged

ChildPath . Character string (path)
operation.

ChildPID Child process ID. Numeric value

ChildValidsig In.dl.co’res. whether or not the child process is Boolean
digitally signed.

ChildCompany Content of the Company atfribute of the child Character sting
process metadata.

ChildBroken Content of the Company atfribute of the child Boolean
process metadata.
Internal architecture of the child process:
o EXEx32

ChildimageType * EXExé4 Enumeration
e DLLx32
e DLLxé4
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Field Description Value

ChildExeType Internal structure/type of the child process. Enumeration

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
* Mingw
¢ Mssetup

* Setupfactory

* lcc32

* Vc7setupproject
¢ Unknown

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium

ChildPrevalence Enumeration

e Low

Previous-day prevalence of the child process on
the Panda Security system:s.

ChildPrevLastDay * High Enumeration
* Medium

e Low

Category of the child file that received the log-
ged operation.

¢ Goodware
ChildCat * Malware Enumeration
e PUP

¢ Unknown

* Monitoring

Name of the malware detected in the child
ChildMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

Indicates whether or not vulnerable software was
OCS_Exec Boolean
run on the computer.

OCS_Name Name of the vulnerable software run. Character string

Table 3.22: DeletePE event fields
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Field Description Value

OCS_Version Version of the vulnerable software run. Character string

Command-line execution parameters of the
process run.

Params Character string

User's response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.

¢ Timeout: The pop-up message closed as the
user did not respond.

* Angry: The user chose not to block the item
from the pop-up message.

* Block

¢ Allow

ToastResult Enumeration

Action Action taken by the Panda Adaptive Defense | Enumeration
agent.

¢ Allow

* Block

* BlockTimeout: A pop-up message was shown
to the user but they did not respond in fime.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

* Quarantine

¢ AllowByUser: A pop-up message was shown to
the user and they responded "Allow ".

* Informed: A pop-up message was shown to the
user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved to quarantine, deleted, or
disinfected.

* BlockURL: Access to a URL was blocked.

« KillProcess: The process was stopped.

e BlockExploit: An aftempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.22: DeletePE event fields
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Field Description Value

¢ RebooiNeeded: The computer must be
rebooted in order to block the exploit attempt.

¢ Exploitinformed: A pop-up message was shown
fo the user informing them of an attempt to
exploit a vulnerable process.

¢ AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

* Embebedinformed: The item is a PowerShell
script that executes commands.

* SuspedProcess: The item aftempted fo
suspend one of the protection software
services.

* ModifyDiskResource: The item attempted tfo
modify a protected file belonging to the
protection software.

* ModifyRegistry: The item attempted to modify
a protected registry key belonging to the
protection software.

* RenameRegistry: The item aftempted fo
rename a protected registry key belonging to
the protection software.

* ModifyMarkFile: The item aftempted fo
rename a protected file belonging to the
protection software.

* UncertainAction: The item attempted to launch
an undefined action on a file belonging to the
protection software.

* AllowGWfFilter: Execution of the item is allowed
because it is in the goodware cache.

* AllowSWAuthoriced: Execution of the item is
adllowed because it is authorized by the
administrator (Authorized software settings).

e NewPE: Appearance of a new executable
program on the computer from an external
source.

Table 3.22: DeletePE event fields
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Field Description Value
* AllowedByAdmin: Execufion of the item s
allowed because the exploit technique has
been excluded by the administrator.
¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.
* AllowSonMsiGW: Execution of the item s
dllowed because it is an executable from a
frusted installation package.
Execution mode of the agent.
¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.
. ¢ Hardening: the agent blocks all unclassified .
Servicelevel . Enumeration
programs coming from an untrusted source,
and items classified as malware.
¢ Learning: the agent doesn't block any items
but monitors all run processes.
WinningTech Technology that friggered the event. Enumeration

96 | Chapter 3

Blockmode: The agent was in Lock mode
when the item was blocked.

Cache: Locally cached classification.

Cloud: Classification downloaded from the
cloud.

Context: Local context rule.

ContextMinerva: Cloud-hosted context rule.
Digital Signature: Digitally signed file.

Exploit: Technology that identifies attempts to
exploit vulnerable processes.

ExploitLegacy

GWFilter: Technology that identifies unknown
goodware files.

LegacyUser: The user was asked about the
action to take.

Local Signature: Local signature.

Table 3.22: DeletePE event fields
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Field Description Value

¢ MetaEsploit: Attack created with the
Metasploit framework.

¢ NetNative: Binary type.

¢ Serializer: Binary type.

e User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

* AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.22: DeletePE event fields

Deviceops

Active event generated when an operation is executed on an external device by a process.

Description of the event fields

Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used fo .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IP address
(CEF)
MachineName Name of the workstation that triggered the .
loaged event Character string
(CEF) 99 '
sev Event severity. This value is always “1”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.

Table 3.23: Deviceops event fields
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Field Description Value

devTimeFormat “yyvyy-MM-dd”

Timestamp format. character string

(LEEF)
veiame User account used by the process that .
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process .
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
denisre IP address of the workstation/server that )
enerated the event Character string
(LEEF) 9 .
dentosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that friggered the .
Character string
(LEEF) logged event.

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimestatus Confents of the Datelime, Date, and available  fo  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used fo differentiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Client Numeric value

Table 3.23: Deviceops event fields
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Dnsops

Field

NotificationType

Events and extended information

Description

Type of action carried out.

* 40067: Device connected.

¢ 40068: Device disconnected correctly.

* 40070: Device disconnected
unmounting it first.

without

Value

Enumeration

DeviceType

Type of drive where the process or file that
triggered the operation resides.

: Unknown.
: CD or DVD drive.
: USB storage device.

:Image file.
: Bluetooth device.
: Modem.

: USB printer.

: Smartphone.

: Keyboard.

¢ 9: Keyboard and mouse.
* 10: Mouse.

L]
©® N bW N =O

Enumeration

Uniqueld

Unique ID of the device.

Character string

IsDenied

Indicates whether the
denied.

reported action was

Boolean

IdName

Device name.

Character string

ClassName

Type of device. This corresponds fo the class
specified in the .INF file associated with the
device.

Character string

FriendlyName

The device's user-readable name.

Character string

Description Device description. Character string

Manufacturer Device manufacturer. Character string

PhoneDescription Phohe desqupflon if the operation involved a Character string
device of this type.

MUID Internal ID of the customer's computer. Character string

Table 3.23: Deviceops event fields

Passive event generated with each DNS resolution request sent by a process.
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Description of the event fields
Field Description Value
Date ) e
Timestamp indicafing when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IP address
(CEF)

MachineName

Name of the workstation that triggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always "1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime ) e
Timestamp indicafing when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
vertiame User account used by the process that )
erformed the operation Character string
(LEEF) P P :
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 -
dentsre IP address of the workstation/server that )
enerated the event Character string
(LEEF) g :
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

Chapter 3
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Events and extended information

Field Description Value
The computer’s datfe (in UTC format) af the time
. the event occurred. This date depends on the
LocalDateTime . . Date
computer settings and, consequently, it could be
incorrect.
e 0: Real dafe not

supported as it is an
old event.

e 1. Real dafte not
. Contents of the DateTime, Date, and available  to  the
PandaTimeStatus . .

LocalDateTime fields. Panda server and
obtained by
calculation.

¢ 2:Real date provided
by the Panda server.

Identifier used fto differentiate the events

Client received from each of the partner’'s customers. Numeric value

This field is only used in the product Panda

SIEMFeeder for Partners.

Number of processes on the computer with DNS .

ProcessCount - - . Numeric value
resolution failures in the last hour.

ProcessMD5 MI;)S hash of the process with DNS resolution Character string
failures.

ProcessPid ID of the process with DNS resolution failures. Numeric value

ProcessPath Path of the process with DNS resolution failures. Character string

FailedQueries

Number of failed DNS resolution requests sent by
the process in the last hour.

Numeric value

QueriedDomainCou

Number of different domains sent by the process
for which there was a DNS resolution failure in the

Numeric value

ni last hour.
List of domains sent by the process to the DNS | {domain_name,number
Domainlist server for resolution and number of resolutions | #domain_name,numbe
per domain. r}
MUID Internal ID of the customer's computer. Character string

Exec

Table 3.24: Dnsops event fields

Active event generated when a process (parent) executes a new process (child).

Event Description Guide
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Description of the event fields
Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used fo .
Character string
run the process that generated the event.
(CEF)
MachinelP Name of the workstafion that friggered the
logged event. IP adaress
(CEF)

MachineName

Name of the workstafion that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
veriiame User account used by the process that .
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process .
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
denisre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentHosiName Name of the workstafion that friggered the .
logged event Character string
(LEEF) 99 :
ostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.
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Events and extended information

Field Description Value
The computer’s date (in UTC format) at the time
. the event occurred. This date depends on the
LocalDateTime . . Date
computer settings and, consequently, it could be
incorrect.
e 0: Real date not

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

supported as it is an
old event.

* 1. Real date not
availoble  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Client

Identifier used to differentiate the events
received from each of the partner's customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character string: “Exec”

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean

ParentCompany Content of the Company attribute of the parent Character string
process metadata.

ParentBroken The parent process is corrupt or damaged. Boolean

Event Description Guide
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Field

ParentimageType

Description

Internal architecture of the parent process:

* EXEx32
* EXEx64
e DLLx32
e DLLx64

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

e Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

e Lcc32

* Vc7setupproject
¢ Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
* Medium
e Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
¢ PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath . Character string (path)
operation.

ChildPID Child process ID. Numeric value

ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.

Content of the Company attribute of the child

ChildCompany process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXEx64 Enumeration
e DLLx32

e DLLxé4

Table 3.25: Exec event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
¢ VisualC

e VB

e CBuilder
¢ Mingw
e Mssetup

e Setupfactory

* Lcc32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

¢ Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Field

OCS_Version

Events and extended information

Description

Version of the vulnerable software run.

Value

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Security.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did nof respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

e AllowWL: The ifem was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

¢ AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown to
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved fto quarantine, deleted,
or disinfected.

* BlockURL: Access to a URL was blocked.

¢ KillProcess: The process was stopped.

¢ BlockExploit: An attempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.25: Exec event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRegistry: The item aftempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item aftempted fo
launch an undefined action on a fie
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Executfion of the item is
allowed because it is authorized by the
administrator (Authorized software setfings).
NewPE: Appearance of a new executable
program on the computer from an external
source.

Table 3.25: Exec event fields

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

* AllowedByAdmin: Execufion of the item s
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detfected.

e AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech

Event Description Guide

Technology that friggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

¢ Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts to
exploit vulnerable processes.

¢ ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

¢ LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.25: Exec event fields

Enumeration
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Field

Description

* MetaEsploit:  Aftack
Metasploit framework.

¢ NeiNative: Binary type.

* Seridlizer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

* AMSI: Detection made by the Antimalware
Scan Interface.

created with the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Hosffiles

Table 3.25: Exec event fields

Active event generated when a process (parent) detects the modification of the HOSTS file.

Description of the event fields

Field Description Value

Date . s

Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .

Name and domain of the user account used fo Character stin
(CEF) run the process that generated the event. 9
MachinelP Name of the workstation that triggered the

loaged event IP address
(CEF) 99 ‘
MachineName Name of the workstation that triggered the Character sfring
(CEF) logged event.
sev Event severity. This value is always “1"”, except for

alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . s

Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.

Chapter 3
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Field Description Value

devlimeFormat “yvyy-MM-dd”

Timestamp format. character string

(LEEF)
vertiame User account used by the process that )
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
\dentsre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentHosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

The computer's date (in UTC format) at the time
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimeStatus Confents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner's customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.

HostName Name of the workstation that friggered the Character string
logged event.

Hash File hash/digest. Character string

Table 3.26: Hostfiles event fields
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Field Description Value

Type of drive where the process or file that trig-
gered the operation resides.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

. * Removable: Removable drive such as a pen .

Drivetype . . Enumeration
drive or floppy disk.

* Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

* Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Path of the item that friggered the logged

Path .
action.

Character string

ValidSig Digitally signed process. Boolean

Content of the Company aftribute of the process

metadata. Character string

Company

Broken The file is corrupt or damaged. Character string

Internal architecture of the process.

e EXEx32
EXEx64 Enumeration
e DLLx32
e DLLxé4

imageType

ExeType Internal structure/type of process. Enumeration

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

* Lcc32

e Vc7setupproject
¢ Unknown

Table 3.26: Hostfiles event fields
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Events and extended information

Field Description Value

Historical prevalence of the process on the
Panda Security systems.

Prevalence * High Enumeration
¢ Medium
e Low
Previous-day prevalence of the process on the
Panda Security systems.

PrevLastDay * High Enumeration
¢ Medium
* Llow
Category of the file that performed the logged
operation.
* Goodware

Cat * Malware Enumeration
e PUP
¢ Unknown
* Monitoring

MWName Name of the malware item if it is already Character string
cataloged as a threat.

MUID Internal ID of the customer's computer. Character string

Install

Table 3.26: Hostfiles event fields

Passive event generated when the Panda Adaptive Defense software is installed.

Description of the event fields

Description

Date

(CEF)

Timestamp indicating when the event was

generated on the user's computer.

Date

Event Description Guide

Table 3.27: Install event fields

Chapter 3| 113



Events and extended information

Panda SIEMFeeder
Field Description Value
User .
Name and domain of the user account used to .
Character string
run the process that generated the event.
(CEF)
MachinelP Name of the workstafion that friggered the
logged event. IP adaress
(CEF)

MachineName

Name of the workstafion that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
veriiame User account used by the process that .
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process .
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
denisre IP address of the workstation/server that )
enerated the event Character string
(LEEF) 9 .
dentosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
ostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date

Chapter 3
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Field

Events and extended information

Description

Value

e 0: Real date not
supported as it is an
old event.

* 1: Real date not

. Contents of the DateTime, Date, and available  to  the
PandaTimeStatus . .

LocalDateTime fields. Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.
|dentifier used to differentiate the events

Client

received from each of the partner's customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Operation

Type of action carried out:

e |nstall
e Uninstall

Enumeration

Result

Result of the operation:

e OK
¢ No ok

Enumeration

OSVersion

Version of the operating system installed on the
user's computer.

Character string

OSServicePack

Service Pack of the operating system installed on
the user's computer.

Character string

OSPlatform

Platform of the operating system installed on the
user's computer.

* WIN32
* WIN64

Enumeration

MachinelPO

IP address of the workstation/server that gener-
ated the event.

IP address

MUID

Internal ID of the customer's computer.

Character string

Loadlib

Table 3.27: Install event fields

Active event generated when a process (parent) loads a library (child).

Event Description Guide
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Panda SIEMFeeder
Description of the event fields
Field Description Value
Date . e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. P address
(CEF)

MachineName

Name of the workstation that triggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always *1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime ) e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . “yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character string
(LEEF) P P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

Chapter 3
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Events and extended information

Field Description Value
The computer’s date (in UTC format) at the fime
. the event occurred. This date depends on the
LocalDateTime . . Date
computer settings and, consequently, it could be
incorrect.

e 0: Real date not
supported as it is an
old event.

* 1: Real date not

PandaTimeStatus

Contents of the Datelime, Date, and

LocalDateTime fields.

available  to  the

Panda server and
obtained by
calculation.

* 2: Real date provided
by the Panda server.

Client

Identifier used fto differentiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“Loadlib”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as aninternal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRooliDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean

ParentCompany Content of the Company attribute of the parent Character sting
process metadata.

ParentBroken The parent process is corrupt or damaged. Boolean

Event Description Guide
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Field

ParentimageType

Description

Internal architecture of the parent process:

EXEx32
o EXEx64
e DLLx32
* DLLx64

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

*« VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lcc32

e Vc7setupproject
¢ Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security system:s.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
e PUP

e Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen Enumeration
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Path of the child file that received the logged

ChildPath .
operation.

Character string (path)

ChildPID Child process ID. Numeric value

Indicates whether or not the child process is

ChildValidSig digitally signed.

Boolean

Content of the Company attribute of the child

Chlldcompqny process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXExé4 Enumeration
e DLLx32

e DLLxé4

Table 3.28: Loadlib event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
¢ Mssetup

e Setupfactory

* Lce32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security system:s.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Events and extended information

Field Description Value
OCS_Version Version of the vulnerable software run. Character string
Command-line execution parameters of the .
Params Character string
process run.
User's response to the pop-up message shown by
Panda Adaptive Defense.
¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
ToastResult user did not respond. Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
* Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

Allow

Block

BlockTimeout: A pop-up message was shown
to the user but they did not respond in fime.

AllowWL: The item was allowed because it was
on the administrator’s allowlist.

Disinfect

Delete

Quarantine

AllowByUser: A pop-up message was shown fo
the user and they responded "Allow ".
Informed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An aftempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.28: Loadlib event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted fo
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRedgistry: The item attfempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item afttempted to
rename a protected file belonging fo the
protection software.

UncertainAction: The item attempted to
lounch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

Table 3.28: Loadlib event fields

Panda SIEMFeeder

Value
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Field Description Value

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP aftack
was detected.

¢ AllowSonMsiGW: Execution of the item is
allowed because it is an executable from a
frusted installation package.

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.
¢ Hardening: the agent blocks all unclassified

Servicelevel . Enumeration
programs coming from an untrusted source,
and items classified as malware.
¢ Learning: the agent doesn't block any items
but monitors all run processes.
WinningTech Technology that friggered the event. Enumeration

* Blockmode: The agent was in Lock mode
when the item was blocked.

* Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts fo
exploit vulnerable processes.

* ExploitlLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.28: Loadlib event fields
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Field

Description

Attack
Metasploit framework.

¢ NeiNative: Binary type.

« Seridlizer: Binary type.

* MetaEsploit: created with  the

¢ User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detfection made by the Antimalware
Scan Interface.

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Loginoutops

Table 3.28: Loadlib event fields

Active event generated when a login is detected on the device.

Description of the event fields

Field Description Value
Date ) S
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User Name and domain of the user account under
which the process that generated the event was | Character string
(CEF) executed.
MachinelP Name of the workstation that triggered the
logged event. P address
(CEF)
MachineName Name of the workstation that triggered the .
logged event Character string
(CEF) 99 ‘
sev Event severity. This value is always “1"”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime ) e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
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devlimeFormat

(LEEF)

Field

Events and extended information

Description

Timestamp format.

Value

ilyyyy_MM_ddH
character string

usrName

(LEEF)

User account used by the process that performed
the operation.

Character string

domain

(LEEF)

Domain of the user account used by the process
that performed the operation.

Character string

src

(LEEF)

IP address of the workstation/server that
generafed the event.

Character string

identSrc

(LEEF)

IP address of the workstation/server that
generafed the event.

Character string

identHostName

(LEEF)

Name of the workstation that friggered the
logged event.

Character string

HostName

(LEEF)

Name of the workstation that friggered the
logged event.

Character string

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer setftings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

e 0: Real date not
supported as it is an
old event.

* 1: Real date not
available  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Client

Identifier used to differenfiate the events
received from each of the partner’s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

ActionType

e 0: Login.
* 1. Logout.

Enumeration

Event Description Guide
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Field Description Value

SessionType Login type: Numeric value

e 2: Session created physically through a
keyboard or via KVM over IP.

» 3: Session created remotely in shared folders or
prinfers.  This login type uses secure
authentication.

e 4: Session created by the Windows task
scheduler.

¢ 5: Session created when a service that needs
to run in the user session is launched. The
session is deleted when the service stops.

e 7: Session created when a user tries to join a
previously created session that has been
blocked.

e 8: Same as type 3 but the password is sent in
plain text.

e 9. Session created when the “RunAs”
command is used under an account other
than the account used to log in, and the "/
netonly” parameter is specified. If the "/
netonly"” parameter is not specified, a type 2
session is created.

¢ 10: Session created when accessing through

“Terminal Service”, "Remote Desktop”, or
"Remote Assistance”. It identifies a remote
user connection.

e 11: User session created with domain
credentials cached on the machine, but with

no connection to the domain controller.

ErrorCode ¢ 0xC0000064: The user name does not exist. Hexadecimal number

e 0XCOO00005E: The server required to validate
the login is not available.

¢ 0xCO000008A: The user name is correct, but the
password is incorrect.

e 0XC000006D: The user name or the
authentication information is wrong.

e 0XCO000006E: Unknown name or wrong
password.

* 0xC0000234: Access blocked.

Table 3.29: Loginoutops event fields

126 | Chapter 3 Event Description Guide



Panda SIEMFeeder Events and extended information

Field Description Value

e 0xC0000072: Account disabled.

e 0xCO000006F: Login aftempt outside authorized
hours.

¢ 0xC0000070: Login aftempt from an
unauthorized computer.

* 0xC00000DC: An error occurred on the
validation server. Cannot perform operation.

e 0xC0000193: Account expired.

* 0xC0000071: Password expired.

¢ 0xC0000133: Connected computer clocks too
far out of sync.

e 0xC0000224: User must change their password
on next boot.

¢ 0xC0000225: A bug in Windows and not a risk.

¢ 0xc000018c: The login request failed because
the frust relationship between the primary
domain and the trusted domain failed.

e 0XC0000192: An attempt was made to log in,
but the Netlogon service was not started.
¢ 0XCO00002EE: An error occurred during login.

* 0XC0000413: The machine the user is logging in
to is protected by an authentication firewall.
The specified account is not allowed to
authenticate to the machine.

* 0xc000015b: The user has not been granted
the requested login type.

Domain\user with which the session was

User created. Character string
Interactive Indicates whether the login is an inferactive login. | Boolean
RemoteMachineNa | If the event is a remote login, it indicates the .
Character string
me name of the remote computer.
RemotelP If the event is a remote login, it indicates the IP IP address
address of the remote computer.
If the event is a remote login, it indicates the port -
RemotePort Numeric value
of the remote computer.
MUID Internal ID of the customer's computer. Character string

Table 3.29: Loginoutops event fields
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Modifype

Panda SIEMFeeder

Active event generated when a process (parent) modifies an executable program (child).

Description of the event fields

Field Description Value
Date ) s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
loaged event IP address
(CEF) 99 '

MachineName

Name of the workstation that triggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
dlert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
deviime Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
vsiName User account used by the process that .
performed the operation Character sfring
(LEEF) :
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character sting
(LEEF) 9 :
dentSre IP address of the workstation/server that .
enerated the event Character sting
(LEEF) 9 :
dentHostiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.
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Field

HostName

(LEEF)

Events and extended information

Description

Name of the workstation that triggered the
logged event.

Value

Character string

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the Datelime, Date, and

LocalDateTime fields.

e 0. Real date not
supported as it is an
old event.

* 1: Real date not
availoble  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Client

Identifier used to differentiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“Modifype”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that friggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

Event Description Guide
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Field

ParentCompany

Description

Content of the Company attribute of the parent
process metadata.

Panda SIEMFeeder

Value

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean

ParentimageType

Internal architecture of the parent process:

* EXEx32
» EXEx64
* DLLx32
* DLLxé4

Enumeration

ParentExeType

Internal structure/type of the parent process.

¢ Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce3d2

e Vc7setupproject
* Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

e High
* Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

e High
e Medium
e Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

¢ Goodware
ParentCat * Malware Enumeration
¢ PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath Character string (path)

operation.
ChildPID Child process ID. Numeric value
ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.

Content of the Company attribute of the child

ChildCompany process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXEx64 Enumeration
e DLLx32

e DLLxé4

Table 3.30: Modifype event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
e Mssetup

» Setupfactory

* Lce3d2

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

» Goodware
* Malware
* PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Field

OCS_Version

Events and extended information

Description

Version of the vulnerable software run.

Value

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adaptive Defense.

OK: The customer accepted the message.
Timeout: The pop-up message closed as the
user did not respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
¢ Block
e Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

agent.

Allow

Block

BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

AllowWL: The item was allowed because it was
on the administrator’s allowlist.

Disinfect

Delete

Quarantine

AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".
Infformed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An attempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser. The user prevented the
exploited process from being closed.
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted to
suspend one of the protection software
services.

ModifyDiskResource: The ifem aftempted to
modify a protected file belonging to the
protection software.

ModifyRegistry: The item attempted to modify
a protected registry key belonging fo the
protection software.

RenameRegistry: The item attempted to
rename a profected registry key belonging to
the protection software.

ModifyMarkFile: The item aftempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item atftempted to
launch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item s
allowed because it is authorized by the
administrator (Authorized software setfings).

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Executfion of the item s
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detfected.

¢ AllowSonMsiGW: Execution of the item is
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech

Technology that friggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

* Cache: Locally cached classification.

¢ Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

¢ ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempfts to
exploit vulnerable processes.

¢ ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

¢ LegacyUser. The user was asked about the
action to take.

* Local Signature: Local signature.

Enumeration
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Field

Description

Attack
Metasploit framework.

¢ NetNative: Binary type.

« Serializer: Binary type.

¢ User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detection made by the Anfimalware
Scan Interface.

¢ MetaEsploit: created with  the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

ModLlinuxCfg

Table 3.30: Modifype event fields

Active event generated on detecting the modification of a Linux OS configuration file.

Description of the event fields

Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IP address
(CEF)
MachineName Name of the workstation that triggered the .
loaaed event Character string
(CEF) 99 ‘
sev Event severity. This value is always "1"”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
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Field Description Value

devlimeFormat “yyyy-MM-dd”

Timestamp format. character sting

(LEEF)
usrName User account used by the process that .
erformed the operation Character string
(LEEF) P P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
identSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
identHostName Name of the workstation that triggered the .
loaaed event Character string
(LEEF) 99 '
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0. Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimeStatus Confents of the DateTime, Date, and available  fo  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner’'s customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “ModLinuxCfg”
ParentHash Hash of the parent process. Character string

Table 3.31: ModLinuxCfg event fields
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Field

ParentDriveType

Description

Type of drive that contains the parent process or

file that triggered the operation.

* Fixed: Non-removable drive such as an infernal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Panda SIEMFeeder

Value

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean
ParentCompany Content of the Company attribute of the parent Character string
process metadata.
ParentBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType * EXEx64 Enumeration
e DLLx32
e DLLx64
ParentExeType Internal structure/type of the parent process. Enumeration

¢ Delphi
e DOTNET
e VisualC

* VB

e CBuilder

* Mingw

* Mssetup

¢ Setupfactory
* Lce3d2

* Vc7setupproject
* Unknown
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Field

ParentPrevalence

Events and extended information

Description

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Value

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentCat

Category of the parent file that performed the
logged operation.

* Goodware
* Malware
e PUP

¢ Unknown
¢ Monitoring

Enumeration

ParentMWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

ChildHash

Hash of the child process.

Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath - Character string (path)
operation.

ChildPID Child process ID. Numeric value

ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.
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Field

ChildCompany

Description

Content of the Company attribute of the child
process metadata.

Panda SIEMFeeder

Value

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
» EXEx64
* DLLx32
* DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

¢ Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce3d2

e Vc7setupproject
* Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
e Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

e High
e Medium
e Low

Enumeration
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Field

ChildCat

Events and extended information

Description

Category of the child file that received the log-
ged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Value

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string

OCS_Version

Version of the vulnerable software run.

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did not respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The item was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine
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Field

Description

* AllowByUser: A pop-up message was shown to

the user and they responded “Allow ".
Infformed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An atftempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

RebooiNeeded: The computer must be
rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attempted tfo
modify a protected file belonging fo the
protection software.

ModifyRegistry: The item attempted to modify
a protected registry key belonging fo the
protection software.

RenameRegistry: The item atftempted tfo
rename a profected registry key belonging to
the protection software.

ModifyMarkFile: The item aftempted to
rename a protected file belonging fo the
protection software.

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

UncertainAction: The item aftempfed to
launch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execufion of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

NewPE: Appearance of a new executable
program on the computer from an external
source.

AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

AllowSonMsiGW: Execution of the item is
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

Blocking: the agent blocks all unclaossified
executables and items classified as malware.
Hardening: the agent blocks all unclassified
programs coming from an unfrusted source,
and items classified as malware.

Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech Technology that friggered the event.

Blockmode: The agent was in Lock mode
when the item was blocked.

Cache: Locally cached classification.

Cloud: Classification downloaded from the
cloud.

Context: Local context rule.

ContextMinerva: Cloud-hosted context rule.
Digital Signature: Digitally signed file.

Exploit: Technology that identifies attempts to
exploit vulnerable processes.

Enumeration
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Field Description Value

* ExploitLegacy

* GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

* MetaEsploit: Aftack created with the
Metasploit framework.

* NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action fo
take.

¢ RDP: Brute-force aftack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.31: ModLinuxCfg event fields

ModOSXCfg

Active event generated on detecting the modification of a macOS configuration file.

Description of the event fields

Field Description Value
Date ) e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IPaddress
(CEF)
MachineName Name of the workstation that triggered the .
Character string
(CEF) logged event.

Table 3.32: ModOSXCfg event fields
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Events and extended information

Field Description Value
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
usrName User account used by the process that .
erformed the operation Character string
(LEEF) P P '
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
identSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
identHostName Name of the workstation that triggered the .
loaaed event Character string
(LEEF) 99 '
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the Datelime, Date, and

LocalDateTime fields.

e 0. Real date not
supported as it is an
old event.

* 1. Real date not
availoble  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.
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Panda SIEMFeeder
Field Description Value
Identifier used to differentiate the events
Client received from each of the partner’s customers. Numeric value
This field is only used in the product Panda
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “ModOSXCfg"
ParentHash Hash of the parent process. Character string
Type of drive that contains the parent process or
file that friggered the operation.
¢ Fixed: Non-removable drive such as aninfernal
hard disk.
¢ Remote: Network drive.
ParentDriveType * Removable: Removable drive such as a pen Enumeration
drive or floppy disk.
¢ Unknown: Unknown type of device.
* NoRootDir: A device that is not available in the
path displayed.
¢ Cdrom: CD-ROM drive.
¢ Ramdisk: RAM disk drive.
ParentPath Path of the parent file that performed the logged Character string
operation.
ParentPID Parent process ID. Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean
ParentCompany Content of the Company attribute of the parent Character sfring
process metadata.
ParentBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType e EXEx64 Enumeration
e DLLx32
e DLLx64
ParentExeType Internal structure/type of the parent process. Enumeration
* Delphi
e DOTNET
* VisualC
Table 3.32: ModOSXCfg event fields
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Field Description Value

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

* |cc32

e Vc7setupproject
* Unknown

Historical prevalence of the parent process on
the Panda Security systems.

ParentPrevalence « High Enumeration

¢ Medium
e Low

Previous-day prevalence of the parent process
on the Panda Security systems.

ParentPrevLastDay * High Enumeration

¢ Medium
e Low

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
e PUP

¢ Unknown

* Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal

ChildDriveType hard disk. Enumeration

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

Table 3.32: ModOSXCfg event fields
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Field

Description

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Panda SIEMFeeder

Value

ChildPath

Path of the child file that received the logged
operation.

Character string (path)

ChildPID

Child process ID.

Numeric value

ChildValidSig

Indicates whether or not the child process is
digitally signed.

Boolean

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

» EXEx32
* EXExé4
» DLLx32
* DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
e Mssetup

* Setupfactory

* Lce3d2

* Vc7setupproject
¢ Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

e High
¢ Medium
e Low

Enumeration
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Field

ChildPrevLastDay

Events and extended information

Description

Previous-day prevalence of the child process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Value

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

¢ Unknown
* Moniforing

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string

OCS_Version

Version of the vulnerable software run.

Character string

Params

Command-line execution parameters of the
process run.

Character string

User's response fo the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did not respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
* Block
e Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
fo the user but they did not respond in time.

Event Description Guide
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Field

Description

¢ AllowWL: The item was allowed because it was

on the administrator’s allowlist.
Disinfect

Delete

Quarantine

AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".
Infformed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An affempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

RebooiNeeded: The computer must be
rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attempted to
modify a protected file belonging fo the
protection software.

Panda SIEMFeeder

Value

Chapter 3
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Field

Events and extended information

Description

¢ ModifyRegistry: The item aftempted to modify

a protected registry key belonging to the
protection software.

RenameRegistry: The item aftempted to
rename a protected registry key belonging fo
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item aftempfed fo
launch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Executfion of the item is
allowed because it is authorized by the
administrator (Authorized software settings).

NewPE: Appearance of a new executable
program on the computer from an external
source.

AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

* Blocking: the agent blocks all unclassified

executables and items classified as malware.

* Hardening: the agent blocks all unclassified

programs coming from an untrusted source,
and items classified as malware.

* Learning: the agent doesn't block any items

but monitors all run processes.

Enumeration

Event Description Guide
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Field Description Value

WinningTech Technology that friggered the event. Enumeration

* Blockmode: The agent was in Lock mode
when the item was blocked.

* Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts fo
exploit vulnerable processes.

* ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

¢ MetaEsploit: Attack created with the
Metasploit framework.

¢ NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action fo
take.

* RDP: Brute-force aftack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.32: ModOSXCfg event fields

Monitoredopen

Active event generated on detecting that a process (parent) accesses a data file (child).

In order to preserve the privacy of the customer’s data, the childpath field contains only
@ the extension of accessed files. To display the path and full name of those files, see the

Panda Adaptive Defense Administrator’s Guide.
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Events and extended information

Description of the event fields

Field Description Value
Date ) s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IPaddress
(CEF)
MachineName Name of the workstation that triggered the .
loaged event Character string
(CEF) 99 ‘
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat . “yyyy-MM-dd”
Timestamp format. character strin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character siring
(LEEF) P P :
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
[P address of the workstation/server that .
enerated the event Character siring
(LEEF) 9 :
dentSre [P address of the workstation/server that .
enerated the event Character siring
(LEEF) 9 :
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

Event Description Guide
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Field Description Value

The computer’s date (in UTC format) at the time

. the event occurred. This dafe depends on the

LocalDateTime . . Date
computer seftings and, consequently, it could be
incorrect.
e 0: Real date not

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

supported as it is an
old event.

* 1. Real date not
available  to  the
Panda server and
obtained by
calculation.

¢ 2: Real date provided

by the Panda server.

Identifier used to differentiate the events
Client received from each of the partner’s customers. Numeric value
This field is only used in the product Panda
SIEMFeeder for Partners.
ParentPid Identifier of the parent process. Numeric value
ParentHash Hash of the parent process. Character string
ParentPath Path of the parent file that performed the logged Character sing
operation.
ParentValidsig In.d[co’res. whether or not the parent process is Boolean
digitally signed.
ParentCompany Content of the Company attribute of the parent Character string
process metadata.
ParentBroken The parent process is corrupt or daomaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType e EXEx64 Enumeration
¢ DLLx32
¢ DLLxé4
ParentExeType Internal structure/type of the parent process. Enumeration
* Delphi
e DOTNET
e VisualC
Table 3.33: Monitoredopen event fields
Event Description Guide
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Field Description Value

* VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lce32

e Vc7setupproject
* Unknown

Historical prevalence of the parent process on
the Panda Security system:s.

¢ High
e Medium

ParentPrevalence Enumeration

e Low

Previous-day prevalence of the parent process
on the Panda Security systems.

e High
¢ Medium

ParentPrevLastDay Enumeration

e Low

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
e PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

Path of the child file that received the logged

ChildPath . Character string
operation.
LoggedUser Logged-in user at the time the event was Character sting
generated.
This indicates the version of the set of rules active
e when the event was logged. It is used for | “Mx" (MO, M1, M2, etfc.)
ConfigString

diagnostic tasks by the Panda Security support | character string.
department.

Table 3.33: Monitoredopen event fields

Event Description Guide Chapter 3 | 155



Events and extended information

Field

ParentAttibutes

Description

Parent process attribute flags.

0x0000: Integrity level of the process: Unfrusted.
0x1000: Integrity level of the process: Low
integrity.
0x2000: Integrity level of the process: Medium
integrity.
0x3000: Integrity level of the process: High
integrity.

0x4000: Infegrity level of the process: System
integrity.

0x5000: Infegrity level of the process:
Protected.

0x00000100: Cumulative event.

0x00000200: Indicates if the process was
created locally or remotely.

0x00000400: Indicates that the operation
occurred before the service started.

Panda SIEMFeeder

Value

Numeric value

ChildAtiributes

Child process attribute flags.

0x0000: Integrity level of the process: Unfrusted.
0x1000: Integrity level of the process: Low
integrity.
0x2000: Integrity level of the process: Medium
integrity.
0x3000: Integrity level of the process: High
integrity.

0x4000: Infegrity level of the process: System
integrity.

0x5000: Infegrity level of the process:
Protected.

0x00000100: Cumulative event.

0x00000200: Indicates if the process was
created locally or remotely.

0x00000400: Indicates that the operation
occurred before the service started.

Numeric value

MUID

Internal ID of the customer's computer.

Character string
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Monitoredregistry

Active event generated on detecting that a process (parent) has accessed the registry of a user’s

computer to read a branch.

Description of the event fields

Field Description Value
Date ) C e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
logged event. IPaddress
(CEF)
MachineName Name of the workstation that triggered the .
logged event. Character string
(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime ) e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat ' “yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
usiName User account used by the process that -
performed the operation. Character string
(LEEF)
domain Domain of the user account used by the process -
that performed the operation. Character string
(LEEF)
src .
IP address of the workstation/server that -
enerated the event. Character string
(LEEF) 9
dentSre IP address of the workstation/server that .
Character string
(LEEF) generated the event.

Event Description Guide
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Field Description Value
dentHosiName Name of the workstation that triggered the .
loaged event Character string
(LEEF) 99 :
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DatelTime,

LocalDateTime fields.

Date, and

e 0: Real date not
supported as it is an
old event.

* 1. Real date not
availoble  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner’'s customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.

ParentPid Identifier of the parent process. Numeric value

ParentHash Hash of the parent process. Character string

ParentPath Path of the parent file that performed the logged Character string
operation.

ParentValidsig In.d!co’res. whether or not the parent process is Boolean
digitally signed.

ParentCompany Content of the Company attribute of the parent Character string
process metadata.

PareniBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32

ParentimageType * EXEx64 Enumeration
e DLLx32
¢ DLLxé4

Chapter 3
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Field

ParentExeType

Events and extended information

Description

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
¢ Mingw
e Mssetup

* Setupfactory

e Lce32

* Vc7setupproject
¢ Unknown

Value

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

e High
* Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

* High
¢ Medium
e Low

Enumeration

ParentCat

Category of the parent file that performed the
logged operation.

» Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ParentMWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

Event Description Guide
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Field Description Value

Type of operation performed on the computer

registry.

RegAction « CreateKey Enumeration
» CreateValue
* ModifyValue

Key Affected registry branch or key. Character string

Value Ilzleoyme of the affected value under the registry Character string

ValueData Content of the registry key value. Character string

LoggedUser Logged-in user at the fime the event was Character string
generated.
This indicates the version of the set of rules active

Confiastrin when the event was logged. It is used for | "Mx” (MO, M1, M2, efc.)

g g diagnostic tasks by the Panda Security support | character string.

department.

MUID Internal ID of the customer's computer. Character string

Table 3.34: Monitoredregistry event fields

Notblocked

Active event generated for each action that Panda Adaptive Defense 360 does not scan because of

an exceptional situation (while the service is starting up, settings changes, etc.).

Description of the event fields

Field Description Value

Date Timestamp indicating when the

event was generated on the user's | Date
(CEF) computer.
User Name and domain of the user

account used to run the process | Character string
(CEF) that generated the event.
Machinel? Name of the workstation that

. IP address
(CEF) friggered the logged event.

Table 3.35: Notblocked event fields
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Field

MachineName

Description

Name of the workstation that
friggered the logged event.

Events and extended information

Value

Character string

(CEF)
Event severity. This value is always
sev "1", except for alert-type events. See
later in this guide for more | 1
(LEEF) information about the types of
events.
devTime Timestamp indicating when the
event was generated on the user's | Date
(LEEF) computer.
devlimeFormat " "
Timestamp format. S,?;?;yy_MM_dd
(LEEF) 9
usiName User account used by the process .
. Character string
that performed the operation.
(LEEF)
domain Domain of the user account used by
the process that performed the | Character string
(LEEF) operation.
src .
IP address of the workstation/server .
that generated the event Character sting
(LEEF) 9 :
dentSre IP address of the workstation/server .
that generated the event Character sting
(LEEF) 9 :
dentHostName Name of the workstation that .
triggered the logged event Character sting
(LEEF) 99 99 ‘
HosiName Name of the workstation that .
- Character string
(LEEF) triggered the logged event.

LocalDateTime

The computer’s date (in UTC format)
at the tfime the event occurred. This
date depends on the computer
settings and, consequently, it could
be incorrect.

Date
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Field

PandaTimeStatus

Description

Contents of the DateTime, Date,
and LocalDateTime fields.

Panda SIEMFeeder

Value

e 0: Real date not
supported as it is an old
event.

* 1: Real date not
available to the Panda
server and obtfained by
calculation.

e 2. Real date provided
by the Panda server.

Identifier used to differentiate the
events received from each of the

Client partner’s customers. This field is only | Numeric value
used in the product Panda
SIEMFeeder for Partners.
ParentHash Parent file digest/hash. Character string
ParentPath Parent process path. Character string
ParentValidSig Digitally signed parent process. Boolean
Content of the Company attribute .
ParentCompany of the parent process metadata. Character string
ParentBroken The parent process is corrupt or Boolean
damaged.
Internal architecture of the parent
process:
ParentimageType * EXBx32 Enumeration
o EXEx64
e DLLx32
e DLLx64
ParentExeType Internal structure/type of the parent | Enumeration
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process.

¢ Delphi
e DOTNET
e VisualC

e VB

* CBuilder
¢ Mingw
* Mssetup

Table 3.35: Notblocked event fields
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Events and extended information

Field Description Value
e Setupfactory
* lcc32
e Vc7setupproject
e Unknown
Historical prevalence of the parent
process on the Panda Security sys-
tems.
ParentPrevalence * High Enumeration
¢ Medium
e Low
Previous-day prevalence of the par-
ent process on the Panda Security
systems.
ParentPrevLastDay * High Enumeration
¢ Medium
e Low
Category of the parent file that per-
formed the logged operation.
* Goodware
ParentCat * Malware Enumeration
e PUP
¢ Unknown
* Monitoring
Name of the malware detected in
ParentMWName the p.orent process if it is olreody Character string
classified as a threat. If the value is
Null, the item is not malware.
ChildHash Hash of the child process. Character string
ChildPath Path of the child .flle that received Character sting (path]
the logged operation.
ChildValidsig Indicates whether or not the child Boolean

process is digitally signed.

ChildCompany

Content of the Company attribute
of the child process metadata.

Character string

ChildBroken

Content of the Company attribute
of the child process metadata.

Boolean

Event Description Guide
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Field

ChildimageType

Description

Internal architecture of the child pro-
cess:

* EXEx32
* EXEx64
e DLLx32
e DLLx64

Panda SIEMFeeder

Value

Enumeration

ChildExeType

Internal structure/type of the child
process.

¢ Delphi
e DOTNET
e VisualC

¢ VB

e CBuilder
¢ Mingw
* Mssetup

¢ Setupfactory

* Lcc32

* Vc7setupproject
¢ Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child
process on the Panda Security sys-
tems.

* High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child
process on the Panda Security sys-
tfems.

¢ High
¢ Medium
s Low

Enumeration
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Field Description Value

Category of the child file that recei-
ved the logged operation.

e Goodware
ChildCat * Malware Enumeration
e PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in
the child process if it is already

ChildMWName clossified as a threat. If the value is Character string
Null, the item is not malware.
File category assigned by the local
technologies implemented in the
protection software.
ResponseCat * Goodware Enumeration
* Malware
e PUP
¢ Unknown
* Monitoring

Number of identifiers cached on the
NumCacheClassifiedElements | user's computer at the time the | Numeric value
event was generated.

MUID Internal ID  of the customer's Character string
computer.

Table 3.35: Notblocked event fields

Opencmp

Active event generated on detecting that a process (parent) opens a compressed file (child).

Description of the event fields

Description
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.

Table 3.36: Opencmp event fields
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Field Description Value
User .
Name and domain of the user account used to .
Character string
run the process that generated the event.
(CEF)
MachinelP Name of the workstafion that friggered the
logged event. IP adaress
(CEF)

MachineName

Name of the workstafion that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
veriiame User account used by the process that .
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process .
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
denisre IP address of the workstation/server that )
enerated the event Character string
(LEEF) 9 .
dentosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
ostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date
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Field

Events and extended information

Description

Value

e 0: Redl
supported as it is an
old event.

date not

* 1: Real date not
PandaTimeStatus Contents of the DateTime, Date, and available  fo  the
LocalDateTime fields. Panda server and
obtained by
calculation.
¢ 2: Real date provided
by the Panda server.
Identifier used fo differenfiate the events

Client

received from each of the partner’s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
"Opencmp”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

ParentCompany

Content of the Company attribute of the parent
process metadata.

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean
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Field

ParentimageType

Description

Internal architecture of the parent process:

* EXEx32
* EXEx64
e DLLx32
e DLLx64

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

e Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

e Lcc32

* Vc7setupproject
¢ Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
* Medium
e Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
¢ PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath Character string (path)

operation.
ChildPID Child process ID. Numeric value
ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.

Content of the Company attribute of the child

ChildCompany process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXEx64 Enumeration
e DLLx32

e DLLxé4

Table 3.36: Opencmp event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
¢ VisualC

e VB

e CBuilder
¢ Mingw
e Mssetup

e Setupfactory

* Lcc32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

¢ Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Field

OCS_Version

Events and extended information

Description

Version of the vulnerable software run.

Value

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did nof respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

e AllowWL: The ifem was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

¢ AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown to
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved fto quarantine, deleted,
or disinfected.

* BlockURL: Access to a URL was blocked.

¢ KillProcess: The process was stopped.

¢ BlockExploit: An attempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.36: Opencmp event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRegistry: The item aftempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item aftempted fo
launch an undefined action on a fie
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Executfion of the item is
allowed because it is authorized by the
administrator (Authorized software setfings).

Table 3.36: Opencmp event fields

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execufion of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detfected.

¢ AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech

Event Description Guide

Technology that friggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

¢ Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts to
exploit vulnerable processes.

¢ ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

¢ LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.36: Opencmp event fields

Enumeration
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Field

Description

* MetaEsploit:  Aftack
Metasploit framework.

¢ NeiNative: Binary type.

* Seridlizer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

* AMSI: Detection made by the Antimalware
Scan Interface.

created with the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Openilsass

Table 3.36: Opencmp event fields

Active event generated on detecting that a process (parent) has accessed the LSASS process to

compromise a user's credentials.

Description of the event fields

Field Description Value
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used fo .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
loaaed event IP address
(CEF) 99 :

MachineName

Name of the workstation that triggered the
logged event.

Character string

(CEF)

sev Event severity. This value is always “1", excepft for
dlert-type events. See later in this guide for more | 1

(LEEF) information about the types of events.

devlime Timestamp indicating when the event was Date

(LEEF) generated on the user's computer.

Chapter 3
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Field Description Value

devlimeFormat “yvyy-MM-dd”

Timestamp format. character string

(LEEF)
vertiame User account used by the process that )
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
\dentsre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentHosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

The computer's date (in UTC format) at the time
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimeStatus Confents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner's customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “Openlsass”
ParentHash Hash of the parent process. Character string

Table 3.37: Opencmp event fields
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Field

ParentDriveType

Description

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

* Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

* Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Panda SIEMFeeder

Value

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

Content of the Company attribute of the parent

ParentCompany process metadata. Character string
ParentBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType o EXExé4 Enumeration
e DLLx32
e DLLxé4
ParentExeType Internal structure/type of the parent process. Enumeration

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder

¢ Mingw

* Mssetup

e Setupfactory
* Lcc32

e Vc7setupproject
¢ Unknown
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Events and extended information

Field Description Value

Historical prevalence of the parent process on
the Panda Security systems.

ParentPrevalence * High Enumeration
¢ Medium
e Low
Previous-day prevalence of the parent process
on the Panda Security systems.

ParentPrevLiastDay * High Enumeration
¢ Medium
* Llow
Category of the parent file that performed the
logged operation.
* Goodware

ParentCat * Malware Enumeration
e PUP
* Unknown
* Monitoring
Name of the malware detected in the parent

ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

 Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged
operation.

Character string (path)

ChildPID

Child process ID.

Numeric value

Event Description Guide
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Field

ChildValidSig

Description

Indicates whether or not the child process is
digitally signed.

Panda SIEMFeeder

Value

Boolean

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
* EXEx64
e DLLx32
* DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

¢ Setupfactory

* Lcc32

e Vc7setupproject
* Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration
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Field

ChildCat

Events and extended information

Description

Category of the child file that received the log-
ged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Value

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string

OCS_Version

Version of the vulnerable software run.

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adapftive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did nof respond.

ToastResult Enumeration
e Angry: The user chose not to block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

¢ AllowWL: The itfem was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

Table 3.37: Opencmp event fields
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Field

Description

¢ AllowByUser: A pop-up message was shown to

the user and they responded “Allow ".
Infformed: A pop-up message was shown fo
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An aftempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

RebooiNeeded: The computer must be
rebooted in order to block the exploit attempf.
Exploitinformed: A pop-up message was
shown to the user informing of an attempt to
exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item attempted fo
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRegistry: The item attempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a profected registry key belonging to
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

Table 3.37: Opencmp event fields

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

UncertainAction: The item aftempted to
launch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).
NewPE: Appearance of a new executable
program on the computer from an external
source.

AllowedByAdmin: Execution of the item s
allowed because the exploit tfechnique has
been excluded by the administrator.

Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detected.

AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

Blocking: the agent blocks all unclassified
executables and items classified as malware.
Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech Technology that friggered the event.

Event Description Guide

Blockmode: The agent was in Lock mode
when the item was blocked.

Cache: Locally cached classification.

Cloud: Classification downloaded from the
cloud.

Context: Local context rule.

ContextMinerva: Cloud-hosted context rule.
Digital Signature: Digitally signed file.

Exploit: Technology that identifies attempts to
exploit vulnerable processes.

Table 3.37: Opencmp event fields

Enumeration
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Field Description Value

¢ ExploitLegacy

* GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser. The user was asked about the
action to take.

* Local Signature: Local signature.

* MetaEsploit: Aftack created with the
Metasploit framework.

¢ NetNative: Binary type.

* Serializer: Binary type.

* User: The user was asked about the action to
fake.

¢ RDP: Brute-force aftack using the RDP protocol.

¢ AMSI: Detection made by the Antimalware
Scan Interface.

Detld Detection ID. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.37: Opencmp event fields

ProcessNetBytes

Active event generated when a process consumes network data. An event is sent for each process
approximately every four hours with the amount of data transferred since the last fime the event was

sent. The total amount of bytes sent and received for each process is the sum of all data logged.

Description of the event fields

Field Description Value
Date ) N
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
Machinel? Name of the workstation that triggered the
logged event. P address
(CEF)

Table 3.38: ProcessNetBytes event fields
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Events and extended information

Field Description Value
MachineName Name of the workstation that triggered the -
logged event Character string
(CEF) ’
sev Event severity. This value is always “1”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTlimeFormat . Syyyy-MM-dd”
Timestamp format. character strin
(LEEF) 9
N
vsriame User account used by the process that .
performed the operation Character string
(LEEF) ’
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
[P address of the workstation/server that .
enerated the event Character string
(LEEF) 9 :
ident .
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 :
dentHosiName Name of the workstation that triggered the -
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the -
logged event Character string
(LEEF) ’
The computer’s date (in UTC format) at the time
. the event occurred. This date depends on the
LocalDateTime Date

computer settings and, consequently, it could be
incorrect.

Event Description Guide
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Field

Description

Panda SIEMFeeder
Value
e 0. Real date not

supported as it is an
old event.

e 1. Real date not

. Contents of the Datelime, Date, and available  to  the
PandaTimeStatus . .

LocalDateTime fields. Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events

received from each of the partner's customers.

Client This field is only used in the product Panda | NUMeric value
SIEMFeeder for Partners.

Hash File hash/digest. Character string

Path Po’rh of the item that friggered the logged Character sing
action.

PID Process ID. Numeric value

BytesSent Number of bytes sent by the process since the Numeric value

last ProcessNetBytes event was generated.

BytesReceived

Number of bytes received by the process since
the last ProcessNetBytes event was generated.

Numeric value

MUID

Internal ID of the customer's computer.

Character string

Registryc

184 |

Table 3.38: ProcessNetBytes event fields

Active event generated when a process (parent) creates a registry branch that points to an

executable file (child).

Description of the event fields

Field Description Valve
Date . T,
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used fo .
Character string
(CEF) run the process that generated the event.

Chapter 3
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Field

MachinelP

(CEF)

Events and extended information

Description

Name of the workstation that friggered the
logged event.

Value

IP address

MachineName

Name of the workstation that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
vartiame User account used by the process that )
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
\dentsre IP address of the workstation/server that )
enerated the event Character string
(LEEF) 9 '
denfriosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) 99 :
HosiName Name of the workstation that friggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date
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Field

PandaTimeStatus

Description

Contents of the DateTime, Date, and
LocalDateTime fields.

Panda SIEMFeeder

Value

e 0: Real date not
supported as it is an
old event.

* 1: Real date not
available to  the
Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

ldentifier used to differentiate the events
received from each of the partner’'s customers.

Client This field is only used in the product Panda | NUMeric value
SIEMFeeder for Partners.
op Logged operation. CreateExeKey
Hash Hash of the parent process. Character string
Type of drive that contains the parent process or
file that triggered the operation.
¢ Fixed: Non-removable drive such as an internal
hard disk.
* Remote: Network drive.
. * Removable: Removable drive such as a pen .
Drivetype . . Enumeration
drive or floppy disk.
¢ Unknown: Unknown type of device.
* NoRoolDir: A device that is not available in the
path displayed.
¢ Cdrom: CD-ROM drive.
* Ramdisk: RAM disk drive.
Path Path of the parent file that performed the logged Character string
operation.
Validsig In.dl.co’res. whether or not the parent process is Boolean
digitally signed.
Company Content of the Company attribute of the parent Character string
process metadata.
Broken The parent process is corrupt or damaged. Boolean
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Field

imageType

Events and extended information

Description

Internal architecture of the parent process:

* EXEx32
* EXExé64
e DLLx32
* DLLx64

Value

Enumeration

ExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

e VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* lcc32

e Vc7setupproject
e Unknown

Enumeration

Prevalence

Historical prevalence of the parent process on
the Panda Adaptive Defense systems.

¢ High
¢ Medium
e Low

Enumeration

PrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

Event Description Guide
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Field Description Value

Category of the parent file that performed the
logged operation.
* Goodware

Cat * Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring
Name of the malware detected in the parent

MWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

TargetPath PoTh of the executable that the registry key Character sfring
poinfs to.

Regkey Registry key. Character string

MUID Internal ID of the customer's computer. Character string

Table 3.39: Registryc event fields

Registrym

Active event generated when a process (parent) modifies a registry branch that points to an

executable file (child).

Description of the event fields

Field Description Value
Date . T,
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
run the process that generated the event.
(CEF)
MachinelP Name of the workstation that triggered the
loaged event IP address
(CEF) 99 '
MachineName Name of the workstation that triggered the .
Character string
(CEF) logged event.
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Events and extended information

Field Description Value
sev Event severity. This value is always “1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devliimeFormat “yyyy-MM-dd”

(LEEF)

Timestamp format.

character string

usrName

(LEEF)

User account used by
performed the operation.

the process that

Character string

domain

(LEEF)

Domain of the user account used by the process
that performed the operation.

Character string

src

(LEEF)

[P address of the workstation/server that
generated the event.

Character string

identSrc

(LEEF)

[P address of the workstation/server that
generated the event.

Character string

identHostName

(LEEF)

Name of the workstation that triggered the
logged event.

Character string

HostName

(LEEF)

Name of the workstation that triggered the
logged event.

Character string

LocalDateTime

The computer’s date (in UTC format) at the time
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DateTlime, Date, and

LocalDateTime fields.

e 0. Real date not
supported as it is an
old event.

* 1. Real date not
availoble  to  the
Panda server and
obtained by
calculation.

¢ 2: Real date provided

by the Panda server.
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Field

Client

Description

Identifier used to differentiate the events
received from each of the partner’s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Panda SIEMFeeder

Value

Numeric value

Op

Logged operation.

Character
“"ModifyExeKey"

string:

Hash

Hash of the parent process.

Character string

Drivetype

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

Path

Path of the parent file that performed the logged
operation.

Character string

ValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

Company

Content of the Company attribute of the parent
process metadata.

Character string

Broken

The parent process is corrupt or damaged.

Boolean

imageType

Internal architecture of the parent process:

e EXEx32
* EXEx64
* DLLx32
e DLLx64

Enumeration

ExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
¢ VisualC

Enumeration
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Field

Events and extended information

Description

e VB

e CBuilder

¢ Mingw

* Mssetup

¢ Setupfactory

e lcc32
e Vc7setupproject
¢ Unknown

Value

Prevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration

PrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

e High
¢ Medium
e Low

Enumeration

Cat

Category of the parent file that performed the
logged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Enumeration

MWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

TargetPath

Path of the executable that the registry key
points to.

Character string

Regkey

Registry key.

Character string

MUID

Internal ID of the customer's computer.

Character string
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Renamepe

Active event generated on detecting that a process (parent) changes the name of an executable

program (child).

Description of the event fields

Field Description Valve
Date . s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used fo -
Character string
(CEF) run the process that generated the event.
Machinel? Name of the workstation that friggered the
logged event IP address
(CEF) 99 :

MachineName

Name of the workstation that friggered the
logged event.

Character string

(CEF)
sev Event severity. This value is always “1"”, except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . s
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat “yyyy-MM-dd”

Timestamp format.

character string

(LEEF)
usiName User account used by the process that -
performed the operation. Character sfring
(LEEF)
domain Domain of the user account used by the process -
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that -
generated the event. Character sfring
(LEEF)
dentSre IP address of the workstation/server that .
Character string
(LEEF) generated the event.
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Field Description Value

identHosiName Name of the workstation that friggered the

logged event. Character string

(LEEF)

HosiName Name of the workstation that triggered the .
Character string

(LEEF) logged event.

The computer's date (in UTC format) at the time
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimeStatus Confents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner's customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Client Numeric value

Character string:

Op Logged operation. “Renamepe”

ParentHash Hash of the parent process. Character string

Type of drive that contains the parent process or
file that triggered the operation.

 Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

ParentDriveType Enumeration

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Path of the parent file that performed the logged

ParentPath .
operation.

Character string

ParentPID Parent process ID. Numeric value

Table 3.41: Renamepe event fields
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Field

ParentValidSig

Description

Indicates whether or not the parent process is
digitally signed.

Panda SIEMFeeder

Value

Boolean

ParentCompany

Content of the Company attribute of the parent
process metadata.

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean

ParentimageType

Internal architecture of the parent process:

e EXEx32
* EXEx64
e DLLx32
* DLLxé4

Enumeration

ParentExeType

Internal structure/type of the parent process.

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

¢ Setupfactory

* Lcc32

e Vc7setupproject
* Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
¢ PUP

¢ Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path of the child file that received the logged

ChildPath Character string (path)

operation.
ChildPID Child process ID. Numeric value
ChildValidsig Indicates whether or not the child process is Boolean

digitally signed.

Content of the Company attribute of the child

ChildCompany process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXEx64 Enumeration
e DLLx32

e DLLxé4

Table 3.41: Renamepe event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
¢ VisualC

e VB

e CBuilder
¢ Mingw
e Mssetup

e Setupfactory

* Lcc32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

¢ Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Field

OCS_Version

Events and extended information

Description

Version of the vulnerable software run.

Value

Character string

Params

Command-line execution parameters of the
process run.

Character string

User’s response to the pop-up message shown by
Panda Adaptive Defense.

¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
user did nof respond.

ToastResult Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
¢ Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

e Allow

* Block

¢ BlockTimeout: A pop-up message was shown
to the user but they did not respond in time.

e AllowWL: The ifem was allowed because it was
on the administrator’s allowlist.

¢ Disinfect

* Delete

¢ Quarantine

¢ AllowByUser: A pop-up message was shown to
the user and they responded “Allow ".

¢ Informed: A pop-up message was shown to
the user.

¢ Unquarantine: The file was removed from
quarantine.

* Rename: The item was renamed because it
could not be moved fto quarantine, deleted,
or disinfected.

* BlockURL: Access to a URL was blocked.

¢ KillProcess: The process was stopped.

¢ BlockExploit: An attempt to exploit a
vulnerable process was stopped.

* ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.41: Renamepe event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing of an attempt to
exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted to
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRegistry: The item aftempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item attempted to
rename a protected file belonging to the
protection software.

UncertainAction: The item aftempted fo
launch an undefined action on a fie
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Executfion of the item is
allowed because it is authorized by the
administrator (Authorized software setfings).

Table 3.41: Renamepe event fields

Panda SIEMFeeder

Value
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Field

Events and extended information

Description

* NewPE: Appearance of a new executable
program on the computer from an external
source.

¢ AllowedByAdmin: Execufion of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP attack
was detfected.

¢ AllowSonMsiGW: Execution of the item s
allowed because it is an executable from a
frusted installation package.

Value

Servicelevel

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

WinningTech

Event Description Guide

Technology that friggered the event.

* Blockmode: The agent was in Lock mode
when the item was blocked.

¢ Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts to
exploit vulnerable processes.

¢ ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

¢ LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.41: Renamepe event fields
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Field

Description

* MetaEsploit:  Aftack
Metasploit framework.

¢ NeiNative: Binary type.

* Seridlizer: Binary type.

* User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

* AMSI: Detection made by the Antimalware
Scan Interface.

created with the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Scriptcreation

Table 3.41: Renamepe event fields

Active event generated when a process (parent) creates a script-type process (child).

Description of the event fields

Field Description Value

Date . s

Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .

Name and domain of the user account used fo Character stin
(CEF) run the process that generated the event. 9
MachinelP Name of the workstation that triggered the

loaged event IP address
(CEF) 99 ‘
MachineName Name of the workstation that triggered the Character sfring
(CEF) logged event.
sev Event severity. This value is always “1"”, except for

alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . s

Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
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Field Description Value

devlimeFormat “yvyy-MM-dd”

Timestamp format. character string

(LEEF)
vertiame User account used by the process that )
erformed the operation Character string
(LEEF) P P .
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
\dentsre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentHosiName Name of the workstation that friggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

The computer's date (in UTC format) at the time
the event occurred. This date depends on the

computer settings and, consequently, it could be Date

LocalDateTime

incorrect.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not

PandaTimeStatus Confents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by

calculation.

¢ 2: Real date provided
by the Panda server.

Identifier used to differentiate the events
received from each of the partner's customers.

Client This field is only used in the product Panda Numeric value
SIEMFeeder for Partners.
. Character string:
Op Logged operation. “scriptereation”
ParentHash Hash of the parent process. Character string

Table 3.42: Scriptcreation event fields

Event Description Guide Chapter 3 | 201



Events and extended information

Field

ParentDriveType

Description

Type of drive that contains the parent process or

file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

* Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

* Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Panda SIEMFeeder

Value

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentFlags

Flags used infernally by the service.

Character string

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

Content of the Company attribute of the parent

ParentCompany process metadata. Character string
ParentBroken The parent process is corrupt or damaged. Boolean
Internal architecture of the parent process:
e EXEx32
ParentimageType o EXExé4 Enumeration
e DLLx32
e DLLxé4
ParentExeType Internal structure/type of the parent process. Enumeration

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

e Setupfactory

* Lcc32

e Vc7setupproject
* Unknown
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Events and extended information

Field Description Value

Historical prevalence of the parent process on
the Panda Security systems.

ParentPrevalence * High Enumeration
¢ Medium
e Low
Previous-day prevalence of the parent process
on the Panda Security systems.

ParentPrevLiastDay * High Enumeration
¢ Medium
* Llow
Category of the parent file that performed the
logged operation.
* Goodware

ParentCat * Malware Enumeration
e PUP
* Unknown
* Monitoring
Name of the malware detected in the parent

ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

 Fixed: Non-removable drive such as an internal
hard disk.

¢ Remote: Network drive.

¢ Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

¢ NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged
operation.

Character string

ChildFlags

Flags de uso interno al servicio.

Character string
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Field

ChildValidSig

Description

Indicates whether or not the child process is
digitally signed.

Panda SIEMFeeder

Value

Boolean

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
* EXEx64
e DLLx32
* DLLxé4

Enumeration

ChildExeType

Internal structure/type of the child process.

¢ Delphi
e DOTNET
e VisualC

e VB

e CBuilder
¢ Mingw
* Mssetup

¢ Setupfactory

* Lcc32

e Vc7setupproject
* Unknown

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems

¢ High
¢ Medium
s Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

¢ High
¢ Medium
s Low

Enumeration

204 | Chapter 3

Table 3.42: Scriptcreation event fields

Event Description Guide



Panda SIEMFeeder

Field

ChildCat

Events and extended information

Description

Category of the child file that received the log-
ged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Value

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

Servicelevel

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.

¢ Hardening: the agent blocks all unclassified
programs coming from an untrusted source,
and items classified as malware.

¢ Learning: the agent doesn't block any items
but monitors all run processes.

Enumeration

MUID

Internal ID of the customer's computer.

Character string

Scriptlaunch

Table 3.42: Scriptcreation event fields

Active event generated when a process (parent) launches a script-type process (child).

Description of the event fields

Field Description Value
Date . N
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
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Panda SIEMFeeder
Field Description Value
MachinelP Name of the workstation that triggered the
logged event. IP address
(CEF)
MachineName Name of the workstation that triggered the -
loaged event Character string
(CEF) 99 :
sev Event severity. This value is always 1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTlime . N
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . yyyy-MM-dd”
Timestamp format. character strin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character string
(LEEF) P P :
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 :
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 :
dentHosiName Name of the workstation that triggered the -
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the -
logged event Character string
(LEEF) ’
The computer’s date (in UTC format) at the fime
. the event occurred. This date depends on the
LocalDateTime Date

computer settings and, consequently, it could be
incorrect.

Table 3.43: Scriptlaunch event fields
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Field

Events and extended information

Description

Value

* 0. Redl
supported as it is an
old event.

* 1: Redl

date not

date not

. Confents of the DateTime, Date, and available  to  the
PandaTimeStatus . .

LocalDateTime fields. Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.
|dentifier used to differentiate the events

Client

received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Op

Logged operation.

Character
“scriptlaunch”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that friggered the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentFlags

Flags used internally by the service.

Character string

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

ParentCompany

Content of the Company attribute of the parent
process metadata.

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean
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Field

ParentimageType

Description

Internal architecture of the parent process:

» EXEx32
* EXExé4
» DLLx32
* DLLxé4

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
* VisualC

* VB

e CBuilder
* Mingw
* Mssetup

* Setupfactory

* Lce32

» Vc7setupproject
* Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

e High
e Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

* High
e Medium
e Low

Enumeration
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Field

ParentCat

Events and extended information

Description

Category of the parent file that performed the
logged operation.

* Goodware
¢ Malware
e PUP

¢ Unknown
¢ Monitoring

Value

Enumeration

ParentMWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

ChildHash

Hash of the child process.

Character string

ChildDriveType

Type of drive that contains the child process or
file that received the operation.

¢ Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRootDir: A device that is not available in the
path displayed.

¢ Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged
operation.

Character string

ChildFlags

Flags de uso interno al servicio.

Character string

ChildValidSig

Indicates whether or not the child process is
digitally signed.

Boolean

ChildCompany

Content of the Company attribute of the child
process metadata.

Character string

ChildBroken

Content of the Company attribute of the child
process metadata.

Boolean

ChildimageType

Internal architecture of the child process:

* EXEx32
* EXEx64
e DLLx32
e DLLxé4

Enumeration
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
e Mssetup

» Setupfactory

* Lce3d2

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
e Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

» Goodware
* Malware
* PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

Servicelevel
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Execution mode of the agent.

* Blocking: The agent blocks all unclassified
executables and items classified as malware.

Table 3.43: Scriptlaunch event fields
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Field Description Value

* Hardening: The agent blocks all unclassified
programs coming from an unfrusted source,
and items classified as malware.

¢ Learning: The agent does not block any items
but monitors all running processes.

MUID Identificador interno del equipo del cliente. Character string

Table 3.43: Scriptlaunch event fields

Socket

Active event generated on detecting that a process (parent) opens a socket.

Description of the event fields

Field Description Value
Date ) s
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that friggered the
IP address
(CEF) logged event.

MachineName Name of the workstation that triggered the

logged event. Character string

(CEF)
sev Event severity. This value is always “1", except for

alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devlimeFormat . “yyyy-MM-dd”

Timestamp format. character strin
(LEEF) g
vsiName User account used by the process that .

. Character string

(LEEF) performed the operation.

Table 3.44: Socket event fields
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Field Description Value
domain Domain of the user account used by the process )
i Character string
that performed the operation.
(LEEF)
src .
[P address of the workstation/server that .
enerated the event Character string
(LEEF) g :
dentsre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 .
dentosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) 99 :
HostName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

* 0. Real date not
supported as it is an
old event.

* 1. Real date not
availoable  to  the

Panda server and
obtained by
calculation.

¢ 2: Real date provided
by the Panda server.

Client

Identifier used to differentiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

Protocol

Communications protocol used by the process.

. TCP
* UDP

* ICMP
* ICMPV6
e IGMP
* RF

Enumeration

Localport

Local port of the process.

Numeric value

Table 3.44: Socket event fields
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Field

Direction

Events and extended information

Description
Network connection direction.
. Up

e Down
e Both

Value

Enumeration

LocallP

Local IP address of the process.

IP address

Hash

File hash/digest.

Character string

DriveType

Type of drive where the process or file that trig-
gered the operation resides.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

* Unknown: Unknown type of device.

¢ NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

Path

Path of the item that triggered the logged
action.

Character string

Hostname

Name of the remote computer that started the
connection.

Character string

IP

Destination IP address of the communication.

IP address

Port

Communications port used by the process.

Numeric value

Times

Event Description Guide

Number of times the same communication event
occurred in the last hour.

For two communication events to be considered
the same, the following parameters plus the
communication direction must be the same:

* The process name.

The local IP address of the process.

* The process path.

The target IP address of the communication.
* The target port of the communication.

Table 3.44: Socket event fields

Numeric value
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Field Description Value
The first fime a communication is detected, an
event is sent with the times field sef to 1. Later, for
each hour that passes after the first event, the
times field will indicate the number of equal
communication events that have occurred in
that time span minus 1, along with the date of
the last event logged.
Pid Process ID. Numeric value
Validsig In.d!co’res. whether or not the parent process is Boolean
digitally signed.
Company Content of the Company attribute of the parent Character sting
process metadata.
Broken The parent process is corrupt or damaged. Character string
Internal architecture of the process.
e EXEx32
imageType * EXExé4 Enumeration
e DLLx32
e DLLxé4
ExeType Internal structure/type of the parent process. Enumeration
¢ Delphi
e DOTNET
¢ VisualC
e VB
e CBuilder
¢ Mingw
* Mssetup
e Setupfactory
e Lcc32
e Vc7setupproject
¢ Unknown
Historical prevalence of the process on the
Panda Security systems.
Prevalence * High Enumeration
* Medium
* Low
Table 3.44: Socket event fields
Chapter 3 Event Description Guide
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Field Description Value

Previous-day prevalence of the process on the
Panda Security systems.

PrevLastDay * High Enumeration
¢ Medium
* Low
Category of the file that performed the logged
operation.
* Goodware

Cat * Malware Enumeration
e PUP
¢ Unknown
¢ Monitoring

MWName Name of the malware item if it is already Character stiing
cataloged as a threat.

MUID Internal ID of the customer's computer. Character string

Table 3.44: Socket event fields
SvcControl

Event that corresponds to an attempt to modify files of the security product installed.

Description of the event fields

Field Description Value
Date . e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
Machinel? Name of the workstation that friggered the
logged event. IPaddress
(CEF)

Table 3.45: Loadlib event fields
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Field

MachineName

Description

Name of the workstation that triggered the
logged event.

Panda SIEMFeeder

Value

Character string

(CEF)
sev Event severity. This value is always *1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . “yyyy-MM-dd”
Timestamp format. character stin
(LEEF) 9
usiName User account used by the process that .
erformed the operation Character string
(LEEF) P P :
domain Domain of the user account used by the process .
. Character string
that performed the operation.
(LEEF)
src .
IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentSre IP address of the workstation/server that .
enerated the event Character string
(LEEF) 9 '
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
HosiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date
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Field

Events and extended information

Description

Value

¢ 0: Redl
supported as it is an
old event.

date not

* 1: Real date not
PandaTimeStatus Contents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by
calculation.
¢ 2: Real date provided
by the Panda server.
Identifier used fo differentiate the events

Client

received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

HostName

Name of the workstation that friggered the
logged event.

Character string

Op

Logged operation.

Character
“Loadlib”

string:

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentPID

Parent process ID.

Numeric value

Indicates whether or not the parent process is

ParentValidSig digitally signed. Boolean

PareniCompany Content of the Company attribute of the parent Character stiing
process metadata.

ParentBroken The parent process is corrupt or damaged. Boolean

Event Description Guide
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Field

ParentimageType

Description

Internal architecture of the parent process:

EXEx32
o EXEx64
e DLLx32
* DLLx64

Panda SIEMFeeder

Value

Enumeration

ParentExeType

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

*« VB

e CBuilder
* Mingw
* Mssetup

e Setupfactory

* Lcc32

e Vc7setupproject
¢ Unknown

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security system:s.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration
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Field Description Value

Category of the parent file that performed the
logged operation.

e Goodware
ParentCat * Malware Enumeration
e PUP

e Unknown

¢ Monitoring

Name of the malware detected in the parent
ParentMWName process if it is already classified as a threat. If the | Character string
value is Null, the item is not malware.

ChildHash Hash of the child process. Character string

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

ChildDriveType ¢ Removable: Removable drive such as a pen Enumeration
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Path of the child file that received the logged

ChildPath .
operation.

Character string (path)

ChildPID Child process ID. Numeric value

Indicates whether or not the child process is

ChildValidSig digitally signed.

Boolean

Content of the Company attribute of the child

Chlldcompqny process metadata.

Character string

Content of the Company attribute of the child

ChildBroken
process metadata.

Boolean

Internal architecture of the child process:

* EXEx32

ChildimageType * EXExé4 Enumeration
e DLLx32

e DLLxé4

Table 3.45: Loadlib event fields
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Field

ChildExeType

Description

Internal structure/type of the child process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
¢ Mssetup

e Setupfactory

* Lce32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ChildPrevalence

Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security system:s.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

OCS_Exec

Indicates whether or not vulnerable software was
run on the computer.

Boolean

OCS_Name

Name of the vulnerable software run.

Character string
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Events and extended information

Field Description Value
OCS_Version Version of the vulnerable software run. Character string
Command-line execution parameters of the .
Params Character string
process run.
User's response to the pop-up message shown by
Panda Adaptive Defense.
¢ OK: The customer accepted the message.
¢ Timeout: The pop-up message closed as the
ToastResult user did not respond. Enumeration
* Angry: The user chose not to block the item
from the pop-up message.
* Block
¢ Allow
Action Action taken by the Panda Adaptive Defense | Enumeration

Event Description Guide

agent.

Allow

Block

BlockTimeout: A pop-up message was shown
to the user but they did not respond in fime.

AllowWL: The item was allowed because it was
on the administrator’s allowlist.

Disinfect

Delete

Quarantine

AllowByUser: A pop-up message was shown fo
the user and they responded "Allow ".
Informed: A pop-up message was shown to
the user.

Unquarantine: The file was removed from
quarantine.

Rename: The item was renamed because it
could not be moved to quarantine, deleted,
or disinfected.

BlockURL: Access to a URL was blocked.
KillProcess: The process was stopped.
BlockExploit: An aftempt to exploit a
vulnerable process was stopped.
ExploitAllowByUser: The user prevented the
exploited process from being closed.

Table 3.45: Loadlib event fields
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Field

Description

¢ RebootNeeded: The computer must be

rebooted in order to block the exploit attempt.
Exploitinformed: A pop-up message was
shown to the user informing them of an
attempt to exploit a vulnerable process.
AllowSonGWiInstaller: The program is part of an
installation package classified as goodware.

Embebedinformed: The item is a PowerShell
script that executes commands.
SuspedProcess: The item aftempted fo
suspend one of the protection software
services.

ModifyDiskResource: The item attempted fo
modify a protected file belonging to the
protection software.

ModifyRedgistry: The item attfempted to modify
a protected registry key belonging to the
protection software.

RenameRegistry: The item attempted to
rename a protected registry key belonging to
the protection software.

ModifyMarkFile: The item afttempted to
rename a protected file belonging fo the
protection software.

UncertainAction: The item attempted to
lounch an undefined action on a file
belonging to the protection software.
AllowGWFilter: Execution of the item is allowed
because it is in the goodware cache.
AllowSWAuthoriced: Execution of the item is
allowed because it is authorized by the
administrator (Authorized software settings).
NewPE: Appearance of a new executable
program on the computer from an external
source.

Table 3.45: Loadlib event fields

Panda SIEMFeeder

Value
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Field Description Value

* AllowedByAdmin: Execution of the item is
allowed because the exploit technique has
been excluded by the administrator.

¢ Blocked by ip: The source IP address was
blocked because a brute-force RDP aftack
was detected.

* AllowSonMsiGW: Execution of the item is
dllowed because it is an executable from a
frusted installation package.

Execution mode of the agent.

¢ Blocking: the agent blocks all unclassified
executables and items classified as malware.
¢ Hardening: the agent blocks all unclassified

Servicelevel . Enumeration
programs coming from an untrusted source,
and items classified as malware.
¢ Learning: the agent doesn't block any items
but monitors all run processes.
WinningTech Technology that friggered the event. Enumeration

* Blockmode: The agent was in Lock mode
when the item was blocked.

* Cache: Locally cached classification.

* Cloud: Classification downloaded from the
cloud.

* Context: Local context rule.

* ContextMinerva: Cloud-hosted context rule.

* Digital Signature: Digitally signed file.

¢ Exploit: Technology that identifies attempts o
exploit vulnerable processes.

* ExploitLegacy

¢ GWFilter: Technology that identifies unknown
goodware files.

* LegacyUser: The user was asked about the
action to take.

* Local Signature: Local signature.

Table 3.45: Loadlib event fields
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Field

Description

* MetaEsploit:  Aftack
Metasploit framework.

¢ NeiNative: Binary type.

« Seridlizer: Binary type.

¢ User: The user was asked about the action to
take.

¢ RDP: Brute-force attack using the RDP protocol.

¢ AMSI: Detfection made by the Antimalware
Scan Interface.

created with the

Panda SIEMFeeder

Value

Detld

Detection ID.

Character string

MUID

Internal ID of the customer's computer.

Character string

Systemops

Table 3.45: Loadlib event fields

Active event generated on detecting the execution of actions that affect or modify operating system

processes or files through the WMI (Windows Management Interface) system.

Description of the event fields

Field Description Value
Date . T,
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
MachinelP Name of the workstation that triggered the
loaged event IP address
(CEF) 99 '
MachineName Name of the workstation that triggered the .
logaed event Character string
(CEF) 99 '
sev Event severity. This value is always “1", excepft for
dlert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devlime . T
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
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devTimeFormat

(LEEF)

Field

Events and extended information

Description

Timestamp format.

Value

llyyyy_MM_ddH
character string

usrName

(LEEF)

User account used by
performed the operation.

the process that

Character string

domain

(LEEF)

Domain of the user account used by the process
that performed the operation.

Character string

src

(LEEF)

IP address of the workstation/server that
generated the event.

Character string

identSrc

(LEEF)

IP address of the workstation/server that
generated the event.

Character string

identHostName

(LEEF)

Name of the workstation that triggered the
logged event.

Character string

HostName

(LEEF)

Name of the workstation that triggered the
logged event.

Character string

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer settings and, consequently, it could be
incorrect.

Date

PandaTimeStatus

Contents of the DateTime, Date, and

LocalDateTime fields.

e 0: Real date not
supported as it is an
old event.

* 1. Real date not
available  to  the

Panda server and
obtained by
calculation.

* 2: Real date provided
by the Panda server.

Client

Identifier used to differenfiate the events
received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

HostName

Name of the workstation that triggered the
logged event.

Character string
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Type

Field

Description

Type of operation performed by the process:

* 0 (WMI_COMMAND_LINE_EVENT_CREATION):
Event generated every fime a
“CommandLineEventConsumer” is created.
This is a command line launched by WMI when
an event is logged in the database.

* 1 (WMI_ACTIVE_SCRIPT_EVENT_CREATION): A
query has been created that launches a script.

e 2
(CREATE_WMI_EVENT_CONSUMER_TO_FILTER_C
ONSUMER): A query will be executed fo launch
a process, a JS/VBS file, or a JS/VBS script
embedded in the database (with no file on
disk).

«3
(CREATE_WMI_EVENT_CONSUMER_TO_FILTER_Q
UERY): A filter has been logged which is a

query.

Panda SIEMFeeder

Value

Enumeration

* 4 (WMI_EVENT_CREATE_USER): A user account
has been created.

e 5 (WMI_EVENT_DELETE_USER): A user account
has been deleted.

e 6 (WMI_EVENT_ADD_USER_GROUP): A user
account has been added to a user group.

e 7 (WMI_EVENT_DELETE_USER_GROUP): A user
account has been deleted from a user group.

e 8 (WMI_EVENT_USER_GROUP_ADMIN): A user
account has been added to an administrator
group.

e 9 (WMI_EVENT_USER_GROUP_RDP): A user
account has been added to a group of users
with RDP access to the device.

* 10 (WMI_EVENT_CREATE_SERVICE): A new
service has been installed on the system.

* 11 (WMI_EVENT_USER_ACCOUNT_CHANGED: A
user account has been modified.

e 12
(WMI_EVENT_USER_PASSWORD_RESET_ATTEMPT)
: An attempt has been made to delete a user
account password.
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Field

ObjectName

Events and extended information

Description

Unique name of the object within the WMI

hierarchy.

Value

Character string

CommandLline

Command line configured as a task fo be run
through WMI.

Character string

MachineName

Name of the computer that ran the process.

User

User under which the task was launched.

Character string

IsLocal

Indicates if the task was created locally or
remotely.

Boolean

Extendedinfo Ex’rendgd information. It depends on the Character string
operation.

ChildMD5 File hash (when applicable). Character string

ParentPid Parent process PID. Numeric value

RemoteMachineNa
me

Name of the remote computer that generated
the event.

Character string

RemotelP Remote IP that generated the event. Character string

Sessioninteractive Indicates whether the session is interactive or not. | Boolean

MUID Internal ID of the customer's computer. Character string
Table 3.46: Systemops event fields

Urldownload

Active event generated when a process downloads/requests the download of a data file via HTTP.

Description of the event fields

Field Description Value
Date ) e
Timestamp indicating when the event was Date
(CEF) generated on the user's computer.
User .
Name and domain of the user account used to .
Character string
(CEF) run the process that generated the event.
Machinel? Name of the workstation that friggered the
IP address
(CEF) logged event.
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Field

MachineName

Description

Name of the workstation that triggered the
logged event.

Panda SIEMFeeder

Value

Character string

(CEF)
sev Event severity. This value is always *1", except for
alert-type events. See later in this guide for more | 1
(LEEF) information about the types of events.
devTime . e
Timestamp indicating when the event was Date
(LEEF) generated on the user's computer.
devTimeFormat . “yyyy-MM-dd”
Timestamp format. character strin
(LEEF) 9
N
vsiiame User account used by the process that Character string
(LEEF) performed the operation.
domain Domain of the user account used by the process Character stin
that performed the operation. 9
(LEEF)
src .
IP address of the workstation/server that Character string
(LEEF) generated the event.
dentSre IP address of the workstation/server that Character string
(LEEF) generated the event.
dentHosiName Name of the workstation that triggered the .
logged event Character string
(LEEF) ’
H . .
osiName Name of the workstation that triggered the .
Character string
(LEEF) logged event.

LocalDateTime

The computer’s date (in UTC format) at the fime
the event occurred. This date depends on the
computer seftings and, consequently, it could be
incorrect.

Date
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Field

Events and extended information

Description

Value

¢ 0: Redl
supported as it is an
old event.

date not

* 1: Real date not
PandaTimeStatus Contents of the Datelime, Date, and available  to  the
LocalDateTime fields. Panda server and
obtained by
calculation.
¢ 2: Real date provided
by the Panda server.
Identifier used fo differentiate the events

Client

received from each of the partner’'s customers.
This field is only used in the product Panda
SIEMFeeder for Partners.

Numeric value

ParentHash

Hash of the parent process.

Character string

ParentDriveType

Type of drive that contains the parent process or
file that triggered the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

¢ Ramdisk: RAM disk drive.

Enumeration

ParentPath

Path of the parent file that performed the logged
operation.

Character string

ParentValidSig

Indicates whether or not the parent process is
digitally signed.

Boolean

ParentCompany

Content of the Company attribute of the parent
process metadata.

Character string

ParentBroken

The parent process is corrupt or damaged.

Boolean

ParentimageType

Internal architecture of the parent process:

» EXEx32
* EXExé4
e DLLx32
* DLLxé4

Enumeration
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Field

ParentExeType

Description

Internal structure/type of the parent process.

* Delphi
e DOTNET
e VisualC

* VB

e CBuilder
* Mingw
¢ Mssetup

e Setupfactory

* Lce32

* Vc7setupproject
¢ Unknown

Panda SIEMFeeder

Value

Enumeration

ParentPrevalence

Historical prevalence of the parent process on
the Panda Security systems.

¢ High
¢ Medium
e Low

Enumeration

ParentPrevLastDay

Previous-day prevalence of the parent process
on the Panda Security systems.

e High
¢ Medium
e Low

Enumeration

ParentCat

Category of the parent file that performed the
logged operation.

* Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ParentMWName

Name of the malware detected in the parent
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

URL

Download URL launched by the process that
generated the logged event.

Character string

ChildHash

Hash of the child process.

Character string
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Field

ChildDriveType

Events and extended information

Description Value

Type of drive that contains the child process or
file that received the operation.

* Fixed: Non-removable drive such as an internal
hard disk.

* Remote: Network drive.

* Removable: Removable drive such as a pen
drive or floppy disk.

¢ Unknown: Unknown type of device.

* NoRoolDir: A device that is not available in the
path displayed.

e Cdrom: CD-ROM drive.

* Ramdisk: RAM disk drive.

Enumeration

ChildPath

Path of the child file that received the logged

operation. Character string (path)

ChildValidSig

Indicates whether or not the child process is

digitally signed. Boolean

ChildCompany

Content of the Company attribute of the child

process metadata. Character string

ChildBroken

Content of the Company attribute of the child

Boolean
process metadata.

ChildimageType

Internal architecture of the child process:

» EXEx32

* EXExé4 Enumeration
e DLLx32

* DLLxé4

ChildExeType

Internal structure/type of the child process. Enumeration

* Delphi
¢ DOTNET
e VisualC

* VB

e CBuilder
* Mingw
* Mssetup

¢ Setupfactory

* Lce32

* Vc7setupproject
e Unknown
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Field

ChildPrevalence

Description
Historical prevalence of the child process on the
Panda Security systems.

¢ High
¢ Medium
e Low

Panda SIEMFeeder

Value

Enumeration

ChildPrevLastDay

Previous-day prevalence of the child process on
the Panda Security systems.

* High
¢ Medium
e Low

Enumeration

ChildCat

Category of the child file that received the log-
ged operation.

* Goodware
* Malware
e PUP

* Unknown
* Monitoring

Enumeration

ChildMWName

Name of the malware detected in the child
process if it is already classified as a threat. If the
value is Null, the item is not malware.

Character string

ParentPid

PID of the parent process that downloaded the
file.

MUID

Internal ID of the customer's computer.

Character string
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