Panda
GateDefender
eSeries HotSpot

Extend your service portfolio ety
and boost the quality of

your business by offering a

secure, high-quality Internet

connection to your customers

and visitors.

Sending email, checking the news or communicating via Voice over IP are everyday activities that your customers and
visitors expect to be able to perform with their devices at any time. Provide them with a high-quality, controlled, easy-
to-use Internet access service that meets their needs.

Panda GateDefender HotSpot is a free module included in all eSeries models that lets you extend your service
portfolio, setting you apart from your competitors and improving customer loyalty.

Hotel guests will be able to plan their stay and their activities by surfing the Web from their room,
as well as from the hotel’s lobby, bar, and restaurant, both using their favorite devices. The availability
of an Internet connection has become a crucial factor in the choice of a hotel.

The café is the ideal stopover for taking a break from everyday activities. Today students, professionals
and tourists expect to turn on their mobile devices (laptop, tablet, mobile phone, etc.) to take

advantage of breaks and read online news-papers, check e-mail, or get updated information about
the city they are visiting.

The long waiting times at airports, which have been recently increased by additional safety-control
procedures, may negatively affect the travel experience. At the same time, the stay may represent an
opportunity for travelers, who can browse the Internet and obtain information about the destination

place.
Access to online resources is an essential complement to the range of intellectual activities that take
place within a library. You will be able, for example, to simplify the consultation of your library’s l
(]

catalog, as well to manage key procedures (such as loans) more effectively, and to provide exclusive

access to electronic resources, such as e-journals
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Complete solution adapted to your business needs

e It is suited for a great variety of environments including hotels, cafés, airports and offices thanks to its wide range of models and a
design that facilitates integration into existing infrastructure.

e |t doesn’t require additional hardware or costly software licenses; it only requires an Internet connection.

Billing metrics tailored to your needs
e Multiple billing and invoicing modes for the resources used by users.
e Freely configurable connection support limited to your customers or visitors only.

Service customization with your brand
e Customize and brand your hotspot login page with information about your product portfolio.
e Monetize the service with banners and advertising.

Maximum security and accurate monitoring of network resources

e Easily check time and bandwidth usage per customer or visitor.

e |solate your internal network from the guest network, preventing problems and data leakage.

e Offer a secure Internet connection service with all the benefits of using a UTM appliance: Web filtering, antivirus and anti-
malware scanning, anti-spam filtering and protection against fraudulent emails and websites.

Easy-to-install, maintenance-free service

¢ Use the Panda SmartConnect™ feature to provide automatic secure Internet connectivity to visitors. No human intervention or
technical knowledge required.

e Forget problems with Panda Perimetral Console: Simply sit back and watch your revenue grow.

Panda GateDefender eSeries SmartConnect™
Allow new connections automatically with Panda SmartConnect™.

Your customers and visitors can connect to the Internet in 4 simple steps:

. Open their browser and fill out the form with contact information.

. Choose the connection type they prefer.

Pay with PayPal (unless the connection service is free).

. Check their mobile device and use the user name and password sent by email to log in with their browser.

Once you have registered your Panda SmartLogin account it will be able to recognize devices without having to reenter user
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Configurable Internet connection service
e Customize the welcome page with your own logos,
graphics, banners, advertising, etc.
e Multi-language support
e Personalized list of public websites that do not require
authentication

Access management and monitoring

e Bandwidth restrictions per user in terms of download
and upload speed

e Traffic limitations per user

e Account expiration time definable as you prefer

e Individual monitoring of users’ Internet access

e Single-click account creation

¢ Panda SmartConnect™: Automatic account creation via
email or SMS

e Flexible ticketing system including cyclic tickets for
regular visitors

Billing
e Flexible payment model: Prepaid, postpaid and free
connection
e Charge by data transfer or specified time usage
e Bill end users in their local currency
e Accepts PayPal payments
e Create usage plans and bill users with one click

Integration with third-party products
e Generic JSON API for seamless integration with billing
software
e Native integration with ASA jHotel and pcs Phoenix
e RADIUS-based user authentication

Reports and statements
¢ Real-time monitoring of data transfers, payments made and
outstanding payments globally or down to per-user level.

Centralized control
e Centralized, secure management of all geographically
dispersed hotspots with Panda Perimetral Console
e Roaming users: In the case of geographically dispersed
businesses (hotel chains, cafés, etc.), access to the service is
centralized in a single point.

Security
e Antivirus
e Anti-spam
* \Web filtering
e Content filtering
e Firewall and IDS
e Complete isolation of the internal network from the
guest network

Fully integrated into Panda Security’s UTM solution, Panda GateDefender HotSpot offers
your customers antivirus, anti-spam, Web filtering and VPN!
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