
 

 

Scripting applications 

Name Executable file 

Autoit autoit.exe 

Powershell powershell.exe 

PSexec 

psexec.exe 

psecesvc.exe 

Windows Shell cmd.exe 

Wscript wscript.exe 

Cscript cscript.exe 

Python 

python.exe 

pythonw.exe 

Perl perl.exe 

Linux Shell 

sh.exe 

bash.exe 

zsh.exe 

  

  

  
Remote tools applications 

Name Executable file 

ammyy admin aa_v3.exe 

GotomyPC 

g2comm.exe 

g2fileh.exe 

g2host.exe 

g2mainh.exe 

g2printh.exe 

g2svc.exe 

g2tray.exe 

Logmein lmiignition.exe 

Logmein lmiguardiansvc.exe 

Logmein logmein.exe 

Microsoft RDP termsrv.exe 

Microsoft Remote 
Desktop 

mstsc.exe 

Radmin radmin3.exe 

Radmin famitrfc.exe 

PCAnywhere client awrem32.exe 

PCAnywhere server awhost32.exe 

ShowmyPC smpcsetup.exe 

ShowmyPC showmypc.exe 

TeamViewer desktop teamviewer_desktop.exe 



 

 

TeamViewer service 

teamviewer.exe, 

teamviewer_service.exe, 
teamviewerhost.exe 

Dameware dwrcs.exe 

VNC 

winvnc.exe, 

vncviewer.exe, 

winvncsc.exe 

Splashtop 
strwinchat.exe, 
clientoobe.exe, 

clientoobe.exe 

  

  

  
Admin Tools 

Name Executable file 

at at.exe 

Task Scheduler schtasks.exe 

Net net.exe 

mshta mshta.exe 

vssadmin vssadmin.exe 

wmic wmic.exe 

net net2.exe 

route route.exe 

ftp ftp.exe 

  

  

  
Unwanted freeware 

Name Executable file 

Tor tor.exe 

Emule 

emule.exe 

emule.dll 

Frostwire frostwire.exe 

Portabletor portabletor.exe 

Lphan lphan.exe 

DreaMule 

DreaMule.exe 

DreaMule_3.2.exe 

eDonkey edonkey.exe 

eDonkey2000 eDonkey2000.exe 

Ares ares.exe 

Torrent torrent.exe 

uTorrent uTorrent.exe 

BitTorrent BitTorrent.exe 

DreaMule DreaMule.exe 



 

 

DreaMule DreaMule.exe 

  

  

  
System Tools 

Name Description 

append 
Operate with programs 

and directories (append) 

arp 
Address Resolution 

Protocol (arp) 

assoc 
File name extension 
associations (assoc) 

at 
Schedule commands and 

programs (at) 

atmadm 
Monitor atM call 

Manager (atmadm) 

attrib 
Files, directories 
attributes (attrib) 

auditpol 
Manipulate audit policies 

(auditpol) 

autochk 
Check NTFS dicks 

(autochk) 

autoconv 
Convert FAT, FAT32 to 

NTFS (autoconv) 

autofmt Format drive (autofmt) 

bcdboot 
Work with system 

partitions (bcdboot) 

bcdedit 
Boot Configuration Data 

(bcdedit) 

bdehdcfg 
BitLocker Drive 

Encryption (bdehdcfg) 

bitsadmin 
Create jobs in Windows 

(bitsadmin) 

bootcfg 
Boot.ini file settings 

(bootcfg) 

break break 

cacls 
Access control lists of 

files (cacls) 

call Call batch program (vall) 

cd 
Current directory in 

command line (cd) 

certreq 
Work with certificates 

(certreq) 

certutil 
Work with certificates 

(certutil) 

change 

Change Remote Desktop 

Session Host server 
settings (change) 

chcp 
Change code page 

(chcp) 

chdir 
Current directory in 

command line (cd) 



 

 

chglogon 
Logons on an rd session 

host server (chglogon) 

chgport 
List or change COM port 

mappings (chgport) 

chgusr 

Install mode for Remote 

Desktop Session Host 

server (chgusr) 

chkdsk 
Check file system 

(chkdsk) 

chkntfs 
Disk checking on start 

(chkntfs) 

choice 
Work with batch 

programs (choice) 

cipher 

Command line 

permanent deletion 
(cipher) 

clip 
Work with command 

output (clip) 

cls 
Clear command prompt 

window (cls) 

cmd Command line (cmd) 

cmdkey 
Manage user names and 

passwords (cmdkey) 

cmstp 

Delete connection 

manager service profile 

(cmstp) 

color 
Customize command 

prompt window (color) 

comp 
Files content comparison 

(comp) 

compact 
File compress utility 

(compact) 

convert 
Convert FAT, FAT32 to 

NTFS (convert) 

copy Copy files (copy) 

cprofile Clean profile (cprofile) 

cscript 
Run script in a 

command-line (cscript) 

date 
Manage system date 

(date) 

dcgpofix 
Operate with Group 

Policy Objects (dcgpofix) 

defrag 
Operate with files 

(defrag) 

del Delete files (del) 

dfsrmig 
Operate with SYSvol 

(dfsrmig) 

diantz 
Package files into a 

cabinet file (diantz) 

dir List content of path (dir) 

diskcomp 
Compare disks content 

(diskcomp) 

diskcopy 
Copy files in disk 

(diskcopy) 

diskperf 
Manage performance 

counters (diskperf) 



 

 

diskraid RAID disks management 

diskshadow 
Expose shadow copy 

service (diskshadow) 

dispdiag 
Operate with logs 

(dispdiag) 

dnscmd 
Operate DNS servers 

(dnscmd) 

doskey 
Operate with command 

line (doskey) 

driverquery 
Display drivers installed 

(driverquery) 

echo 
Operate with messages 

(echo) 

edit Edit files (edit) 

endlocal 
Restore environment 
variables (endlocal) 

erase Delete files (erase) 

eventcreate 
Custom event creation 

(eventcreate) 

eventquery 
Operate with logs 

(eventquery) 

eventtriggers 
Operate with events 

(eventtriggers) 

evntcmd 
Operate with events 

(evntcmd) 

exit 
Exit command line 

program (exit) 

expand 
Expand compressed files 

(expand) 

extract 

Operate with cabinet 

files, extract file 

(extract) 

fc 
Operate with files, 

compare files (fc) 

find 
Operate with files, 

search for string (find) 

findstr 

Operate with files, 

search for patterns 

(findstr) 

finger 
Operate with users, get 
user information (finger) 

flattemp 
Operate with folders 

(flattemp) 

fondue 
Enable Windows optional 

features (fondue) 

for Run command in file (for 

forfiles 

Operate with files, run 

command in file 

(forfiles) 

format 
Operate with disks, 

format disk (format) 

freedisk 

Operate with disks, 

check free space 

(freedisk) 

fsutil 
File allocation tasks 

(fsutil) 

ftype 
Operate with files, file 

types (ftype) 



 

 

fveupdate 
Upgrade Windows, 

metadata (fveupdate) 

getmac 
Get MAC address 

(getmac) 

gettype 

Operate with system 

environment variables 

(gettype) 

goto 
Operate with command 

line (goto) 

gpfixup 
Fix domain name 

(gpfixup) 

gpresult 

Operate with remote 

user-computer 

(gpresult) 

gpupdate 
Update Group Policy 

settings (gpupdate) 

graftabl 
Display extended 

character set (graftabl) 

help 
Help for system 

commands (help) 

helpctr 
Help and support center 

home page (helpctr) 

hostname 
Display hostname of 

computer (hostname) 

icacls 
Manage access control 

lists-DACLs (icacls) 

if 
Conditional in batch 

programs (if) 

inuse 
Replace files locked 

(inuse) 

ipconfig 
Display network 

configuration (ipconfig) 

ipxroute 
Display information of 

routing tables (ipxroute) 

irftp 
Send files over infrared 

(irftp) 

jetpack 
Compact WINS DHCP 

database (jetpack) 

klist 
Work with Kerberos 

tickets (klist) 

ksetup 
Work with Kerberos 

tickets (ksetup) 

ktmutil 
Kernel Transaction 

Manager utility (ktmutil) 

ktpass 
Configure server 

principal name (ktpass) 

label 
Manage name of disk 

(label) 

lodctr 
Manage counters and 

registry (lodctr) 

logman 
Mabage event session 

and logs (logman) 

logoff Log off user (logoff) 

lp lp 



 

 

lpq Display print queue (lpq) 

macfile 
Manage fils and 

directories in Mac 

(macfile) 

makecab 
Package files into a 

cabinet file (makecab) 

manage-bde 
Work with BitLocker 

(manage-bde) 

mapadmin 
Manage User Name 

Mapping (mapadmin) 

md Create directory (md) 

mkdir Create directory (mkdir) 

mklink Create link (mklink) 

mmc 
Start Microsoft 

Management Console 

(mmc) 

mode 
Display controllable 
attributes of console 

(mode) 

more 
Display screen output 

(more) 

mount 
Mount Network File 

System (NFS) (mount) 

mountvol 
Manage volume 

(mountvol) 

move 
Move files between 

directories (move) 

mqbkup 

Backs up MSMQ 

message files and 
registry settings 

(mqbkup) 

mqsvc 
Manage applications and 

queues (mqsvc) 

mqtgsvc 
Monitor queue of 

messages (mqtgsvc) 

msdt 

Work with command line 

and troubleshooting 

(msdt) 

msg 
Send message to user 

(msg) 

msiexec Install file (msiexec) 

msinfo32 
Open the System 
Information tool 

(msinfo32) 

mstsc 
Connect to Remote 

Desktop (mstsc) 

nbtstat 
Display NETBIOS 

statistics (nbtstat) 

net net 

netcfg Install WinPE (netcfg) 

netsh 
Manage network 

configuration (netsh) 

netstat 

Display active TCP 

connections and details 
(netstat) 



 

 

nfsadmin 
Manage Server for NFS 

(nfsadmin) 

nfsshare 
Control NFS shares 

(nfsshare) 

nfsstat 
Display NFS statistics 

(nfsstat) 

nlbmgr 
Configure Network Load 

Balancing (nlbmgr) 

nslookup 
Diagnose DNS 

(nslookup) 

ntbackup 
Backup, restore 

computer (ntbackup) 

ntcmdprompt 
Run cmd.exe 

(ntcmdprompt) 

ntfrsutl 

Work with NT File 

Replication Service 

(ntfrsutl) 

openfiles 
Work with opened files 

(openfiles) 

pagefileconfig 

Work with Virtual 

Memory settings 

(pagefileconfig) 

path 
Display current 

command path (path) 

pathping 
Network latency test 

(pathping) 

pause 
Suspend batch execution 

(pause) 

pbadmin 
Administer phone books 

(pbadmin) 

pentnt 
Manage floating point in 

Pentium chip (pentnt) 

perfmon 
Start Windows Reliability 

and Performance 

Monitor (perfmon) 

ping 
Verify IP connectivity 

(ping) 

pnpunattend 
Audir computer 

(pnpunattend) 

pnputil 
Manage the driver store 

(pnputil) 

popd 
Work with directories 

(popd) 

powershell 
Windows PowerShell 

(powershell) 

powershell_ise 

Windows PowerShell 

Integrated Scripting 

Environment 

(powershell_ise) 

print Send file to print (print) 

prncnfg 
Configure printer 

(prncnfg) 

prndrvr 
Manage printer drivers 

(prndrvr) 

prnjobs 
Manage print jobs 

(prnjobs) 

prnmngr 
Manage printers 

(prnmngr 

prnport 
Manage printer ports 

(prnport) 

prnqctl 
Work with printer 

(prnqctl) 



 

 

prompt 

Change Cmd.exe 

command prompt 

(prompt) 

pubprn Publich printer (pubprn) 

pushd 
Operations with 

dierctories (pushd) 

pushprinterconnections 
Read Deployed Printer 
Connection settings 

(pushprinterconnections) 

qappsrv 

List remote destop 

session host servers 

(qappsvr) 

qprocess 
Information of processes 

RDS (qprocess) 

query 
Information of processes 

RDS (query) 

quser 
Information of user 

sessions RDS (quser) 

qwinsta 
Remote desktop 

information (qwinsta) 

rcp 
Copy files between 

computers (rcp) 

rd Delete directoy (rd) 

rdpsign 
Sgn a Remote Desktop 

Protocol (rdpsign) 

recover 
Recover information in 

disk (recover) 

reg 
Operate with registry 

(reg) 

regini Modify registry (regini) 

regini.exe Modify registry (regini) 

regsvr32 
Register .dll files 

(regsvr32) 

regsvr32.exe 
Register .dll files 

(regsvr32) 

relog Extract logs (relog) 

relog.exe Extract logs (relog) 

rem 
Comment batch files 

(rem) 

rem.exe 
Comment batch files 

(rem) 

ren 
Rename file, directory 

(rename) 

ren.exe 
Rename file, directory 

(rename) 

rename 
Rename file, directory 

(rename) 

rename.exe 
Rename file, directory 

(rename) 

repair-bde 
Extract encryted data 

(repair-bde) 

repair-bde.exe 
Extract encryted data 

(repair-bde) 

replace Replace file (replace) 

replace.exe Replace file (replace) 



 

 

reset 
Reset Remote desktop 

session (reset) 

reset.exe 
Reset Remote desktop 

session (reset) 

rexec 
Run command on 
remote computer 

(rexec) 

rexec.exe 

Run command on 

remote computer 

(rexec) 

risetup risetup 

risetup.exe risetup 

rmdir Delete directoy (rmdir) 

rmdir.exe Delete directoy (rmdir) 

robocopy 
Copy file data 

(robocopy) 

robocopy.exe 
Copy file data 

(robocopy) 

route_ws2008 
Manage local IP routing 

table (route_ws2008) 

route_ws2008.exe 
Manage local IP routing 

table (route_ws2008) 

rpcinfo 
List programs in remote 

computer (rpcinfo) 

rpcinfo.exe 
List programs in remote 

computer (rpcinfo) 

rpcping 
RPC connectivity 

(rpcping) 

rpcping.exe 
RPC connectivity 

(rpcping) 

rsh 
Run command on 

remote computer (rsh) 

rsh.exe 
Run command on 

remote computer (rsh) 

rundll32 Load DLLs (rundll32) 

rundll32.exe Load DLLs (rundll32) 

rwinsta 
Delete remote desktop 

session (rwinsta) 

rwinsta.exe 
Delete remote desktop 

session (rwinsta) 

schtasks 
Schedule commands, 

programs (schtasks) 

schtasks.exe 
Schedule commands, 
programs (schtasks) 

scwcmd 
Security Configuration 
Wizard tool (scwcmd) 

scwcmd.exe 
Security Configuration 

Wizard tool (scwcmd) 

secedit 
Work with system 
security (secedit) 

secedit.exe 
Work with system 
security (secedit) 

serverceipoptin 
Participate in CEIP 

(serverceipoptin) 



 

 

serverceipoptin.exe 
Participate in CEIP 

(serverceipoptin) 

servermanagercmd 

Manage roles and 

features 

(servermanagercmd) 

servermanagercmd.exe 

Manage roles and 

features 

(servermanagercmd) 

setlocal 
Se local variables 

(setlocal) 

setlocal.exe 
Se local variables 

(setlocal) 

setx 
Manage environment 

variables (setx) 

setx.exe 
Manage environment 

variables (setx) 

sfc 
Work with protected 

system files (sfc) 

sfc.exe 
Work with protected 

system files (sfc) 

shadow 
Control remote session 

(shadow) 

shadow.exe 
Control remote session 

(shadow) 

shift 
Operate with batch files 

(shift) 

shift.exe 
Operate with batch files 

(shift) 

showmount 
Display mounted 

directories (showmount) 

showmount.exe 
Display mounted 

directories (showmount) 

shutdown 
Shutdown computer 

(shutdown) 

shutdown.exe 
Shutdown computer 

(shutdown) 

sort Work with data (sort) 

sort.exe Work with data (sort) 

start 
Start command prompt 

window (start) 

start.exe 
Start command prompt 

window (start) 

subst 
Associate path with 

drive letter (subst) 

subst.exe 
Associate path with 

drive letter (subst) 

sxstrace 
Diagnose side-by-side 

problems (sxstrace) 

sxstrace.exe 
Diagnose side-by-side 

problems (sxstrace) 

sysocmgr 
Install optional 

components (sysocmgr) 

sysocmgr.exe 
Install optional 

components (sysocmgr) 

systeminfo 
Display system 

information (systeminfo) 



 

 

systeminfo.exe 
Display system 

information (systeminfo) 

takeown 
Take ownership of file 

(takeown) 

takeown.exe 
Take ownership of file 

(takeown) 

tapicfg Configure TAPI (tapicfg) 

tapicfg.exe Configure TAPI (tapicfg) 

taskkill End task (taskkill) 

taskkill.exe End task (taskkill) 

tasklist 
Display running 

processes (tasklist) 

tasklist.exe 
Display running 

processes (tasklist) 

tcmsetup 
Sets up, disable TAPI 

client (tcmsetup) 

tcmsetup.exe 
Sets up, disable TAPI 

client (tcmsetup) 

telnet Telnet service (telnet) 

telnet.exe Telnet service (telnet) 

tftp Tansfer files (tftp) 

tftp.exe Tansfer files (tftp) 

time 
Display, set system time 

(time) 

time.exe 
Display, set system time 

(time) 

timeout 
Pause command 

processor (timeout) 

timeout.exe 
Pause command 

processor (timeout) 

title 
Set title for command 

window (title) 

title.exe 
Set title for command 

window (title) 

tlntadmn 
Administer computer 

(tlntadmn) 

tlntadmn.exe 
Administer computer 

(tlntadmn) 

tpmvscmgr 

Create, delete TPM 

virtual smart cards 

(tpmvscmgr) 

tpmvscmgr.exe 

Create, delete TPM 

virtual smart cards 

(tpmvscmgr) 

tracerpt 
Parse Event Trace Logs 

(tracerpt) 

tracerpt.exe 
Parse Event Trace Logs 

(tracerpt) 

tracert 
Path to destination 

(ICMP) (tracert) 

tracert.exe 
Path to destination 

(ICMP) (tracert) 



 

 

tree 
Display directoy 
structure (tree) 

tree.exe 
Display directoy 
structure (tree) 

tscon 
Remote desktop 

connection (tscon) 

tscon.exe 
Remote desktop 

connection (tscon) 

tsdiscon 

Disconnect remote 

desktop session 

(tsdiscon) 

tsdiscon.exe 

Disconnect remote 

desktop session 

(tsdiscon) 

tsecimp 
Import assignment 

information (tsecimp) 

tsecimp.exe 
Import assignment 

information (tsecimp) 

tskill 
End a process in remote 

desktop session (tskill) 

tskill.exe 
End a process in remote 

desktop session (tskill) 

tsprof 
Copy remote desktop 
configuration (tsprof) 

tsprof.exe 
Copy remote desktop 

configuration (tsprof) 

type 
Display content of file 

(type) 

type.exe 
Display content of file 

(type) 

typeperf 
Write performance data 

(typeperf) 

typeperf.exe 
Write performance data 

(typeperf) 

tzutil 
Windows time Zone 

Utility (tzutil) 

tzutil.exe 
Windows time Zone 

Utility (tzutil) 

unlodctr 
Remove information in 

registry (unlodctr) 

unlodctr.exe 
Remove information in 

registry (unlodctr) 

ver 
Operating system 

version number (ver) 

ver.exe 
Operating system 

version number (ver) 

verifier 
Driver verifier manager 

(verifier) 

verifier.exe 
Driver verifier manager 

(verifier) 

verify 
Verify files written in 

disk (verify) 

verify.exe 
Verify files written in 

disk (verify) 

vol 
Display disk information 

(vol) 



 

 

vol.exe 
Display disk information 

(vol) 

waitfor 
Wait for signal on 
system (waitfor) 

waitfor.exe 
Wait for signal on 

system (waitfor) 

wbadmin 
Backup and restore 

utility (wbadmin) 

wbadmin.exe 
Backup and restore 

utility (wbadmin) 

wdsutil 

Manage Windows 

Deployment Services 

server (wdsutil) 

wdsutil.exe 
Manage Windows 

Deployment Services 

server (wdsutil) 

wecutil 
Manage suscriptions to 

events (wecutil) 

wecutil.exe 
Manage suscriptions to 

events (wecutil) 

wevtutil 
Information of logs 

(wevutil) 

wevtutil.exe 
Information of logs 

(wevutil) 

where Locate files (where) 

where.exe Locate files (where) 

whoami 
User information 

(whoami) 

whoami.exe 
User information 

(whoami) 

winnt 
Installation or upgrade 

in Windows (winnt) 

winnt.exe 
Installation or upgrade 

in Windows (winnt) 

winnt32 
Installation or upgrade 

in Windows (winnt32) 

winnt32.exe 
Installation or upgrade 

in Windows (winnt32) 

winpop 
POP3 service 

administration tool 

(winpop) 

winpop.exe 

POP3 service 

administration tool 

(winpop) 

winrs 
Windows remote 

Management (wlbs) 

winrs.exe 
Windows remote 

Management (wlbs) 

wlbs 
Windows NT Load 

Balancing Service (wlbs) 

wlbs.exe 
Windows NT Load 

Balancing Service (wlbs) 

wmic WMI information (wmic) 

wmic.exe WMI information (wmic) 

wscript 
Windows Script Host 

(wscript) 

wscript.exe 
Windows Script Host 

(wscript) 



 

 

xcopy 
Copy files and 

directories (xcopy) 

xcopy.exe 
Copy files and 

directories (xcopy) 

  

  
Sysinternal Tools 

Name Executable file 

psexec psexec.exe 

accessenum accessenum.exe 

adexplorer adexplorer.exe 

adinsight adinsight.exe 

adrestore adrestore.exe 

autologon autologon.exe 

autoruns autoruns.exe 

bginfo bginfo.exe 

cacheset cacheset.exe 

clockres clockres.exe 

clockres contig.exe 

coreinfo coreinfo.exe 

ctrl2cap ctrl2cap.exe 

debugview debugview.exe 

disk2vhd disk2vhd.exe 

diskext diskext.exe 

diskmon diskmon.exe 

diskview diskview.exe 

efsdump efsdump.exe 

findlinks findlinks.exe 

handle handle.exe 

hex2dec hex2dec.exe 

junction junction.exe 

ldmdump ldmdump.exe 

listdlls listdlls.exe 

livekd livekd.exe 

loadorder loadorder.exe 

logonsessions logonsessions.exe 

portmon portmon.exe 

procdump procdump.exe 

process explorer procexp.exe 

pipelist pipelist.exe 

process monitor procmon.exe 



 

 

psfile psfile.exe 

psgetsid psgetsid.exe 

psinfo psinfo.exe 

psping psping.exe 

pskill pskill.exe 

psloggedon psloggedon.exe 

psloglist psloglist.exe 

pspasswd pspasswd.exe 

psservice psservice.exe 

psshutdown psshutdown.exe 

rammap rammap.exe 

pssuspend pssuspend.exe 

regdelnull regdelnull.exe 

regjump regjump.exe 

sdelete sdelete.exe 

shareenum shareenum.exe 

pslist pslist.exe,pslist 

shellrunas shellrunas.exe 

sigcheck sigcheck.exe 

streams streams.exe 

strings strings.exe 

sysmon sysmon.exe 

tcpview tcpview.exe 

whois whois.exe 

winobj winobj.exe 

zoomit zoomit.exe 

registry usage ru.exe 

desktops desktops.exe 

 

 

 

 

 



 

 

 

 


