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Symbols used in this documentation:

@ Note. Clarification and additional information.

ﬂ Important. Highlights the importance of a concept.

1 Tip. Ideas to help you get the most from your program.

E‘ Reference. Other references with more information of interest.
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1 Introduction

Below is an outline of the necessary steps to be taken in order to set up DNAT correctly in
Panda GateDefender Integra and to be able to publish internal services via Internet.

Throughout this explanation, the following network will be used as a reference point:

192.168.2.0/24

192.168.1.0/24

In this simulated set-up, Panda GateDefender Integra has been installed on the perimeter of the
network in order to carry out corporate firewall functions (any other module could also be
enabled along with the Firewall module).

Within this context, Integra has been configured with 3 interfaces: EthO for the WAN zone, Eth1
for the LAN, and Eth2 for the DMZ.

Corporate servers have been located in the DMZ.

The diagram shows how the Eth0 interface has been given a public IP address. Normally,
in the most common real set-ups, the WAN interface is given a private IP address, with
an additional device providing it with WAN services - for example, an ADSL router, a
cable modem, etc. - which has a public IP address (either dynamic or static). This device
normally translates the Integra WAN private address to an Internet valid public address,
through NAT.

We have used this version in order to simplify the procedure and make it more intuitive.

Here it is assumed that Integra has already been configured with SNAT rules, and that
both the LAN and the DMZ are therefore transparent beyond the Integra’s WAN interface,
the IP address of which is the only network “representative” which protects Panda
GateDefender Integra.

In other words, the only way of reaching both Integra and its internal networks (LAN and
DMZ in this case) is via the public IP address that has been assigned to the device.
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As the internal networks are "hidden", in order to be able to reach the DMZ servers in the event
that the user wishes to publish their services, the user will need to set up an advanced
configuration, adding DNAT rules, a technique which is also known as Port Forwarding.

What follows is a number of different scenarios, with explanations as to how the necessary
configurations can be set up in order to publish the services offered by the DMZ servers.
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2 Procedure

2.1 Example 1

As it can be seen in the following scenario, the DMZ web server is offering services in port
8080:

WEB
smTp Proxy  prp  (8080)
2 3 Fi

Dest.lp:Dest. Port
~ . 1921682 58080
-.\-.__

Dest |p-Dest port
6214249658080

192.168.2.0/24

192.168.1.0/24

In order to be able to access this hidden service from the Internet through Integra's firewall,
static mapping can be carried out in such a way as to allow the traffic that reaches Integra's
WAN port via port 8080 to be redirected to the internal WEB server at the same port.

With this set up, requests to Integra’s public IP address via port 8080 pass though Integra,
which then replaces the target IP address with the private IP address of the DMZ web server.

In order to do this, it is necessary to add a DNAT rule to the firewall.
Follow the steps below according to the defined scenario:

1. Network definitions are entered which might be useful when configuring rules.
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IP addresses @ Help

Addresses
Mame Addresses
Public IP 62.14.249.65
HTTPserver 192.168.2.5
Export Irmport Add Maodify
Groups
Mame Addresses
LAM 192.168.1.0f 24
DMZ 192.168.2.0) 24
Export | Irmport ‘ Add ‘ Maodify |

In this case, the range of LAN and DMZ networks are defined as well as the public IP
address assigned to the WAN interface.

Note: This step is not obligatory - addresses can be entered without having defined
ranges first, although in the event that there are a large number of rules to be entered,
pre-defining them significantly simplifies the task.

2. The service which is to be mapped is first defined. In this case it is not necessary to
enter a new service as there is already an HTTP service in port 8080 in the predefined
default services:

Services
Mame Details
GRE P47 |
Gnutella TCP |1 6346
H323 TCP (1720, 1503 ; UDP | 1719 r
HTTFP TCP /80

{ HTTP_COMMON TCP [ : 8000, 8001, 5030
HTTPS TCP [ 443
ICMP ICMP s 0-0 LI
* view al i only predefined 7 wiew only own

3. A DNAT rule
8080:

A DNAT actio

Add Madify |

is then added which maps HTTP traffic to the internal web server via port

n is then selected, thus creating a DNAT rule:
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Ackion: | DHAT ;l

A name is assigned to the rule, and the characteristics of the traffic which will be
affected by this rule are then defined:

Filter rule

Mame: |zog0-8020

Source: @ Intetface/Zone |Any =l O address [any ~1

Target: " Interface/Zone |ﬁm',' =l & address |F'ub|i-:IP = kt:;““
Intetface settings Address settings

Service: | HTTP_COMMON ;l Service sektings

e The rule is applied to traffic coming from any source, as the source of requests
from the Internet is not known.

e The IP address of the interface receiving this traffic should be selected as the
target, in this example, the web interface to which a public IP address has been
assigned.

e The service to which the rule is to be applied in our example is
HTTP_COMMON, predefined by default, and which includes HTTP traffic via
port 8080.

4. The parameters of the final target of the static mapping are then defined:

i Keep original address

% NAT target address |HTTF‘server =] kl::;“:' fddress settings

[T Target port |

In the NAT target address field, the target server for the HTTP request should be
entered. In this case, we can use the definition which has been entered for the DMZ
web server, instead of directly entering the IP address.

If you select Keep source address, the target header will not change. This option can
be used in special circumstances.

The Target Port option in this case is not necessary as it is not going to change.

5. The other optional parameters dealing with data logging, rule schedule, etc. can now be
defined.

Once all parameters have been defined, the rule will appear as shown here:
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Filter rule

Mame: |gog0-g080

Source: % Interface/Zone |Any =) address [any =]

Target: " Interface/Zone |Any =l & address | Public 1P - '4:;":'
Inkerface settings fddress settings

Service: | HTTP_C oMM ;l Service settings

Action: |DhHaT =]

" Keep original address

% MAT target address |HTTF'ser'-.:'er -] '\l:;“f' Address settings

C Target part |

Pricirity: I 2 - I

[T scheduls: | ;I Schedule settings

¥ create log

Comment {max. 255 charackers)

=

|-

Once the DNAT rule has been entered, it is necessary to ensure that the traffic to be
redirected is not blocked by the firewall's filter rules.

In this case, the default rules block HTTP traffic via port 8080, making it necessary to
enter a rule which will allow such traffic:

In order to do this, a new filter rule must be set up as shown here:

Filter rule

Mame: fallow 2080

Source: * Interface/Zone |Any =) address [any =

Target: ' Interface/Zone |~ny =l & address | Public 1P - '4:':'
Inkerface settings fddress settings

Service: | HTTP_COMMON ;l Service settings

Action: | Allaw =]

Pricrity: I 1 - I

This rule allows incoming traffic from any source to pass to the public IP address
assigned to the web interface and whose target ports are included in the service defined
as HTTP_common, including port 8080.
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These filter rules, along with the defined DNAT rule, will redirect traffic that reaches
Integra via the WAN interface to port 8080 on the DMZ web server.

Filtering rules

Active Mame Source Target Schedule Service  Action
(@ sosoaoso Al PublicIP None HTTP_C... DNAT | =
(¥  Allow 8080 al Public TP Mone HTTP_C... Alow )

¥  PING all all Miore ICMP Al

v TELMETegress Al Wi\ Mone Telnet Allo

¥  FTPegress all W Miore FTP Al

v HTTPegress all Wi\ Mone HTTF Allo

¥ HTTPSeqgress Al P | Mone HTTPS Allowy

¥ SMTPeqress all WA Mone SMTR Allaw

[¥  DMSegress all W More CMS Al

¥ POP3eqress all WA Mone POP3 Allaw

¥ IMAPegress all P | Mone IMAP Allowy

¥ EqgressProh... &l WA Mone All Dery .

W DEMY Al Al Mane all Dery x|

2.2 Example 2

In this example, you should proceed as in Example 1, with the only difference being that in this
case, the web server offers its services via port 80, although publicly it continues to offer them
via 8080. In this case, in addition to changing the target IP address, the target port will also
have to be changed from 8080 to 80.
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Dest. lp:Dest Post
192.168.2.5:80
Dest lp:Dest port

B2.14 249 65:8080

In order to do this, it is necessary to add a DNAT rule to the firewall.

Follow the steps below according to the defined scenario:

1. The same network and service definitions as in Example 1 are entered.
A DNAT rule is then added which maps HTTP traffic to the internal web server via port
8080::

A DNAT action is then selected, thus creating a DNAT rule:

Action: | CHAT ;l

A name is given to the rule, and the characteristics of the traffic which will be affected by
this rule are then defined:

Filter rule

Mame: |zog0-8020

Source: @ Intetface/Zone |Any =l O address [any ~1

Target: " Interface/Zone Iﬁm-,- ;I £ Address |F'ub|i-:IP ;l @:
Intetface settings Address settings

Service: | HTTP_COMMON ;l Service sektings

e The rule is applied to traffic coming from any source, as the source of requests
from the Internet is not known.

e The IP address of the interface receiving this traffic should be selected as the
target- in this example, the web interface to which a public IP address has been
assigned.
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e The service to which the rule is to be applied in our example is
HTTP_COMMON, predefined by default, and which includes HTTP traffic via
port 8080.

3. The parameters of the final target of the static mapping are then defined:

Action: | DHAT =]

" Keep original address

¥ NAT target address IHTTF'server ;I kt:;“ﬂ
[ v Target pork IEIII ]
P

In this example, as the target port needs to be changed, you have to check the
corresponding checkbox and enter the real target port that the server is listening on, in this
case, port 80.

4. The other optional parameters dealing with data logging, rule schedule, etc. can now be
defined.

Once all parameters have been defined, the rule will appear as shown here:

Filter rule

Mame: |2os0-20

Source: % Interface/Zone |An',' ;l " address IAnl,- ;l

Target: " Interface/Zone |Any =l @& pddress [Public 1P I
Inkerface settings fddress settings

Service: |HTTR_COMMON = Service settings

Action: |DNAT ;l

" Keep original address

¥ NAT target address IHTTF‘server =] Q;"“ fddress settings

W Target port fao

Pricrity: I 2 - I

[T schedule: | | Schedule settings

¥ Create log

As in the previous example, filter rules should not block the incoming traffic which needs to
be redirected.

In order to do this, a new filter rule must be set up, as shown here:
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Filter rule

Mame: fallow 2080

Source: * Interface/Zone |Any =) address [any =

Target: 7 Interface/Zone |ﬁm? =l & address IPuinc P - \.‘,J
Intetface settings Address settings

Service: | HTTP_COMMON ;l Service settings

Action: | Allaw =]

Pricrity: I 1 - I

This rule allows incoming traffic from any source to pass to the public IP address assigned
to the web interface and whose target ports are included in the service defined as
HTTP_common, including port 8080.

These filtering rules, along with the defined DNAT rule, will redirect traffic that reaches
Integra through port 8080 via the WAN interface to port 80 on the DMZ web server.

Filtering rules

Active Mame Source Target Schedule Seryice  Action
(@  &0s0-80 Al Public IP Nore HTTP_C... DNAT) &
[IF alowanso Al Public TP Nore HTTP ... Alluwj
¥  PING all all Miore ICMP Al
v TELMETegress Al P | Mone Telnet Allo
¥  FTPeqgress all WM Miore FTP Al
v HTTPegress all P | Mone HTTF Allo
[¥  HTTPSegress Al WAN Mone HTTPS Allows
v SMTPegress all P | Mone SMTR Allo
[¥  DMSegress all WM Miore CMNS Al
v POP3egress all P | Mone POP3 Allo
¥  IMAPeqress All WAN Mone IMap Allows
v EgressProh... Al P | Mone All Dery .
¥  DEMY Al Al Mane all Dery x|
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3 Most Common Problems

One of the most common problems that arises when configuring DNAT is the blocking of DNAT
traffic due to the firewall's own filtering rules. In addition to establishing DNAT rules, therefore, it
will also be necessary to ensure that the firewall rules allow this sort of traffic to pass
unhindered.

Another typical problem you might encounter is the incorrect definition of the parameters which
define the traffic to which the DNAT rule is to be applied. In this case, you need to ensure that
the target IP field refers to the interface to which incoming traffic is to be redirected. In the
previous examples, this would be the Integra public IP address refering to the eth0 interface.

Filter rule

Mame: |aoso-g080

Source; * Interface/Zone |Anv ;l " address I.ﬂ-.n',' ;l

Target: ' Intetface/Zone |Any =l @ pddress [Public 1P = &
Interface settings Address settings

Service: |HTTR_coMMON =1 Service settings
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