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1. SUMMARY.

The present document compiles the analysis of a ransomware from the Crysis/Dharma family. This
ransomware is an evolution of this family, and has been circulating “in the wild” since the end of August.
It is an extremely dangerous ransomware, since it encrypts all files located on the local drives as well
as shared network directories. It also deletes all Shadow Copies so that the user cannot restore them.

2. INFORMATION ON THE SAMPLE.

MDS5 | 6¢8f32b51f3dbdfOeal32dfef7233d32

Size | 338432 bytes

Internal Date | 28/10/2017 14:08:00
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3. CHARACTERISTICS.

The sample is encrypted and protected by a “packer” that is used to package other malware samples.
In order to analyze it, every last layer must be extracted.

Once the final layer is reached, we find a reference to the filename “payload.exe”.

Over the course of the analysis, we discovered that “payload.exe” has most of its chains encrypted. It
resolves system calls dynamically.

3.1 Primary actions of the malicious code.

 After executing, it proceeds to resolve the APIs that it will use, so initially no suspicious data import is
seen:

{MODULE _ cdecl sub 4865EB{CHAR =a1)
HHMODULE result; /7 eaxi@1
const CHAR =lpLibFileName; // [esp+B8h] [ebp-Ch]E1
LPCSTR 1pLibFileNamea; // [esp+Bh] [ebp-Ch]@6
int vw4; // [esp+4h] [ebp-8h]@E1
HMODULE hModule; /7 [esp+8h] [ebp-4h]@3

result = (HMODULE)a1;
lpLibFileMName = ai;

vl = 8;
while { =lplLibFileMame })
{

result = LoadLibraryA{lpLibFileName);
hModule = result;
if { 'result )

break;
while { =*lplLibFileName )
++1pLibFileName;
for { lpLibFileNamea = lpLibFileName + 1; ; ++lpLibFileNamea )

{
result = (HHODULE)*lpLibFileNamea;
if ( t*=1pLibFileNamea )
break;
*(&off_L4186B8 + vkh++) = GetProcAddress{hiodule, 1pLibFileNamea};
while { =lplLibFileMamea )}
++]1pLibFileHamea;

e
while { *1lplLibFileHamea )
result = (HMODULE)(lpLibFileNamea++ + 1);
lpLibFileHame = 1lpLibFileHamea + 1;
h
return result;
b
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» It then checks the existence of the mutex called “Global\syncronize_ XXXXXXX". If the mutex does not

exist, it takes no action and we get:

ERLIUUAUEITS O LA 15 duu Enp, 180
ext:004081F6 85 CO test eax, eax

ext:004081F8 7E 29 jle short loc_408223

ext:004081FA 8B 45 F8 moy eax, [ebp+lpName] ; <Global\syncronize_7548200>
ext:004881FD 50 push eax s lpHame

ext:B04681FE 6A 68 push a ; bInheritHandle

ext:00408200 68 00 00 10 G0 push 180088h ; duDesiredAccess

ext:00408265 E® 36 E6 FF FF call OpenMutexy

ext:0040820A 89 45 EO mou [ebp+var_ 28], eax

ext:0046826D 83 7D EA 68 cmp [ebp+var_26], @

ext:00408211 75 10 jnz short loc_408223

ext:00488213 8B 4D F8 mov ecx, [ebp+lpHame]

ext:00408216 51 push ecx ; lpHame

ext:00488217 6n 08 push [}] ; bInitialOuwner

ext: 00408219 6A 00 push a ; lpHutexnattributes
ext:00408821B E& 58 E5 FF FF call CreateMutexW

ext:064088228 89 45 EB mou [ebp+var_28], eax

+ It decrypts its own code in a list of extensions:

call DecodeaToNewBuf Fer1

add esp, 16h

mou [ebp+1pString], eax ; <doc{.doc;.docx;.pdf;.x1s;.x1sx;.ppt;larc{.zip;.rar;.bz2;.7z;)dbf({.dbf;)1c8{.1cd;)jpg{.jpg;)>
mou ecx, [ebp+1pString]

« It looks for running services and a few programs, and if it finds them it stops them and kills associated

processes:
call DecodeaToNewBuf Fer1
add esp, 16h
novw [ebp+1pString], eax ; 1c8.exe;1cv77.exe;outlook.exe;postgres.exe;nysqld-nt.exe;nysqld.exe;sqlservr.exe;>
push 2
push 88h
push offset unk_4BEO8D
push offset unk_4179BC
call DecodeaToHewBuf Fer1
add esp, 16h
nou [ebp+var_4], eax ; <FirebirdBuardianDefaultInstance;FirebirdServerDefaultInstance;sqluriter;mssqlserver;sqlserveradhelper;>,8

+ It creates persistence in the record and in the Start folder:

text:804079ChH E8 77 98 FF FF call AppendText
text:804079C9 83 Ch 18 add esp, 18h

text:004879CC 85 CO test eax, eax

text:084079CE 7E 3C jle short loc_487A0C
text:0B4B79DA 68 FF 7F 00 08 push 7FFFh

text:BB4079D5 8B 45 EB mou eax, [ebp+var_18]
text:0B4E79D8 50 push eax 5 %uwindir¥\Systen3d2\payload.exe_
text:004079D09 E8 72 F9 FF FF call Sub_407358
text:004079DE 83 C4 BB add esp, 8

btext:0A4A79E1 85 CO test eax, eax

text:0B04079E3 FE 27 jle short loc_4B7ABC
text:004079ES 8B 4D EB mov ecx, [ebp+var_18]
text:004079E8 51 push ecx

text:004079E9 8B 55 EN4 moy edx, [ebp+var_1C]
text:BB4079EC 52 push edx

text:B804079ED E8 1E FD FF FF call Creafrchivo |
text:804079F2 83 Ch4 0B add esp, 8

text:004079F5 85 CO test eax, eax

text:004079F7 74 13 iz short loc_487A06C
text:BO4079F9 8B 45 E8 mou eax, [ebpruar_18]
text:BB4079FC 50 push eax

text:BB4079FD BB 4D F@ mau ecx, [ebpruvar_18]
text:884087a88 51 push ecx

text:00407a01 E8 DA FE FF FF call GeneraPersistenciaRegistro ; Software\Micresoft\Windows\CurrentUersion\Run
brmt.AALATARE 08 AL Ao —an O

text:A0LO7ABF 83 C4 18 add esp, 18h |
text:080407A92 B85 CO test eax, eax

text:o0uO7A9Y 7E 32 jle Short loc_LO7AC8
text:00407A%96 68 FF 7F 00 06 push 7FFFh

text:06407A9B 8B 4D EB mov ecx, [ebp+var_18]
text:004LB7A9E 51 push ecx s <%sh(Startup)Z\payload.exe_
text:00LO7AOF E8 AC F8 FF FF call sub_4087358
text:a0407AAL B3 C4 BB add esp, 8

text:080467nA7 85 CO test eax, eax

text:00LO7ARY 74 1D jz short loc_LB7AC8
text:0084B7AAB 8B 55 E8 nov edx, [ebp+var_18]
text:AB8407AAE 52 push edx

text:00407AAF BB 45 E4 mow eax, [ebprvar_1C]
text:06467AB2 506 push eax

text:008487AB3 E8 58 FC FF FF call CreaArchive
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« It eliminates Shadow Copies using the following command that runs via the “cmd.exe” associated to a
named pipe, making it so that it does not need to generate .bat files:

text:004BA808A E8 41 72 FF FF call DecodeaToNewBuffer1

text:004BABOF 83 Chk 10 add esp, 10h

text:0040A812 89 45 90 nov [ebp+1pBuffer], eax ; mode con cp select=1251',8Rh
text:0040A812 ; ussadmin delete shadows /fall /fquiet',®Ah
text: 00400812 ; Exit',0nh,0

if ( CreatePipe(&hReadPipe, &hFile, &PipeAttributes, @) )

if { CreatePipe(&vi4, &hWritePipe, &Pipenttributes, 8) )
{
SetHandleInformation{hfile, 1u, 8);
SetHandleInformation{uii, 1u, B);
StartupInfo.cb = 68;
StartupInfo.dwFlags = 257;
StartupInfo.hStdInput = hReadPipe;
StartupInfo.hStddutput = hWritePipe;
StartupInfo._hStdError = hiritePipe;
StartupInfo.wShowWindow = 8;
if ( CreateProcessW(lpapplicationMdame, @, 6, @, 1, 8, 8, 8, &StartupInfo, (LPPROCESS_INFORMATIOM)&hODject) )
{
vl = 1strlen{lpBuffer);
WriteFile{hFile, 1lpBuffer, v@, &HumberOfBytesWritten, 8);
CloseHandle_B(hObject);
CloseHandle_8{vi13);:
H
H
H

+ It then initiates various threads looking for the abovementioned processes. It kills these threads in
case they activate while the ransomware is performing its encryption.
_DWORD *u3; /7 eax@1

CreateThread(®, @, ThreadBusca¥YMataProceso, 0, 0, 0);
vd = (_DWORD =)AlojaMemoria(12);

v3[2] = a3;

v3[1] = a2;

*3 = al;

return CreateThread(8, 8, ThreadEjecuta, v3, @, 8);

H

« Finally, it initiates threads to create a list of encrypted files:

{
_DWORD =v2; // eaz@1

v2 = { DWORD =)AlojaMemoria(8});

=2 = al;
v2[1] = az;
return CreateThread(®, 0, ThreadGetLogicalDrives, v2, 8, 0);

¥

« Within this thread, we find code related to the list of resources located on the network:

num = 8;
sBuffer = (struct _NETRESOURCEW *)AlojaMemoria(4096);
1ffersize = B;
Jount = @;
F { *lpMetResource && ?WHetOpenEnumW(3u, 1u, @, @, &hEnum) )
Buffersize = 4896;
for { cCount = 128; ftWNetEnumResourceW{hEnum, &cCount, 1pBuffer, &BufferSize); cCount = 128 )
{
fFor { i = 8; 1 < cCount; ++1i )
if { lpBuffer[i].duType == 1)
{
vl = 1strlenW{1lpString);
if { sub_466D5@8(1pBuffer[i].1pRemoteMame, 1pString, v4) )
sub_4893B8(1pBuffer[i].1pRemoteName, a3, @, a4):
sub_4893BB(1lpBuffer[i].lpRemoteName, a3, 1, a4);

¥
if ( 1pBuffer[i].duUsage & 2 )
EnumeraWMNET (&1pBuffer[i], lpString, a3, au);

H

BufferSize = 4896;
H
UNetCloseEnum{hEnum} ;

asult = WNetOpenEnumW{2u, 1u, 8, lpHetResource, E&hEnum};
F f *racult 3

This indicates that the ransomware encrypts files in network drives. If there is any open access shared
file, it will be fully encrypted.
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4. PROPAGATION MECHANISM

No mechanism has been detected allowing the propagation of this harmful code to other devices; it
does not exploit vulnerabilities in remote systems or attack the credentials of other devices/services.

The malware behaves basically like a “Trojan-ransomware”, meaning human intervention is necessary
for the activation of its malicious code (manual execution).

S. INITIAL INFECTION VECTOR

Thanks to the shared intelligence systems of Panda Security, it has been determined that the initial
infection vector for distributing this type of malware is usually the RPD (Remote Desktop Protocol).

In such cases, the attackers, using specially prepared tools, violate the device’s Internet-facing
credentials to access systems and execute code (in this case, ransomware).

The attacks, therefore, are carried out manually, and the computer/network is considered to have been
“hacked”.

6. COMMAND AND CONTROL SERVERS

In this case, no malware communicating autonomously with the command and control server has been
detected.
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7. RECOVERING FILES

In this case, the authors of this malware chose to provide the user with two email addresses to
contact if they wish to recover their encrypted files.

(&

All your files have been encrypted!

all b e

o with your PC. 1f you them, th
Write this 1D in the Utle of your message SCIACESS

e 24 howrs wrile us to o En

You have to pay for decrypton i Btcons. The prioe depends on how fisst you wite to us. After psyment we vl send you the decrypton tool that vl decryot ol your fes.
Free decryption as quarantee

Before payrg you can send us up 19 5 fles for free decryption. The total sie of fles must be less than 10Mb (non archived), and s shoukd not conta vakusble iformation. (database, backiups, lrge excel sheets, etc.)

v 10 obtain Bitcoins
Thee easest way t2 buy btcens & Lacalitcons ste. You have ta regeter, ek Buy bteard’, and select the seler by payment methed and pree,
s focabtcons. comibuy. btcen
s you can find other places to buy Bezons sesd begroers guds here:

Attentiont

= D ot rename encrypred fes,

+ D ot ry 1o Gecrypt your data usig thed party software, & may Cause pesmanerd. data bss.

+ Decrypton of your fles wih the heb of thed parties may cuse increased prce (they 54 ther fes to our) or you can become a vitim of 8 scam.

TAs shown in the screenshot, the user can send up to 5 files (maximum 10 MB) to be decrypted at no
cost. The following code must be indicated in the email subject:

Write this ID in the title of your message SC7ACE48

It does refer to the bitcoin cryptocurrency as the means of payment, but does not specify the amount,
nor the address (wallet) to which the transfer should be made.

It is understood that once the payment is made, the user will receive a tool to decrypt the files.

Because the information is available from users who have already paid, instead of sending the tool the
cybercriminals ask for more money, so paying is risky.
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8. PERSISTENCE IN THE SYSTEM

The persistence of the malware is achieved via registration key, as we can see in the following

screenshot:
text:B04079CH EB 77 98 FF FF call AppendText
text:004079C9 B3 C4 18 add esp, 18h
text:0OXO7ICE B85 CO test eax, eax
text :AO4ATICE 7E 3C jle short loc_4@7A0C
text:0B4A79DQ 68 FF 7F 0@ @8 push 7FFFh
text:@BB487905 BE M5 ES nou eax, [ebp+uar_18]
text:BOMB79D8 50 push eax 3 twindirf\System32\payload.exe_
text:OB4B79D9 EB 72 F? FF FF call sub_L4B87358
text:0O4O7YDE 83 C4 08 add esp, 8§
text :AB4A7IET1 B85 CO test Bax, eax
text:00B4B79E3 FE 27 jle short loc_4B7AGC
text:BB4B79ES BE uD EB noy ecx, [ebpruar_18]
text:004079E8 51 push ecx
text:OD4O79ED BB 55 E4 nou edx, [ebp+var_1C]
text:BD4O79EC 52 push edx
text :@B4079ED EB 1E FD FF FF call Creafrchivo |
text:004B79F2 B3 Ch 08 add esp, 8
text:BB4B79F5 B5 CO test eax, eax
text:0BNO79F7 74 12 jz short loc_4B7AROC
text:OD4O79F9 BB 45 EB mou eax, [ebp+var_18]
text:BD4A79FC 50 push eax
text:@04A79FD BB 4D FO nou ecx, [ebprvar_18]
text:00487A00 51 push ecx
text:B0407AB1 E8 BA FE FF FF call GeneraPersistenciaRegistro ; Software\Microsoft\Windows\CurrentUersion\Run

9. FILE ENCRYPTION
We were able to verify that the file encryption is symmetric, and the algorithm used is AES.

Here we can see the list of file extensions that the attackers are interested in:

call DecodeaToNewBuffer1

add esp, 16h

now [ebp+1pString], eax ; <doc(.doc;.docX;.pdf;.xls;.x1sx;.ppt;)arc{.zip;.rar;.bz2;.72;)dbf(.dbf;)1c8{.1cd;)jpal.jpg;)>
nov ecx, [ebp+1pString]

UnOnce the file encryption thread is initiated, it runs through each and every folder in the system and
encrypts all files with the indicated extensions.

It also proceeds to create a list of network folders accessible to perform this same encryption.
The encrypted files are renamed thus:

<Original_name>.id-5C7ACE48.[sabantui@tutanota.com].arena

In each folder where files have been encrypted, a file named “FILES ENCRYPTEDtxt” with the following
content will be created:

“all your data has been locked us You want to return?
write email sabantui@tutanota.com or udacha@cock.li”
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10RECOMMENDATIONS
+ Install Adaptive Defense on all network devices and servers. It is advisable to have the Lock Mode
activated.
+ Upgrade systems and applications to their latest versions to avoid exploitation of vulnerabilities.
» Change systems and administrator passwords to make them more robust.
» Control RDP access on devices that have this option activated.
 Perform general hardening of patches and improve security policies.

« Fortify access from secondary networks.
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