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1. Executive Summary

The present document gathers analysis of a new variant of harmful code called
“Dridex”, specifically the fourth version.

Dridex is a banking Trojan famous for its sophistication and its ability to go undetected
on the devices it infects. These devices, once infected, are incorporated onto a modular
botnet, at which point malicious characteristics, whether external or their own, can be
freely added to them, via modules or libraries.

The first version appeared toward the end of 2014. At the beginning of 2015, a new,
important update was launched, giving way to a second version. When looking at the
earlier versions of Dridex, the most stable and resistant of them was the third, which was
launched in April 2015 and was used in well-known cyberattacks up unfil the fourth
version, the latest known version and subject of this report, which was found in February
of 2017.

No new major updates for Dridex had been found since the dismantlement of
important components of the botnet, carried out by government agencies in 2015. [1]

This new variant of the banking Trojan incorporates new functionalities. One of these
is called AtomBombing, a functionality whose aim is to inject code without calling
suspicious APIs to avoid being detected by monitoring systems. It incorporates the DLL
hijacking fechnique to achieve persistence. Finally, various cryptographic methods were
optimized and used to obtain the configuration. [2]

2. CHARACTERISTICS OF THE TROJAN

The following are some static properties of the analysed file.

The hash of the Trojan:

MD5 001fcf145290c920458836f7cec03896

SHA256 a6db7759c737cbfé3356d77d43110044ec049e8d4cbf7fa?bd4087fa7e415¢c7

The internal date of creation of the analyzed sample is May 16, 2017. The file in
question was compiled to be executed in 64 bit environments and, at the same time,
simulate the legitimate dil of Microsoft.

Informacion de propiedades
Commerts: | | Language |\ng\es—Estadns Unidos |
ComparyName: |Mlnmsnﬂ Corporation | LegalCapyright: |Cnpynght@ 1385-2002 Microsoft Corporation. All rights reserved. Portions anngh1|
FileDescription: | Disk Management DCOM interface Stub | OnginalFiename: [dmintf di [/ ]
FileVersion |G.1 .7600.16385 | ProductName: |Micmsaﬂ® Windows® Operating System |
IntemalName: ~[dmirtf.di |@®  ProductVersion: [6.1.7600.16385 |

Figure 1. File properties
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Additionally, it is encrypted with a distinctive algorithm to avoid detection by

antiviruses.

It has been observed that the executable has a fairly high number of sections,
11 in total, as we can see in Figure 2:

property

name

virtual-size
virtual-address
raw-size

raw-data
PointerToRelocations
PointerToLinenumbers
NumberOfRelocations
NumberOfLinenumbers
mds

cave

entropy

entry-point
obfuscated
blacklisted

readable

writable

executable

shareable

discardable

cachable

pageable
initialized-data

uninitialized-data

value value

text .code

0x0DODDSEE (1510)  CxOBODTAFC (6908)
0x00001000 0x00002000
0x00001000 (4098)  (x00002000 (8192)
000001000 0x00002000
000000000 000000000
000000000 000000000
000000000 000000000
0x00000000 0x00000000

A307CFABD21EES... 80AG6T26FBEOEAD...

0x0DOODATA (2586)  (x000DD504 (1284)

3139
x

5116

value value value value
sbss rdate data pdate
Ox0DD00GST (1623)  0<0001DDCE (122315)  0:00002FER (12130)  x00DDOSFA (1530)
0x00004000 (x00005000 (x00023000 0x00026000
0X00001000 (4096)  0x0001EDDO (122880)  0x00003000 (12288)  (x00DD1000 (4096)
0x00004000 0x00005000 0x00023000 0x00026000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 0x00000000 0x00000000
0x00000000 0x00000000 (x000D0000 0x00000000
A30BB2TF41BAF... 258505205FOCSEFBE.. BIAFOO0CTDCBAT. 3843DAGEI28342..
OXD0D00OAD (2473)  0x00000235 (565) OXDODOOOSE (156)  DKODDDDADS (2366)
203 7884 2699 0543

x x x x

- - x

X . .

x x x x

x x x x

value

DATA

0x00026B3F (158527)
0x00027000
0x00027000 (159744)
000027000
000000000
000000000
000000000
0x00000000
D32A19B02FCFIBS...
0x000004C1 (1217)
7.79

value

)

0x0001C16E (113054)
0x0004E000
0x0001D000 (118784)
(xDDD4E000
0x0DD000DD
0x0DD000DD
0xDDDOC0DD
0x00000000
ABF31BI7F58FAITE...
0x00000E92 (3730)
7783

value

asrc

0x000004C8 (1224)
0x00068000
0x00001000 (4096)
(00068000
0x0DD000DD
0x0DD000DD
0xDDD000DD
0x00000000
JECCO4FDE3DAC..
0x00000B38 (2872)
1.307

value

wreloc

0x0000036C (1388)
0x0006C000
000001000 (4096)
0x0006C000
000000000
000000000
000000000
0x00000000
CB1AE24217F340...
0x00000A94 (2708)
0813

value
Jwgred

(XOODODAET (2791)
(x0006D000

000001000 (4096)
000060000

0x00000000

0x00000000

0x00000000

0x00000000
620F0BGTAQ1FTFTAISIE...
0X00D00S19 (1305)

0.000

Figure 2. Static information of the analyzed binary

In the DATA section, we can observe that the entropy is at 7.799, and is a fairly
large in size. It is in this section that the highly encrypted and packaged binary (which,
once decrypted, becomes the real malicious code) can be found.

In the first decrypted layer, the executable stores memory in the process, then
copies the code and, finally, summons it and runs it, as we see in Figure 3:

call
mou
mou
call
mou
mou
mou
mou
lea
mou
mou
call
mou
call

AddressDOSHeader
[rep+1CBh+var C8], rax
FCxX, Fax
AddressPEHeader

r8d, [rax+58h]

eax, rid
[Fsp+1CBh+var CH], rax
rdx, [rsp+iC&h+var 18]
rax, [rsp+1C8h+duSize]
FCcx, rax
[rep+1CBh+var_1A8], rax
CopyPEtoMemory

rcx, [rsp+1CEBh+uar_1A8]

Fax ; Execute shellcode

Figure 3. Jump tfo shellcode

The first thing the code does is to obtain the addresses of the functions that it will
eventually be using. It does this with a dynamic search through the libraries
downloaded by the program.

To carry out this task, it runs through the PEB_LDR_DATA structure and the LDR-
MODULE structures to locate the base address of the loaded dlis. It proceeds to access
the offset of the export table in order to run through all of the functions exported by
the dil and find the address of the sought function in he computer’'s memory.
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mov re,qword ptr gs:[30] Acceso al TEB
mov rax,gword ptr ds:[ro+e0] Acceso al PEB
mov rax,gqword ptr ds:[rax+1g)] Acceso al PEE.
mov ro,rax

add r9,20

mov rax,gword ptr ds:[rax+20] ACCeso

cmp rax,r9

_LDR_DATA

a 1a Tista InMemoryDrderList

The shellcode,

Figure 4. Enumeration of loaded modules

in turn, checks to see whether there

is a hook in the

undocumented LdrLoadDll function, accessing its address and checking whether the
first byte is the same as E?, the equivalent of a jmp assembler.

B -
45
31
59
4C
BO
4C
48
48
OF

81
8D
ca
CA
8D
E{n]
89
89
89
85

EL
05

us
c8

(]
0B

54
BE
54
54
94
26

24
0B
24
24
24
02

AL
oo
AD
38
90
oo

(i
oo

oo
oo
oo
oo
oo
oo

U
oo

oo
E9
oo
oo
oo

SuDp
Tea
KO
mov
Tea
cmp
mowv
mowv
mowv
jne

FSp,Us
rax,gword ptr ds: [<LdrLoadDl1>]
BCH , BOX

edx, ecx

rg,gword ptr ss:[Brsp+as]

byte ptr ds:[<LdrLoadD11=>],ES
gword ptr ss:[rsp+aocl,rs

gword ptr ss:[rsp+2s]),rax

gword ptr ss:[@rsp+30fl,rdx
122048

Figure 5. Hook Verification

If the previous verification was successful, it proceeds to demap the dll memory
process with the name “snxhk.dll” which is an Avast and AVG library that creates hooks
to monitor processes happening in the sandbox.

4C BD 0D 54 10 00 00|lea r9,qword ptr ds:[123085] 123085
45 BA 14 01 mov riob,byte ptr ds:[r3+rax]

48 B3 CO 01 add rax,1

44 38 D1 cmp cl1,riob

45 B9 44 24 20 mov gqword ptr ss:irsprzof,rax [rsp+20]

t"snxhk.d11"

virtualalloc

Figure 6. Library: snxhk.dll

Finally, the shellcode decrypts the executable found in the DATA section in the
computer’'s memory, copies it into the base image’'s address, and then runs the new
resulting executable.

e

Lo —=3

OO00000140028BFC
0000000140028C01

@ || 0000000140028C06
& | 0000000140028C07

c——— —

J——

——— — R

48 89 5C 24 18
48 89 4C 24 0B
EE
56

mov gqword ptr ss: [r5p+13] rbx
mov gword ptr ss:frsp+ b],rcx
push rbp

push rsi

Figure 7. Decrypted executable

In summary, the full process of the sample being unpacked can be seen in Figure
8, where it is detailed more schematically.

@ DROP P
ol ’ (2) DECODE
02050000 401 5A 90 00
n)n:nn\n'nn NN AN f\ﬁl DROPPED PE
e [=[0000000002DA0068]=180015780 FILE
0x2D50000
® copy
4. OD O% <% CO WU UUIMUV T O,YNUIU PLI 33 SUTCog
41 88 14 00 mov byte ptr ds:[r& rax: .d'l
48 83 CO 01 add rax,1 - =
iy e
140000000[40 00 00 00|00 00 00 00|00 00 00 OO|00 00 OO0 OO|ME...cvvuuns
1140000010| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00‘ ............
1140000020| 00 00 00 00|00 00 00 33 00 00 00 00|00 00 00 00| ccvcecsnanas

Figure 8. Complete unpacking process
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3. INFECTION PROCESS

3.1. Infection Vectors
The infection of the device is not clearly understood. It may come by way of an
exploit kit or spam campaign.
3.2. Interactions with the Affected System

Once itisrun, the Trojan will proceed to verify if it is the only instance of malware
running on the device, as well as to verify if it has already been injected in the
explorer.exe process.

All of this is carried out by creating and opening a mutex. In order to achieve
this, it first strings together the device name and the username, then calculates its MD5

hash.
R Gl T —
J”%1d;“?g"—unpac“ﬁdal“°°3553‘: RAX  000DOTFEFF3C025C <advapi3z.CryptHashDatas
‘?; drgaei_xﬁﬁnggﬁeg iigggg;gﬁo REX  000000000037FB10 <&CPACqUireContext>
e e © - RCX  00DDDO00OO37F430 <&CFCreateHashs
' " "
e Tl e Mo RDX  0000000001CTSD20 ANDROMEDAMar ¢
jne dridex_unpacked.140036F78 REP  000000000021F130
mov rdi,gword ptr ss:|[irbp-zs]) RSP 000000000021F0D0
mov edx,AZID0011 edx: "ANDROMEDAMar c" RSI  000000000000007F
mov_ecx, 633107 3F RDI  000000000037F430 <&CPCreateHashs
€dall dridex_unpacked.14002F31C
test rax,rax RS 0000000000000016
je dridex_unpacked.140036EED —Il R 0000000000000000
r)r(lgcr :gg-;?gd ||l k20 ooooooooonoszoo4 L"pal)”
’ . R11  0000000000Z1EFDO
oy, :Ei::é: rdx: "ANDROMEDAMarc”, ri4:"ANDROME | 135 0000000000000016
call rax rax:CryptHashbata R13  000D00O000Z1FZ10

Figure 9. Hash calculation

Next, it adds brackets to the beginning and the end, and separates it with
hyphens, similar to a COM object.

Type : Mame

Desktop “Default

Directony “KnownDlls

Directory “Sessions" 1" BaseMamedObjects

File C:AUzers' Manc' Deskiop

File C\WindowsSystem 32'es-ES setupapi dil. mui

File “Device'KsecDD

Key HELMWSOFTWARENMICROSOFTWWINDOWS NTYCURRENTVERSION Image File Execution Options
ey HELM S STEMControl Set 001 Control\Mls*.Sorting\Versions

Key HEKLMYSYSTEM \Control Set 001\ Contral* SESSION MANAGER

Key HELM

Mutant "Sessions". 1" Base NamedObjects'{74460520-c6c5-3965-7db5-88756 2 BRd 16}
Thread DLLLoader6d E484 exe(2808). 3560

Window Station “Sessions 1" Windows \WindowStations"WinStal

Window Station “Seszionz’\ 1"Windows \WindowStations ' WinStal

Figure 10. Mutex created in the system

Using this algorithm, it may be possible to develop a vaccine that creates these
mutexes in systems to avoid infection by Dridex.

Malware that is not running creates a folder in ZWINDOWS%\system32\ [0-91{4]
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» This PC » Local Disk (C:) » Windows » Systern32 » 3007

(o] Mame Date modifi
|%] TAPI32.dII 07/06/2017
[ae] temsetup.exe 16/07/2016

Figure 11. Created folder

The malware copies a legitimate .exe into the folder along with an associated
dll or .cpl. This .dll or .cpl is not legitimate — it's a Trojan. Upon running the .exe from
the folder, the malicious .dll or .cpl will load via a technique known as hijacking.

It also programs a task with a randomized name (“Domitxtdoi” in our example in
Figure 12), which will run every 60 minutes.

|su:h135ks.exe [Create jF /TM Domltxtdoi™ /SC minute MO 60 /TR "Cr\Windows\system 3213007\ \tcmsetup.exe”™ /RL highest

Figure 12. Creation of task

In this example, we see that the tcmsetup.exe runs so that the malicious .dll,
TAPI32.dll, loads, thus beginning the infection process.

After programming the task, it launches a series of commands: it creates a rule
in the firewall for explorer.exe, which is where it will be injected:

netsh advfirewall firewall add rule name="Core Networking - Multicast Listener Done
(ICMPv4-In)" program="C:\Windows\Explorer.EXE" dir=in action=allow protocol=TCP
Localport=any

Creation of the malicious task

schtasks.exe /Create /F /TN "Utdcm" /SC minute /MO 60 /TR
"C:\Windows\system32\3007\tcmsetup.exe" /RL highest

During this process, the malicious .dll will have been injected into the explorer.exe
process using the AtomBombing fechnigue. It will then wait for the user to open a
browser like Internet Explorer, Firefox, Chrome, etc.

The moment the user opens a browser, a new shellcode will be injected from
explorer.exe to the browser using the same AtomBombing technique.

4. PERSISTENCE IN THE SYSTEM

To ensure its persistence in the system, it carries out the following actions.

It creates a folder with four random numbers on C:\Windows\System32, inside
of which it copies a legitimate Windows executable (not always the same one) and a
dll that it knows will be loaded by the executable. This .dll will be modified with the
harmful code.
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» ThisPC » Local Disk (C) » Windows » Systern32 » 1365

" Mame Date modified Type
|J SYSDM.CPL 07/06/2017 17:12 Control pan
1B SystemPropertiesPerformance.exe 16/07/2016 13:42 Application

Figure 13. Persistence in the system

This technique is known as DLL hijacking. It takes advantage of the command that allows
the system to search libraries/files that it's going to load/use. In the case of the image
above, the executable "SystemPropertiesPerformance.exe” will load "SYSDM.CPL" among
other libraries. By default, the first place that it will search for the "SYSDM.CPL" file will be
in the directory where the application is running, in this case C: \ Windows \ System32 \
1365. If it does not find it, it will look it up on other routes depending on how the search
order of .dlls in the system is seft.

When it copies an executable and a modified .dll in the same directory, Dridex’s aim is
fo raise as little suspicion as possible, since its malicious actions are carried out by way of
a legitimate program.

To execute the file, it creates a scheduled task to run it in the random number folder (C:
\ Windows \ System32 \ 1365) every hour, as indicated in the previous section.

=] g omd exe (396) Windows Comma... CAWindows'syst... | Microsoft Corporat... UDESK 1OF-/722E8...  "UhWindows \syst
g conhost exe (2852) Console Window ... C\Windowssyst... Microsoft Corporat... DESKTOP-72GS... \¥MC\Windows
b “kchiashs exe (1028) Task Scheduler C... C\Windows"syst... Microsoft Corporat... DESKTOP-72GS... schiasks.exe /Cr.
(¥ IELowutil exe (6744) Intemet Low-Mic ... C:\Program Files"l... _Microsoﬂ Corporat... DESKTOP-72GS... "C:\Program Files.
K >

escription:  Task Scheduler Configuration Tool

ompany:  Microsoft Corporation

ath: Cowindows'system32\schiasks.exe

ommand:  schiasks.exe (Create /F /TN "Domlbdei™ /5C minute MO 60 [TR "C:\Windows\system3211365\SystemPropertiesPerformance. exe” (AL highest

ACoLTan ATl

Figure 14. Creation of the programmed task

As already mentioned, the folder is composed of four random numbers, and the
executable it creates is not always the same, just like the .dll, so it is aware of which
executable loads which library at all times, and is able to modify said library with harmful
code.

Going further in our analysis, we see that it acts in the following manner:

1. It will list all executables in the folder "C: \ Windows \ System32 \"

2. It will hash the name of each executable and compare it with a value that
has been previously saved. If it matches, it will remain with that executable
(in each execution that the hash is different).

3. It will read the IAT of the selected executable and from there choose a .dll
for eventual hijacking.

4. It willread the IAT of the .dll selected in point 3.
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5. It will make a copy of the malicious code (the .dll itself) and add a section at
the end with a random name to copy the IAT obtained in point 4.

6. It will copy both the selected executable (3) and the modified malicious .dll
(5) info a random folder.

In this way it obtains persistence in the system and every time that file is executed it will
load the malicious .dll.

The malware will also create a copy of itself in executable format along with a registry
key in the AppData\Roaming\[random folder name] with the route in
"HKCU\Software\Microsoft\Windows\CurrentVersion\Run".

@ Editor del Registro
Archive Edicién  Ver Favoritos  Ayuda
4 . CurrentVersion || Nombre Tipo Datos
> Action Center 3}_’\](Predetermmado) REG_SZ (valor no establecido)
> }é: 2:1;5 Folder (Wowd EEJ Lgxpokjow REG_SZ I "C\Usersy, \AppData\RDaming\lWFﬁ\m spaint.ExE"I
b Explorer
bl Ext
Extensions
> Group Policy
b Group Policy Editor
b HomeGroup
Lol ime
b Internet Settings
b MCT
MetCache
:> Policies ‘E'
RADAR —
Run
RunQOnce
o | Screensavers =
€ m | +
Equipo\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\Run

Figure 15. Regisiry key

5. INJECTION VIA ATOMBOMBING

Dridex uses the AtomBombing technique to write a shellcode in other processes without
raising suspicions.

It achieves this through APC calls and one of the most used Windows Executive Objects,
called Atoms.

Below are the different phases of injection into another process.

5.1.Search for the target process

The target process in this case is explorer.exe, and to inject info if, it must first be accessed
in order to perform an enumeration of the processes involved, making use of functions
such as the following:
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. 8D aA 02 Tea ecx,dword ptr ds: [rdxiz] i
e FE DO €all rax CreateToolhel | e39ERFRY
[ 00000001 40038F07 48 8B DO mov rdx,rax
| —e [ 00000001 200 ~ EB 02 jmp anz3ce338edSe50c2c09045Beecalsih. 140038F0E % gggg;;;gsgﬁg;g;g AT E RS R U R R e
e |[ DOOD0O0O1400 33 D2 xor edx,edx
|—e || 00000001400 48 8D 4C 24 20 lea rcx,qword ptr ss:[Ersp+20] var_2Fg HED LIRELIROIILILLIE
|| 00000001400 EE D8 06 FF FF €all a023c6338ed5e50c2c09045Beecal8ib. 1400295F0 RDX  0000000000000000
® | 00000001400 48 8D 4C 24 20 l1ea rcx,gword ptr ss:[rsp+20] var_2Fg REP 00000000004FEB30
|| 00000001400 E8 C2 04 FF FF Eall 2023c6338eds e50c2c090458eecalsib. 140029364 RSP 0DOO0DOODOO4FEA3D
00000001400 34 Co test al,al RSI  000O0DO0DO04FEDSSE
00000001400 ~ 75 2E jne aozscsssaedsesoczcosmsaeecnam 140038F5 4 RDI  0000000000000000
00000001400 40 38 7C 24 28 cmp byte ptr ss:[rsp+zs],di var_2zFo
00000001400 w74 DA je aDZ}(S!;&EdEESD(Z(DQDGEEEE(alalb 140038F37 RS 000000000000001E
00000001400 48 8D 4C 24 20 lea rcx,gword ptr ss:[rsp+20Q var_2F8 R3 0000000000000018
00000001400 E8 81 06 FF FF call auzacasaaedsesoczcosoqsaeecamm 140029588 Fan GETieiirrTisaiem
00000001400 48 30 4D 98 lea rcx,qword ptr ss:[[rbp-6 [rbp-68]: "\\Device\\Harddisk RO SR e
00000001400 E8 9C 0D FF FF i1 an3acessseds s 0eBCDan4s Beccalalh, 140025CDC
[ ooooooo1400 48 8D 4C 24 78 lea rcx,qword ptr ss:[rsp+73] var_zao e EICrarerIria el
|| 00000001400 ES 92 0D FF FF call 6023(53332d5ESDc2c0904sseecalalb 140029CDC R13  000000002CEB7OCZ
® | 00000001400 40 38 7C 24 58 cmp byte ptr ss:[rsp+sa),di var_2Co R14 0000000000000000
|—s [ ooooooo1400 ~ E9 7D 01 00 00 jmp aozscsssaedsesoczcosuqsaeecnam 140039001 R15  0000000000000000
--># | 00000001400 BE 38 02 00 00 mov ebx,238
¢ || 0000000140038F59 48 8D 4D CO Tea rg}(,qfnrd ptr ss:[Erbp-40l RIP  0DOD0D0O0140038F05 2023c6338ed5 850C2C09045 Beecalsib. 00

Once it finds the process explorer.exe, it calls the OpenProcess function to begin
enumerating alertable threads.

5.2. Search for alertable threads

. FF DO call rax __Process32First ~ -

& $ne aooates ——

. ~ OF 85 50 FF FF FF jne_aD23c6338ed5es50c2c090458eecalslb. 140038F74 5
o [ 0000000140033024 EB 97 GA FF FF €all a0z3ce6338eds e50c2c090458eecalsib. 14002FACO m gggg;;;g;gggéggg :‘f:f"euz'Pmcessn;]rsm}
¢ || 0000000140039029| ~ EB 05 jmp aD23c6338edses0c2c090458eecalslb. 140039030 g
|| 000000014003902E B8 7F 00 00 0O mov eax,7F RCX  0000000000000168 L

# || 0oDODOD1 40039030 85 co Test eax,eax RDX  OD000000001BEAAC

¢ || 0000000140033032| ~ OF 84 3C FF FF FF je a023ce338ed5es0Cc2c09045 Seecaltib. 140038F74 REP  0D0DOQ00001EEAED

| 0000000140039038 45 33 E4 xor rizd,rizd RSP 000000000D01BESED

| 000000014003903E 44 39 66 04 cmp dword ptr ds:[rsi+4],ri2d RSI  00DD00D00D01BED3S

¢ || 00D0D0014003903F| v 7E 67 jle aD23c6338ed5e50C2c090458eecalsib, 140039048 RDI  0000000000000000

& | 0000000140033041 41 8B D4 mov edx, r12d

* [ 0000000140033044 48 8B CE MOV rCX,rs RS 000000000000000F

| 0000000140039047 E8 BO A7 FF FF CAIT a0}5cE338ed5 €50c2C09045 Beecalsib, 14D00357FC R 000000000000000F

| 000000014003904C 48 8B F8 mov rdi,rax R10  0DOODOOOOOOEAE20

e | 000000014003904F 83 78 34 00 cmp oword ptr ds:[rax+34],0 Ceh  GrRTTrTeras

¢ || 0000000140039053| ~ 74 4A je aD23c6338edsesDC2c0904E Seecaltlb. 14003909F

|| 0p0D0DDO140039055 33 DB xor ebx,ebx R12  0000000000000001

¢ || 0000000140033057 33 SE 04 cmp dword ptr ds:[rsi+4],ebx R13  0O00OO002CEETOC2

# || 0D0DODDO140039054| ~ 7E 38 jle an23ce338edses0C2c090458e2Ca181b. 140039094 Ri4  0000000000000000

e || 000000014003905C 88 D3 mov_edx, ebx R15  0000000000000000

At this point, the malware will try to find some thread in an alertable state, as this will allow
it to make APC calls in order to execute code in the target process.

To find an alertable thread, it first obtains a handle for each thread in explorer.exe. It will
then launch a call to NtQueueApcThread as NtSetEvent and wait for any of the threads
to respond.

If it works correctly, it will obtain the first thread that answers the call and start with the
injection.
5.3.Injection of shellcode in the target process

First, the malicious .dll makes a call to GlobalAddAtomW and creates a new Atom with
the content it wishes to inject in the target process, in this case explorer.exe.

Second, the malicious .dll calls the NtQueueApcThread and sends as a parameter the
function to be run by explorer.exe.

The first time this is done, it makes a call fto memset to make sure that the zone where it
will write the shellcode is at 0.
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RAX 0000000077 4DCLED
REX  0000000000000000
RCX  0000000D00000D0FS g’

RDX 0000000077 400310 <ntd11.memset>
REP  000000OD00000DOFE g’

RSP  000DO0OD00D02CEETS
RSI 0000000077 4DDS10
RDI 000000007 7SCAAAD

<ntd11. NLQueusApcThreads=

<ntd11.memset=
ntd11. 000000007 75.CAMND

RE 000000007 7ECAAAD
R9 0000000000000000
R10 oo00000000000080
R11 0000000000 2CEGT 8
R1Z2 000000007 7ECAAAD
R13 000000007 75 8C5FO
R14 000000007 73DGEFO
R15 0000000000000000

ntd11. 000000007 75 CAAAD

"g7UW"
ntd11. 000000007 75.CAMND
ntdl11. 000000007 75 8C5F0
<kernel3z.clobalGetAtomNamei=

RIP 000000007 74DC 180 <ntd11. NLQueusApcThreads=

Figure 19. Memory wipe

It is important to indicate that the zone that Dridex has chosen for copying the shellcode
is in ntdll as we can see in R8. This is because ntdll is always loaded on the same offset in
all processes, regardless of the ASLR.

In the following iterations the function passed as parameter of NtQueueApcThread will
be GlobalAtomGetAtomNameW, which will cause the target process to get the Atom
that just created the malicious .dll and write it in the indicated zone, in such a way that
it will write its contents inside the explorer.exe without raising suspicions.

First it will create an IAT for the shellcode.

OO0 7 FTECAAD S
000000007 FECAAED
oooo00D07 FECAAEE
0O00000007 FECAAFD
oo0000007 FECAAFE
Qoooo0D07 FECABDD
000000007 FSCABOE
O00o000007 F5CABLO
000000007 FECABLE
000000007 FECABZD

= — s oo

o000 D07 F4DBELD

5| 000000007 7403110

ooo000D07 F4DC 230
000000007 F4DEBEZD
0000000000000 CAD
Qo000 0000408
000000000 0000C2E
0000000000009 1A
Qo000 000007 aC
0000000000007 58
ooo000D07 7 IDEBFOD
004489443 B8ECEZ 48
000000 000000000:0

T A - = T S S " = Ty e o Lenaige o recia o )
Address Address Comments

000000007 75CAAAD | OO000007 7 4DBEFEBO | ntd11. NEMapViewofSection

000000007 FECAAAS | OOO0O00D07 7 4DEFDO | ntd1 1. ZwuUnmapVviewdfsection
000000007 7FECAARD | 00000007 74DEEED | ntd11. ZwallocatevirtualMemory
000000007 F5CAABS | 00000007 7 494AF0 | ntd11.RTtICreateuserThr ead

ntd11.NtSetEvent
ntdl11.RtICopyMemory
ntdll.ZwProtectVirtualMemory
ntd11.NTtClose

kernel3z. GlobalGetAtomNames

PN ey e atarataratried Xkt -2 =1

PN a Y= TataTataTatayataratayatare]

And after several iterations it will copy the shellcode in explorer.exe completely.

Figure 20. IAT creation in explorer.exe
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To=T et

53 push rbx

56 push rsi rsi:"Top of worker loopin”

57 push rdi

41 54 push riz

41 56 push ris ri4:"wait completed with STATUS_USER_APCHn"
43 8D 6C 24 D1 Tea rbp,qword ptr ss:|[frsp-2Fl

48 81 EC 98 00 00 00|sub rsp,23

48 BB D9 mov rbx,rcx

48 BE 49 70 mov rcx,qword ptr ds:[rox+70]

41 B8 07 00 00 0O mov rad,7

48 8D 53 78 1ea rdx,gword ptr ds:[rbx+78]

4C 83 45 77 mov gword ptr ss:|[frbp+77Q,rs

48 893 4D &F mov gword ptr ss:|Qrbp+eF],rcx

FF 53 28 E&W gword ptr ds:[rbx+28]

48 8D 45 &7 Tea rax,qword ptr ss:[rbp+&7l

49 B3 CE FF or ri4,FFFFFFFFFFFFFEFF rida:"wait completed with STATUS_USER_APCH.n"
4C BD 45 77 1ea rs,qword ptr ss:|frbp+77[)

48 8D 55 &F lea rdx,gword ptr ss:|Irbp+eF]

49 8B CE mov rox,ri4 ri4:"wait completed with STATUS_USER_APCHn"
41 B3 20 00 00 0O mov rsd,z0 20: !

43 59 44 24 20 mov_gword ptr ss:[Brsp+20f,rax

FF 53 20 E&E gword ptr ds:[rbx+30]

33 F& xor esi,esi esi:"Top of worker loopin™

48 8D FE 48 1ea rdi,qword ptr ds:[rbx+48]

45 8D 66 03 lea rizd,dword ptr ds:[ri4+3] ri4+3: "t completed with STATUS_USER_APC\n™
8B 07 mov eax,dword ptr ds:[rdi]

83 &5 EF 00O and dword ptr ss:[ffrbp-13§,0

83 65 EB 00 and dword ptr ss:[frbp-15],0

48 83 &5 F7 00 and gword ptr ss:frbp-9§,0

48 83 65 7F 00 and gword ptr ss:[rbp+7FJ,0

48 83 &5 EF 00 and gword ptr ss:[frbp-11J,0

C7 44 24 48 04 00 00|mov dword ptr ss:|ffrsp+as],s

83 64 24 40 00 and dword ptr ss:[frsp+20],0

€7 44 24 38 0z 00 00|mov dword ptr ss:|[frsp+3s],2

43 8D 4D F7 lea rcx,qword ptr ss:rbp-oj

4C 8D 45 7F lea r8,qword ptr ss:|rbp+7F])

45 33 C9 xor rod,rad

48 89 4C 24 20 mov gword ptr ss:[Brsp+20J,rcx

48 8D 4D E7 1ea rcx,qword ptr ss:|frbp-15]

49 BE D6 mov rdx,ris4 ri4:"wait completed with STATUS_USER_APCH.n"
43 83 4C 24 28 mov gword ptr ss:[Brsp+zs],rcx

43 BB 4F F8 mov rcx,gword ptr ds:[rdi-s]

43 89 45 77 mov gqword ptr ss: p+77l,

48 89 44 24 20 mov gword ptr ss:|frsp+20],rax

FF 13 E& gword ptr ds:[rbx]

4C 8D 4D 77 1ea r9,qword ptr ss:|rbp+77[

48 8D 55 EF lea rdx,gword ptr ss:|Irbp-11]

45 33 CO xor rad,rad

49 8B CE mov rocx,ri4 ri4:"wait completed with STATUS_USER_APCHn"
C7 44 24 28 04 00 00|mov dword ptr ss:[frsp+28],4

€7 44 24 20 00 10 00|mov dword ptr ss:|frsp+20],1000

FF 53 10 E&l gword ptr ds:[rbx+10]

48 BE 4D EF mov rcx,qword ptr ss:rbp-11]

44 8B O7 mov rad,dword ptr ds:[rdi]

483 BB 55 7F mov rdx,gword ptr ss:|[irbp+7F]

43 8D 45 FF lea rax,gword ptr ss:|rbp-1]

4C 8D 5D &F Tea rii,qword ptr ss:|[frbp+6F]

85 F6 test esi,esi esi:"Top of worker Toopin"

4C OF 44 D8 cmove ril,rax

49 89 0B mov gqword ptr ds:[riil],rcx

FF 53 28 E& gword ptr ds:[rbx+2s]

483 BB 55 7F mov rdx,gword ptr ss:[ rbp+7F]

49 8B CE mov rocx,ri4 "wait completed with STATUS_USER_APCHn"
FF 53 08 €& gword ptr ds:[rbx+s]

FF C6& inc esi esi:"Top of worker Toopin"

48 B3 C7 10 add rdi,10

49 FF CC dec riz

OF 85 4E FF FF FF jne ntdl1.7758C64C

48 8D 45 &7 1ea rax,gword ptr ss:|[irbp+e7]

45 8D 4C 24 20 1ea rad,dword ptr ds:[ri2+z0]

4C 8D 45 77 lea r8,qword ptr ss:[rbp+77[0

48 8D 55 &F Tea rdx,qword ptr ss:|[Jrbp+&F]

49 8B CE mov rox,rid ri4:"wait completed with STATUS_USER_APCYn"

Figure 21. Shellcode in explorer.exe

5.4. Execution of the shellcode in the target process

Once the shellcode is copied to the explorer, it must be executed.

To do this, Dridex modifies the GlobalAtomGetAtomNameA function in the same way
that it has injected the shellcode, using Atoms.

Original code of the function:

- 48 B3 EC 3B sub rsp,z:s GlobalGetAtomNameA
([ DoooODODOO 44 89 44 24 20 mov dword ptr ss:|frsp+z0f,rad

| 00000000 4C BB CA mov r3,rdx

| oooooo0O 44 OF B7 C1 movzx rad,cx

& | 00000000 33 C9 KO 8CX,8Cx

«| 00000000 33 D2 xor edx,edx

®| 00000000 E8 57 FC FF FF kernel3z. 77306860

*| 0oo000000 48 83 C4 38 add rsp,38

| oooo000DOD [ ret

] 90 noo

Figure 22. Original function
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Here's how the function has been modified:
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K- | [ACK = annle]] OLIICE i =MNoQ
~ E9 FB 59 1B 00 jmp ntdl1.7758C5F0 GlobalGetAtomhNanea
. 00 44 24 20 add byte ptr ss:[Irspt+zof,al
. 4C BB CA mov ra,rdx
. 44 OF BF C1 movzx r8d,cx ntdl1.000000007758C5F0
. 3z C3 XOr ecx,ecx push rbp
. 33 Dz Xxor edx,edx push rbx
. E8 57 FC FF FF €@l kernel32.773push rsi
. 48 83 C4 38 add rsp,38 push rdi
. C3 ret push riz
. 90 nop push ri4
™ 90 nop lea rbp,qword ptr ss:[ rsp-zFj)
. 90 nop sub rsp,25
. 20 nop mov rbx,rcx
] 90 nop mov rcx,qword ptr ds:[rcx+70]
- 30 nop mav red,7
. 30 nop lea rdx,qword ptr ds:[rbx+78]
] 90 nop mov qword ptr ss:irbp+77Q,r8
. 30 nop mov_qword ptr ss:irbp+eF]l,rox
. 90 nop €8l gword ptr ds:[rbx+zs]
] 90 nop 1ea rax,qword ptr ss:[rbp+s7[]
. 30 nop or ri4,FFFFFFFFFFFFFEFF
- 90 nop 1ea r8,qword ptr ss:frbp+77]
. 30 nop lea rdx,qword ptr ss:[irbp+erFll
. 30 nop |mov _rcx,ris4
. 90 nop |
oo Ll |
al ononnnnnz-eneric an non
Figure 23. Modified function
As you can see, when you call GlobalAtomGetAtomNameA in explorer.exe the
program will execute the shellcode.
After the modification, from the malicious .dll, a call will be made to
GlobalAtomGetAtomNameA using NtQueueApcThread.
»| Hide FPU
RAX 000000007 74DC180 <ntd]1. NtQueueApcThreads= /,
REX  00000000773DEEF0 <kernel32. GlobalGetAtomNameas
RCX  00000000000000DC i Manejador que apunta a hilo de explorer.ex
- RDX  00000000773DEECO <kernel32.GlobalGetAtomNamew> Funcion que s Emotamentd
Ahora va a modificar REP  00000000000000DC " &
GlobalGetAtomNameA RSP 00000000002CEACS
RSI  00000000773DEECO <kernel32.GlobalGetAtomNamen:>
RDI  000000000000C062
R8 000000000000C062 Identificador del atom
R3 000000007 73DEEFD <kernel32.GlobalGetAtomNamea>
R10  0000000000000003
R11  0000000000ZCEGS S "qruw”
R12  0000000000000104 L'A"
R13  00000000000000DC iy
R1i4 000000007 73DEECO <kernel22.GlobalGetAtomNamen:>
R15  00000000773DEEFO <kernel32.GlobalGetAtomNameas
D RIP 000000007 74DC180 <ntd]1. NtQueueApcThreads=

Figure 24. Remote execution of the shellcode

At this point the shellcode will start executing.

After this, GlobalAtomGetAtomNameA is returned to its original state, to avoid

suspicion.

6. NETWORK CONNECTIONS

The Trojan, once it has been injected into the explorer.exe process, opens port

443 (usually used for the HTTPS protocol) and waits for some connection.
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- explorer.exe:1956 Properties

| Image | Performance | Performance Graph I Disk and Metwork | GPU Graph | Threads | TCP/IP |Security | Environment | Stringsl

Fesolve addresses
Prot..  Local Address Femote Address State
TCP andromeda https andromeda:0 LISTENING
TCP  andromeda home:hitps [ madinfeccion2:56141 | [ ESTABLISHED |
Figure 25. Port 443 opened
I0Cs

To check if a computer has been compromised by this version of Dridex, the
following points should be considered:

» The explorer.exe process has port 443 listening and there is a firewall rule in place
allowing network traffic for that process.

« Directories that match the expression %SYSTEM%\[0-9] {4}, and contain a
legitimate executable next to a .dll or .cpl file.

» Scheduled tasks that execute a file in path %SYSTEM%\ [0-9] {4} in periods of 60
minutes.
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