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1. Informe ejecutivo

This document contains the analysis of a variant of the ransomware Ryuk, as well as the loader in
charge of loading the malware on the system.

The ransomware Ryuk first appeared in summer 2018. One of the differences between Ryuk and other
kinds of ransomware is that it mainly focuses on attacking business environments.

In mid-2019, a large number of Spanish companies were attacked by cybercriminal organizations that
made use of this kind of ransomware.

UN ATAQUE SIMILAR A WANNACRY

Everis y Prisa Radio sufren un grave
ciberataque que secuestra sus sistemas

Prisa Radio y varias consultoras tecnoldgicas como Everis estan sufriendo serios ciberataques. Es un
ransomware’ que secuestra archivos y pide un rescate en bitcoins

Figure 1: Excerpt from E1 Confidencial about the Ryuk attack [1]

= ELPAIS TECNOLOGIA

MOVILES REDES SOCIALES BANCO DE PRUEBAS RETINA MERISTATION

Un virus de origen ruso ataca a importantes empresas
espaiolas

El grupo de piratas es el mismo que secuestré los sistemas del Ayuntamiento de Jerez en septiembre

Figure 2: Excerpt from E1 Pais about the attack produced by Ryuk [2]
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Ryuk has attacked a wide range of targetsin a
range of countries this year. As we can see in the
following figures, the worst hit countries were
Germany, China, Algeria, and India.

Comparing the amount of cyberattacks, we can
see that Ryuk has affected millions of users,
compromising a huge quantity of data, and
creating major economic losses.

Grafico Mundial

Figure 3: Illustration of Ryuk’'s global activity

Reino Unido 2.67%
Espaiia 291% <
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Iran 801%™
s f-
Rusia 8.25%

Figure 4: Top 16 countries affected worldwide
by Ryuk
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Figure 5: Number of users attacked by Ryuk in
millions
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Following the usual modus operandi of
ransomware, once the encryption is finished,
the sample releases a ransom note stating
that, in order to recover the encrypted files, the
victim must make a payment in Bitcoins to the
address indicated.

This malware has evolved since it first
appeared. The sample that will be analyzed in
this document was found attempting to carry
out an attack in mid-January 2020.

Because of its complexity, this malware
has often been attributed to organized
cybercriminal groups also known as APT
groups.

Part of Ryuk's code has noticeable similarities
with the code and structure of another

piece of ransomware known as Hermes, and
certain features have been reused. This is why
Ryuk was originally attributed to the North
Korean group Lazarus, which, at the time,
was suspected of being behind the Hermes
ransomware.

Subsequently, the Falcon X intelligence service,
developed by CrowdStrike, noted that Ryuk was
in fact created by the group WIZARD SPIDER

[4].

There are several clues to support this theory.
One clue is the fact that the ransomware was
advertised on the website exploit.in,which

is a known Russian malware market, and has
previously been linked to several Russian APT
groups. This fact rules out the theory that Ryuk
could have been developed by the APT group
Lazarus, since this is not representative of how
the group acts.

< panda

Moreover, Ryuk was advertised as a piece of
ransomware that wouldn't work on Russian,
Ukrainian, or Belarusian systems. This is due

to a feature detected in some versions of Ryuk,
where it checks the language of the system
where itis running and stops if the system
language is Russian, Ukrainian, or Belarusian.
Finally, during a forensic investigation of a
machine that had been compromised by the
group WIZARD SPIDER several artifacts were
found that suggested that they were involved in
the development of the Ryuk variant of Hermes.

On the other hand, the researchers Gabriela
Nicolao and Luciano Martins suggest that the
ransomware may have been developed by

the APT CryptoTech [5]. This is down to the
fact that this group posted on the forum of the
same website saying that they were behind
the development of a new version of the
ransomware Hermes, just a few months before
Ryuk first appeared.

Several forum users questioned whether
CryptoTech had really created Ryuk. However,
the group defended itself, and claimed they had
evidence that they had developed 100% of this
ransomware.
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2. Features

We are starting with a loader, whose job is to identify the system it is on so as to be able to launch the
right version of the Ryuk ransomware.

The hash of the loader is as follows:

MD5 A73130BOE379A989CBA3D695A157A495

SHA256 EF231EE1A2481B7E627921468E79BB4369CCFAEB19A575748DD2B664ABC4F469

One of the peculiarities of this loader is that it doesn't contain any metadata, that is, the creators of
this malware didn't include any information it its data.

At times they include erroneous data in order to trick the user into thinking she is running a legitimate

application. However, as we will see later, when using an infection vector where the user does not have
to interact, as is the case here, the attackers didn't think it necessary to use this technique.

Informacion de propiedades

Language: [NuLL
LegalCopyright. L

Comments: |NULL ‘
]
OriginalFilename: 0
]
|

CompanyName:

FileDescription: |NULL ‘
FieVersion: [NULL |
IntemalName: Y] ProductVersion: [NULL

ProductName:

Figure 6: Sample metadata

The sample was compiled in 32 bits, in order to be able to run in both 32- and 64-bit
environments.
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3. Entry vector

The sample the drops and runs Ryuk reached our system via a remote connection gained during an
RDP attack.

™y

o &

D M ' smss.exe | 420
winlogon.exe | 754

B ' logonui.exe | 755

M " dwm.exe | 756

M " userinit.exe | 760
) @ explorerexe | 761

Figure 7: Register of the attack

The malicious user managed to log in remotely. Once logged in, he created an executable with our
sample.

This executable was blocked by the antivirus solution before running.

=] 5159 13/01/2020 23:08:39.077 13/01/2020 23:08:39.077 3lwiNnDOWS| \explorere... explorer.exe

é@ 5160 13/01/2020 23:08:39.0...  13/01/2020 23:08:39.0... | 3lwinpows|\explorer.e... | explorer.exe

‘J 5161 13/01/2020 23:08:41.498 13/01/2020 23:08:41.498

% 5162 13/01/2020 23:08:41.498  13/01/2020 23:08:41.498  3|WINDOWS| \explorere... explorer.exe
Figure 8: Blocking of the sample

Detalle del evento

id

eventtype

timestamp

version

versioncon...
versionage...
versiondet...

Versionpro...

parentmd5

parentblake

5162

RemediationOps
13/01/2020 23:08:41.498
3

1.0.0.53%

02.50.00.0000

2.0.0.737

08.00.15.0010

b3541a5a20c6264781909b1b7fe5
4836

7b847a90b1c112079c19b1a778%
68867c1507cffad661b204fc24ecT
392fa92

Figure 9: Blocking of the sample
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761 3ITEMP[\24r3-59.e%0
761 3[TEMPI\2\r3-59.exe r3-59.exe
761 3ITEMP]\24r3-59.exe r3-59.exe

parentpath  3|WINDOWS|\explorer.exe

parentfilen... explorerexe

parentflags 16384

childmd5 a73130b0e379a989cba3dd695a15
7a495

childpath  3[TEMP[\2\r3-59.exe

childfilena... r3-5%.exe

childflags 0

winningtech Cloud

detectionid 26550632

action Quarantine

servicelevel Block

exploitorigin O

parentpid

761
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When the malicious file was blocked, the intruder tried to load an encrypted version of the executable,
which was also blocked.

Figure 10: Set of samples attacker

OPSESSE

id

5159
5160
5162
5164
5165
5168
5273
5275

timestamp 7

13/01/2020 23:08:39.077
13/01/2020 23:08:41.498
13/01/2020 23:08:46.825
13/01/2020 23:08:46.825
13/01/2020 23:08:49.762
13/01/2020 23:23:38.082

13/01/2020 23:24:03.452

localdatetime

13/01/2020 23:08:39.077
13/01/2020 23:08:41.498
13/01/2020 23:08:46.825
13/01/2020 23:08:46.825
13/01/2020 23:08:49.762
13/01/2020 23:23:38.082

13/01/2020 23:24:03.452

parentpath

3lwiNDOWS| \explorer.e...
3|WINDOWS| \explorer.e...
3|WINDOWS| \explorer.e...
3lwinDows|\explorere...
3|WINDOWS| \explorer.e...
3|WINDOWS| \explorer.e...
3lwiNDows| \Explorer.E...

3IWINDOWS| \Explorer.E...

parentfilename

explorer.exe
explorer.exe
explorer.exe
explorer.exe
explorer.exe
explorer.exe
explorer.exe

explorer.exe

parentpid
761
761
761
761
761
761
761
761

childpath

3ITEMP]\2\r3-59.exe
3ITEMPI\2\r3-59.exe
3ITEMP]\24r3-59.exe

3ITEMPIN2Yr3-59_for_cr...

3ITEMPI\2\r3-59_for_cr...
3|TEMPI\2\r3-59_for_cr...
31\r3-59_for_crypt_x86_...
3| DESKTOPDIRECTORY | \...

childfilename 7

r3-59.exe

r3-59.exe

r3-59.exe
r3-59_for_crypt_x86.exe
r3-59_for_crypt_x86.exe
r3-59_for_crypt_x86.exe
r3-59_for_crypt_x86_20...
r3-59_for_crypt_x86_20...

attempted to run

Lastly, he tried to load another malicious file through an encrypted PowerShell in order to bypass the
antivirus protection. This, however, was also blocked.

0
1

(%]

wn

)
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Figure 11:

* 5313 13/01/2020 23:41:18.400  13/01/2020 23:41:18.400  3|SYSTEM|\whem\wmip...
* 5314 13/01/2020 23:41:18.400  13/01/2020 23:61:18.600  3|SYSTEM|\WindowsPo...
@ 5315 13/01/2020 23:41:19.600  13/01/2020 23:61:19.400  3ISYSTEM|\WindowsPo...

Figure 12:

< panda

id

eventtype
parentstatus
childstatus
timestamp
parentmd3

parentpath

parentfilename
parentpid
childmd3
childpath

5314

CreateProc

NotUploadGWLocal

StatusOk

13/01/2020 23:51:18.400
c031e215b8b08c752bf362f6d4c5d3ad

3|SYSTEM| \WindowsPowerShell\v1.0\ powershel
Lexe

powershellexe
1003
865c0c0bsabledb3escaaii8icladisl

3IWINDOWSI\TEMP\ 489314d86c55a048a225780d
b739322%.tmp

n

PowerShell with malicious content blocked

powershell.exe

PowerShell with malicious content blocked

childfilename
childpid
accesstype
parentattributes
childattributes
totalresolutionti...
remediationresult
childclassification
action

servicelevel

wmiprvse.exe 739

1005

powershell.exe

489314d86055a948a225789db7a93229.tmp
0

0

ISPE

ISPE

0

Angry

Suspect

Quarantine

Block

3|SYSTEM|\WindowsPo... powershellexe 1005

3|WINDOWS| \TEMP\580...  489314d86c55a948a2257.. 0

3|WINDOWS] \TEMP\489...  489314d86¢55a948a2257...
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4. Loader

When it executes, it drops a ReadMe in %temp%,

which is typical of Ryuk. It is the ransom note, & | RyukReadMe.html
containing an email address with a protonmail

domain, which is quite common in this malware

family: msifelabem1981@protonmail.com

msifelabem1981@protonmail.com

</html

Ryuk

Figure 13: Ransom note

During execution, you can see that it launches =

sever;gl executables with random names. These are = EWﬁHF-EIE
stored in the PUBLIC directory, but hidden, so that = E gAoxVen exe
if "Show hidden files and folders" isn't activated .

on the OS, it will stay hidden. This will be seen in Iﬂ icacls exe
more detail in persistence. What's more, they are EiEEdE.EIE

64-bit, unlike the parent, which is 32-bit.

2760 r;-]d]uer:.rr'alameInfu:u...C:"-.Llsers"-drﬁeu:tal:ln"-.Desl-:tDp"-sample.e:-'.e

2760 r;--]udilreefteFiIE CAUsers \Public'\VVWjRF exe
2760 r-_-]u‘.".n'r'rtel-“lle C:AUsershPublic'\VWjRF .exe
2760 ShClossFile C:\Users\Public\VWjRF exe

Figure 14: Executables launched by the sample
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As you can see in the above image, Ryuk will launch icacls.exe, which will be used to change the ACLs
(Access control lists) in all units that we have mapped, thus guaranteeing access and modifying the
flags.

It grants full access to all users, all files on the unit (/T) regardless of errors (/C) and without showing
any messages (/Q).

2112 2112
iEE'.‘_j_S 'C:I'nl‘:fg_rarlltlléuerlyfannla:F Ticia iu:a_ds 'D:_'n,"_ fgraljt_Ever_ynnf::F Ticiq

Figure 15: Execution parameters of icacls.exe launched by the sample
It is important to bear in mind that Ryuk checks which version of Windows is being run. To do so, it

performs a version check with GetVersionExW, in which it will compare the lpVersioninformation flag,
which will indicate whether the machine where it is running is later than WindowsXP.

_COMPROBAR_VS0 proc neaﬂ

VersionInformation= _OSVERSIONINFOW ptr -114h

push ebp

mov ebp, esp

sub esp, 114h

push 114h

push ]

lea eax, [ebp+VersionInformation]

push eax

call sub_4@1eDe

add esp, @ch

Mo [ebp+VersionInformation.dwlSVersionInfosize], 114h
lea ecx, [ebp+VersionInformation]

push eCx 3 1pVersionInformation
call ds:GetVersionExu

cmp [ebp+VersionInformation.dwMajorVersion], 5
jnz short loc_4811D8

bIsWindowsXPorLater =
( (osvi.dwMajorVersion > 5) ||
( (osvi.dwMajorVersion == 5) && (osvi.dwMinorVersion »= 1) ));

Depending on whether we have a version higher than Windows XP, it will drop in the local user's folder
and, as is this case, in %Public%.

mov edi, [ebptvar_4a] mov edi, [ebptvar_20]

mov ecx, 13h mov ecx, 7

mav esi, offset aDocumentsAndSe ; "\\Documents and Settings\\Default User”...] |mov esi, offset alUsersPublic ; "‘\‘users\\Publicl)
rep movsd rep movsd

jmp short loc_481572 movswW

Figure 17: Checking 0S version.
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The file dropped is Ryuk, and the next thing it does is to execute it by passing its own address as a parameter.
WriteFile(hFile, &byte 445D78, dword 412774, &Numbe yteskWritten, @);

CloseHandle(hFile);

_BUSCA_UNIDADES();:

Sleep(@x9C4u);

ShellExecuteW(d, @, &FileName, &Filename, @, 8);

recurn o,

Figure 18: Execution of Ryuk via ShellExecute

The first thing Ryuk does is to obtain input parameters. This time, there are two input parameters, the
executable itself and the address of the dropper, which are used to delete traces of itself.

#A73130BOE37S.. 1488 &Y Process Create  Cwsers\Public\ZLYKb exe

B ZLYKb exe 2136 &Y Process Start
_'ELTHL‘I.E:-;E 2136 &% Thread Create

Command line: "C:wsers\Public® LY Eb exe” "C:\Usershinfectado’ Desktop ' A73130B0E37IASESCEBAIDESEAT BT ALSE exa”

Figure 19: Creation of the process

You can also see that, once it has launched its executables, it deletes itself, thus leaving no trace of
itself in the folder where it executed.

m
—_—
LEN

CommandLineTolArgvW(vs, &V/alu
TGetLastError() )

= | o
=l

Sleep{@x1388u);
[peleterilen(va[1]);

Figure 20: Deleting the
file
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5. RYUK

5.1 Persistence

Ryuk, like other malware, tries to stay on systems as long as possible. As seen above, one of its ways of
doing this is to create executables and launch them in secret. To do this, its most common practice is

to modify the registry key CurrentVersion\Run .

In this case, you can see that, for this purpose, the first file launched, VWjRF.exe (name generated
randomly), launches a cmd.exe.

VWRF exe 2440 &7 Thread Create ' S s oxe
VWjRF exe 2440 ¥ Process Create  C:\Windows"\System32'cmd .exe (& corhost exe

=) w1 wininit e

B
u-
— i -

Figure 21: Execution of VWjRF.exe

This will enter RUN with the name “svchos”. This way, if you check the registry keys at any time, it will
be easy to overlook this detail, given its similarity svchost. With this key, Ryuk ensures that it stays on
the system. If the system has not been infected by now, when you reboot the system, the executable
will try again.

15/
Ci\Windows'\System32\cmd. exe”™ /C REG ADD "HKEY CURRENT USER\SOFTWAREMicrosoft\Windows\CurrentVersion'\Run”™ fv "svchos™ ft REG 57 fd "C:lusers\Public\vWiRF. exe™ /f

Figure 22: the sample ensures persistence in the registry key

We can also see that this executable stops two services: “audioendpointbuilder”, which, as its name
suggests, corresponds to the system audio

3276
CWindows\System32Ynet.exe” stop “audicendpointbuilder™ fy

Figure 23: The sample stops the audio service
on the system

And samss, which is the Accounts manager service. Both practices are characteristic of Ryuk. In this
case, if the system is linked to a SIEM system, it tries to stop it from sending any alerts. This way, it pro-
tects its next steps, since some SAM services may not be able to start correctly after Ryuk executes.

3364
"Cr\Windows'\System32\net.exe” stop "samss” [y

Figure 24: Sample stops the SamSs service
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5.2 Privileges

Generally speaking, Ryuk starts with a lateral movement or is launched by another piece of malware,
such as Emotet or Trickbot, which take case of escalating privileges to grant them to the ransomware.

Beforehand, as a prelude to what will be the process injection, we see that it carries out an
ImpersonateSelf, which means that the security context access Token will be passed on to the thread
that it willimmediately obtain with GetCurrentThread.

lea
call
call

ecx, [rbx-26h] ; ImpersonationLevel

cs:ImpersonateSelf
cs:GetCurrentThread

Figure 25: Call to ImpersonateSelf

We then see that it will link the access token with the thread. We also see that one of the flags is
DesiredAccess, which can be used to control the access the thread is going to have. In this case, the
value that edx will receive should be TOKEN_ALL_ACESS, or failing that, TOKEN_WRITE.

lea
call
call
lea
Xar
mov
maw
call

TCKEMN_WHRITE

ecx, [rbx-28h] ; ImperscnatiocnLevel
cs:ImpersonateSelf

cs:GetCurrentThread

r9, [rsp+eepaseh+var_BBE28] ; TokenHandle

réd, rad ; OpenAsSelf
rcx, rax 3 ThreadHandle
edwx, ebx ; DesiredAccess

cs:0penThreadToken

TS_WRITE. TOKEN_ADUST_PRIVILEGES. TOKEN_ADIUST_GROURS. and

TOKEM_ALL_ACCESS Combines all possible access nights for a token.

Figure 26: Creation a thread token

Then, it will use SeDebugPrivilege and will make a call to grant Debug privileges to the Thread, thus
specifying the PROCESS_ALL_ACCESS, it will be able to access any process it wants to, given that it alre-
ady has the thread prepared, all that's missing is the final part.

loc_148885939: 3 TokenHandle

MoV rcx, [rsp+eBB@seh+var BBO23]

lea rdx, aSedebugprivile ; "SeDebugPrivilege
MoV réd, edi

Figure 27: Call to SeDebugPrivilege and
privilege escalation function

< panda
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On the one hand, we have LookupPrivilegeValueW, which will give us the necessary information about
the privilege we want to escalate.

23

1y

if { !LookupPrivilegeValueW({®isd, 32, &Luid) )

= GetLastError(};
v6 = “LookupPrivilegeValue error: ¥u\n";
_ABEL_3:
printf{ve, v5);
return @8164;

}

Figure 28: Querying information about the
privilege to escalate

On the one hand, we have AdjustTokenPrivileges, which will enable the necessary permissions on our
token. In this case, the most important is NewState, whose flag will grant the privilege.

State.Privileges[@].Luid = Luid;
NewState.PrivilegeCount = 1;
NewState.Privileges[@].Attributes = v3 |
if { !'AdjustTokenPrivileges{v4, @, &NewSts

@ ? 2 :8;
te, @8x18u, @is4, 8ied) )

5 = GetlLastError();
"

v6 = "AdjustTokenPrivileges error: ¥u\n";
goto LABEL_3;

Value Meaning

SE_PRIVILEGE_EMABLED The function enables the privilege.

Figure 29: Adjusting Token Privileges
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5.3 Injection

This section will show how the sample performs the injection process previously mentioned in this
report.

The main purpose of the process injection, as well as escalation, is to obtain access to Shadow Copies.

To do this, it needs to work with a thread with privileges higher than the local user's. Once it has this, it
will delete the copies and make changes to other processes in order to make it impossible to return to

an earlier point in the OS.

Asis normal in this kind of malware, to perform the injection, it uses CreateToolHelp32Snapshot, so
it takes a screenshot of the processes that are currently running and will try to access the processes
listed with OpenProcess. Once it has accessed a process, it will also open a token with its information
to obtain the parameters of this process.

nInformationlength = @;

|CreateTﬂDlhelp325napshot{2uJ @y; |

W n

il

if { v4 != (HANDLE)}-1i64 && Process32FirstW(v4, &pe) )

1
if { Process32NextW(v5, &pes) )
i
/6 = ( DWORD *Y(vi + 584);
do
{

SetlLastError(@);

7 =| penP ocess(@x1FFFFFu, @, pe.

Ll S p

wesnepy { (wchar_t *) (vl + 5@8i64 * v3),
*(ve - 1) = pe.th32ProcessID;
if ( OpenProcessToken(v7, @x20008u, &To

{

pe.szExeFile, @x183ui6d);

.\-5"—3'!:-—5} :I

GetTokenInformation(TokenHandle, TokenUser, v2, @, &TokenInformationLength});
8 = TokenInformationLength;
0 = GetProcessHeap();
2 = (PSID *)HeapAlloc(v3, 8u, v3);
if ( eetTokenInformation(TockenHandle, TokenUser, v2, TokenInformationLength, &TokenInformationLength) )

Figure 30: Obtaining processes from the computer

We can dynamically see how it obtains the list of processes in the subroutine 140002D9C running with
CreateToolhelp32Snapshot. Once it gets them, it goes through the list trying to open the processes one
by one with OpenProcess until it lets it. In this case, the first process that it can open is "taskhost.exe"

00061 40002E 6D ES8 8CZDOBOO ESIT <JHP.&Process32Hextll>
Boae148802E12 85Cca test eax,eax
00001 40002E14 BF84 81020000 8 vxafl.1400083018
BO0681400682E1A LB:8DE3 FEO10008 lea rsi,quord ptr ds:-[rbx+1F8]
0e80148882E21 33C9 X0F EeCx,ecx
0868140002E23 FF15 573281808 Eall quord ptr ds:[<&SetLastError>]
HOB01480082E29 44:8B4y2h4 68 mov r8d,dword ptyr ss:i[rsp+68]
HeB014A8A82E2E 3302 Xxor edx,edx edx:L"taskhost.exe™
0pee1400B2E3 B B? FFFF1FB@ mov ecx,1FFFFF
AAAA14AARZESS FF15 25330180 E811 quord ptr ds:[<&0penProcess>]
0800814 0002E3B L4LC:8BBEB mov r12,rax
BO668148002E3E L4L8:85CH test rax,rax
AaEE14BA02EM BF84 BGB100BO de vxafl.1480882FFD

L49:63CF movsxd rox,r15d
AaEe14ea02ELA 48 :8D55% BC lea vrdx,quword ptr ss:i[rbp-74]
BE0A1468802ELE L4L8:69C? FCO1G0688 imul recx,rcx,1FC
000681 40802ESS 41:BE 83010000 mov +&d,183
0e068148002ESE 48 :83CE add rcx,rbx
BB0681480062ESE E8 25530800 Eaid vxafl.140008188
Figure 31: Dynamic execution of routine for obtaining process
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We can see that it subsequently reads the process token information, so it calls OpenProcessToken
with the parameter "20008"

LTI TE T LT T TP SRS ) UUSLLt U MUY CTLA UWUI U PLI 33 .]0 3pCud |

BB0AAAB14AAAZELT LC:BDLL4?L 4B lea r8,quord ptr ss:[rsp+48]
0000806148802E6C 894E FC mov dword ptr ds:[rsi-4],ecx

8000000 140002ELF BA 88086208 mov edx,208088

6000006 1400082E7Y L40:8BCC mov rcx,ri2

00008001 40802E77 FF15 833189108 E811 quord ptr ds:[<&0penProcessToken>]
800000A0140882E7D 85ca test eax.eax

Figure 32: Reading the process information token

It also checks that the process that it will inject into isn't csrss.exe, explorer.exe, |saas.exe or that it has
the privilege range of NT authority.

test eax, eax

jz short loc_l48B85AES

mav rdx, rsi ; Str2

lea rcx, strl ;3 5trl

call WCsCcmp

test eax, eax

jz short loc_1488@85AES

cmp [rbx+4], risd

jnz short loc_1488@85AES

lea rdx, alsrssExe "czrss.exe"
mov rcx, rsi ; 5trl

call WCsCmp

test eax, eax

jz short loc 1488B85AES

lea rdx, aExplorerExe ; “"explorer.exe"
mav rcx, rsi ;3 5trl

call WCsCcmp

test eax, eax

jz short loc_l48B85AES

lea rdx, alsaasExe ; "lzaas.exe”
mav rcx, rsi ;3 S5trl

call WCsCcmp

Figure 33: Excluded processes

We can dynamically see how it first performs the check with process token information in 140002D9C

to find out whether the account whose permissions are being used to execute the process is NT
AUTHORITY.

HUUUUUET 4U0U2E OB 4UI¥HELSS bY moy rFax,quwora pTtr as:|rid]
HO0BBAE140002F 60 48:8BD8 mov rbx,rax rhx:L"HMISTBORH"
00000088 1400082F6F LE:-8DLL42Y 4B lea rax,qword ptr ss:[rsp+48]
0000000140002F 74 33c9 XOF BcCH®,ecx
0800008 14BBB2F76 LB 804424 38 mov quword pty ssi[rsp+38],rax
08000061400082F 7B 48 :8DB5 FOP10688 lea raz,quword ptr ss:[rbp+1F8]
0000000 1400082F82 LB 894424 28 mov quord ptr ss:i[rsp+28],rax
0000008 140002F87 LE-H95C24 28 mov quword ptr ss:i[rsp+28],rbx [rsp+28] :L"HISTBORN"
0a000061400082F8C FF15 BE3 60188 B8 quord ptr ds:[<&LookupficcountSidy>
- 66:8338 4E cmp word ptr ds:i[rbz],4E Fhx L "HISTBORH™, 4E:"H®
-8 0000BBE140602F96| ~ 75 16 ﬁﬁ% uxafl.1488B2FAE
0000006140002F 98 66:8378 B2 54 cmp word ptr ds:[rbx+2],54 rhx+2:L"ISTBORN", 54:°'T*
~--@ 00POARB1L40B002FOD| ~ 75 OF gﬁ% uxafl _1480082FAE
00P0ABB1L40002F OF 66:8378 86 41 cmp word ptr ds:[rbx+6],41 rbx+6 :L"TBORN", 41:'A’

Figure 34: NT AUTHORITY check
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And later, outside the routine, it checks that is is not csrss.exe, explorer.exe o lsaas.exe.

BeRB0E1 4B0BSAT A - i 73 ﬁ uxafl.1hBORSAES
q POBOEAR1LBOASAT 2 LB -BBDG mov rdx,rsi rdx:L"taskhost .exe™, rsi:L"taskhost.exe"
i DOO00BOD1400085075 LB:BDOBD 1CA21600 lea rcx,quword ptr ds:[14816FC98]
DoB0eea1 4BaBSATE EB 97260000 % uxafFl.140808118
q PeRE00A1 400805081 B5CA test eax,eax
q BoB000B1 40085083 “-74 68 _ﬁ uxafFl.148005AES
DEDOBOB14DABSARS 443978 B4 cmp dword ptr ds:[rbx+4],r15d
HOBOBOO1 4D0B5AB Y | ¥5 5A ﬁ vxafl.1400805AE5
de0pea140005A88 48:8D15 BEOBO100 lea rdx,quword ptr ds:[148816628] rdx:L"taskhost.exe™, B000B00148016620:L" "csrss.exe™
foBEBe0A140085092 48 -8BCE mov rFox,rsi rsi:L"taskhost .exe"
® 0BOPOOBTHAAASA9S E8 7E260000 BEI vxafl.140008118
@ nEE000A1468085A9A 85C8 test eax,eax
q AERABAE1 HAABSAPC | ¥la BF ﬁ uxafl.14B0B5AES
.I f00BR0B1hBABSATE LB:8D15 9J6BO108 lea rdx,quord ptr ds:[140816638] rdx:L"taskhost.exe"™, B000008148016638 L explorer.exe"
@ HOEPBEDE1LBABSANS L8 :8BCE moy rox,rsi rsi:L"taskhost .exe"
@| 0e0BBRA14BAB5ANE EB GBZG60000 m uxafl.140008118
HEBREOR14BABSAAD 8s5ca test eax,eax
HoBoBoe1 40085AAF 4 34 ﬁ wxafl.140805AES
@ H00BBAB14BA05AB1 L4L8:8D15 ABGOBO100 lea rdx,quord ptr ds:[148816658] rdx:L"taskhost .exe", B000000140016658:L" " 1saas . exe”
@ 00pAA0B14AABSARS 48 :8BCE MoV FCx,rsi rsi:L"taskhost.exe™
q AOEOBOA14ABASABE E8 58260000 ESIN uxafl_1400088118

Figure 35: NT AUTHORITY check

One it has taken the screenshot of the processes and has opened the processes and checked that none
of them are those that are excluded, it is ready to write to the memory of the processes to be injected.

To do this, it first reserves memory space (VirtualAllocEx), writes on it (WriteProcessmemory) and
creates a thread (CreateRemoteThread). To operate with these functions, it uses the PIDs of the chosen
processes that it has previously obtained with CreateToolhelp32Snapshot

/8 =[virtualallocEx(v2, v5, v6, @8x3800u, @x46u); |
if (TvE Y
{

w3 = GetLastError();
itoa(vo, &Dest, 18);
CloseHandle(v2);
return 1i64;

} -
NumberOfBytesWritten = @ied;
if (|.H’iteP’ccessﬂewc*y(.2, vBy W5, VW7, &NumberOfByteshritten)|)
1
vl@ = 2;
LBEL_16:

CloseHandle(w2);
VirtualFreeEx(v2, v5, 9ic4, OxB080u);
return v1@;

}

if ( |!CreateRemoteThread(v2, @i64, @ied, StartAddress, vi, @, 8i64)|)

vl@ = 33
goto LABEL_l1@;

Figure 36: Code for injection.

Here we can dynamically observe how it uses the process PID to call the VirtualAllocEx function.

C7uh2h4 20 4OB00BA0G mov dword pty ss:i[rsp+28],48 La: '@’
LY4:8BBC3 mov r&d,ebx

48 :8BDG mov rdx,rsi

48 :8BBCF mov rcx,rdi

8BEB mov ebp,ebx

FF15 SC498188 m quword ptr ds:[<{&UirtualAllocEx>]

48 :8BDB mov rbx,rax

e} =00 & toct wav eaw

Figure 37: Call to VirtualAllocEx
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5.4 Encryption

In this section, we will see the encryption part of this sample. In the following image, you can see two
subroutines called “LoadLibrary_EncodeString” and “Encode_Func”, which are responsible for carrying
out the encryption procedure.

L 4

mowv ecx, 1388h ;: dwMilliseconds
call cs5:5leep

call LoadLibrary_EncodeString
lea ecx, [rl2+2]

call Encode_Func

lea ril, [rsp+8BB868h+wvar_28]
xor aax, eax

mow rbx, [ri1i+3eh]

mov rsi, [ri11+38h]

mow rdi, [rli+4aeh]

mow rsp, rll

pop ris

pop rl4

pop ri3

pop rl2

pop rbp

retn

Figure 38: Encryption routines

In the first, we can see how it loads a string that will later be used to deobfuscate everything necessary:
Imports, DLLs, commands, files and the CSP.

LoadLibrary_EncodeString proc near

LibFileName= byte ptr -28h
var_18= dword ptr -18h
var_14= byte ptr -14h
ProcName= byte ptr -18h
var_C= dword ptr -8Ch
var_8= dword ptr -8
var_4-= word ptr -4
var_s®@= byte ptr @
arg_@e= qword ptr 3@h
arg_8= qword ptr 38h
arg_10= gword ptr 46h

mow [rsp-28h+arg_8], rbx
mov [rsp-28h+arg_8], rsi
mow [rsp-28h+arg_18], rdi
push rbp

push ri2

push r13

push ria

push ris

mov rbp, rsp

sub rsp, 48h

mow ecx, cs:dword_1488235CC
call sub_l4agegs464

lea rl2, str : "SIVKQbBYmqvhLiepBlZQMIDWLBTrDKGIT[w[
mowv e=zi, esax

mow rcx, rl2 ;3 Str
xor edi, edi

call strlen

lea ri3d, [rdi+i1]

test rax, rax

jz short loc_14006846C6

TZL™

Figure 39: Deobfuscation chain
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The following image shows the first import that it deobfuscates in the R4 register, LoadLibrary. This
will be used later to load the necessary DLLs. We can also see another sting in the R12 register, which is
used together with the previous one to perform the deobfuscation.

Ocultar FPU

Roal 0000000000000068 g -

RBX O00D7FFE5 3C964E4 TTqum. ODOOTFFFE53C964E4
RCX D000000000000048 “H®

RDX 0000000000 00000B

REP O0000001LEDEE644950
RSP 000000160 6644210
RSI OO0 0000000000C

RDI O0007FFE5 SCASE4C TTtqum. OD007FFE65 3CASEAC
RS8 7EFEFEFEFEFEFEFF

R3 7EFEFEFEFEFEFEFF

R10D 00000000000 00000

R11 8101010101010100

R12 O0007FFE53CA35DO "PIUHRaAZNrukojFsAIYRNIGTOAWQGH
R13 0000000000000001

Bl4 00007FFE53CA3E4D “LoadLibrarya™

R15 0000000000000044 ‘D’

RIP DO0OTFFE5S3C84704A ttqum. 00007FFG653C8470A
RFLAGS 0000000000000206

ZE 0 EBE 1 AE O
QF 0 SE O DF O
CE 0O TF O IF 1

LastError 00000000 (ERROR_SUCCESS)
LastStatus CO000018 (STATUS_CONFLICTING_ADDRESSES)

Figure 40: Dynamic deobfuscation

It continues to load the commands that it will later execute to disable backups, restore points and safe
boot modes.

g4y volcado 1 g4y volcado 2 g4y volcado 3 9y Volcado 4 @ volcado 5 & Monitorizar 1 |x=1L

Direccian Hex ASCIT
O00DD7FFG53CA3SC0O| 35 00 20 00(12 00 02 OD|(1C OO0 OO OO0|3A F2 57 OO0 5. .uwereanes OW.
O00D07FFE53CAZESD0O |50 49 75 48|52 61 41 SA|6E 72 75 G6B|4F 6A 66 73| PIuHRAAZNrukOifs
O0007FFE53CASS5EO| 41 49 59 52 (4E 49 47 74|4F 41 57 71(47 48 44 49| AIYRNIGLOAWQGHDI
000D0D7FFG53CA3SF0| 57 58 74 58|57 59 aF 41|68 44 6C 4F (56 49 6B 56| wxtxwyoahD10VIKV
00007 FFE53CA3600| 43 49 76 67 |6E 56 49 66|49 72 61 53(6B 6C 51 54| CIvgnvITIrasklqQT
00007FF653CAZ610| 64 52 64 44|65 48 52 50|00 OO OO0 OO|(0OD0 OO OO0 OO|dRADEHSP........
00007FFE53CAZG20 Bl 72 72 61|64 6D 69 G6E |20 44 65 6C (65 74 65 20|Wssadmin Delete
OD00O07FFG653CA3630(53 68 61 64 |6F 77 73 20|2F 61 6C &C (20 2F 71 75| Shadows /all /aqu
00007FFE52CAZ640| 69 65 74 OD|0A 76 73 72|61 64 6D 69|6E 20 72 65 |iet..vssadmin re
O0D0D7FFE53CA3650| 73 69 7A 65|20 73 6B 61|64 6F 77 73 (74 6F 72 6l1|size shadowstora
O0007FFE53CA3660| 67 65 20 2F |66 6F 72 3D |62 3A 20 2F|6F 6E 3D 62| ge /for=c: /on=c
00007FF653CA3670| 3A 20 2F 6D |61 78 73 69|7A 65 3D 34|30 31 4D 42| : /maxsize=401MB
00D07FFE653CA3680| 0D 0A 76 73|73 61 64 6D |69 6E 20 72(65 73 69 7A|..vssadmin resiz
00007FFE53CAZ690| 65 20 72 68|61 64 6F 77|73 74 6F 72|61 67 65 20| e shadowstorage
O0D0O7FFE52CAZEA0 | 2F 66 6F 72 |3D 63 3A Z0|2F 6F &E 3D |63 3A 20 2F| /for=c: Jon=c:
000O0O7FFE53CA36BO| 6D 61 78 73|69 7A 65 3D |75 6E 62 6F |75 G6E 64 65 |maxsize=unbounde

Figure 41: Loading commands

It then loads the location where it will drop 3 files: Windows.bat, run.sct y start.bat.

@ volcado 1 U4 volcado 2 @44 volcado 3 U4 volcado ¢ @44 volcado 5 & Monitorizar 1 Ix=] Locales

pireccion HeX ASCIT

O00O07FFG653CA3C52 |44 00 6F 00|63 0D 75 00[6D OO0 &5 OD|G6E OO0 74 00|P.0.C.U.M..MN.T.
D0OODFFFE53CA3C62Z |73 00 20 00|61 00 6E 0QO(64 00 20 00|52 00 65 00|s5. .a.n.d. .S.e.
O00O07FF653CA3C72 |74 00 74 00|69 00 6E OO|67 OO0 73 00(5C OO0 44 OOD|t.t.i.m.g.s.%\.D.
O00O0D7FFE53CA3CS82 |65 00 66 00|61 OD 75 OO|6C OO 74 00|20 00 75 0OO|e.f.a.u.1.Tt. .u.
00007 FFGE53CAZCO2 (73 00 65 00|72 00 SC O0|77 OD 69 OD|6E OO0 64 00 |s.e.r.\.w.1.n.d.
D00O07FF653CA3CAZ | 6F OO0 77 OOD|2E OD &2 00|61 00 74 00|0D OD OC OD|O.w...b.a.t.....
000O07FF653CA3CEB2 | 0D 00 1A 00|2B OD 27 00|0C O0 24 00(34 00 1A 00| vve.ote "vvee$.%...
00007 FFE53CA3CC2 (01 OO0 55 O0O0|0A OO0 21 OO0|OE OO0 46 00|20 OO0 24 00| ..U...1'...F. .%5.
00007FF653CA3CD2Z | 3D 00 2D O0|3B OO0 20 OD|2E OO0 34 00|28 OD 00 O0|=.—-.7. ...4.0(-..
D0O0O0O7FFGE53CAZCEZ |00 OO OO0 O0|0OD 0D O3 06|33 1C O5 20|13 AF 32 BF | cssrssraBes sn2T
DOOD7FFE53CA3CF2 | 1C O8 32D 05|15 1C 27 2D (05 05 27 27|22 1B 28 32| ..=..."=,.""'#,.82
000O07FFG653CA3D02 | 0B 32 32 3A(|36 2C 39 2C |22 3D 25 2A |26 2E 06 18| .22:6,9, "=%"&. . .
ODO00O7FFE653CA3D12 | 3E 3A 38 15|00 00 03 06|33 1C 05 20(13 1IF 32 3F|[>18.iesss30s 2227
DOOD7FF653CA3D22 | 1C O8 3D O5|15 1C 27 3D (05 O5 27 27|23 1B 38 32| ..=..."'=..""'#.82
00007FFE653CA3D32 | 0B 32 32 3A|36 2C 39 2C |22 3D 25 2A (26 2E 06 18| .22:6,9, "=%*&. ..
DOOD7FFE53CA3D42 | 3C 2D 3A 20|63 69 65 73|5C 53 79 73|74 €5 6D 5C | < ! cies\ System)
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@4 volcado 1 §44 volcado 2 B2y volcado 3 By Volcado 4 B4 volcado 5 &5 Monitorizar 1 |xc=
Direccidan Hex ASCIT
DOO0O7FFE53CA3SDS 8 |BE| 75 72 65|72 73 5C 50|75 62 68C 69|63 5C 72 75 | Rusers \Publichru
ODO0O0O7FFE53CA3DE8B | 6E 2E 73 63|74 00 00 OD|OC 1A O1 29|20 15 61 17 [A.SCT......) .a.
@49 volcado 1 g4y volcado 2 @4y volcado 3 g4 volcado 4 @Y volcado 5 & monitorizar 1 [x=]1
Direccidn Hex ASCIT
00007 FFE5 3CA3ZD7O0 |BC 52 7 61|72 74 20 4D (65 E6E 75 5C |50 72 &6F &7 |Ns5tart Menu“ZProg
DOOO7FFES3CA3DBO |72 61 6D 73 |5C 53 74 61|72 74 75 70|5C 732 74 &l |rams\Startup\sta
0D007FF653CA3D90| 72 74 2E 62|61 74 00 OD|6A 15 20 38|37 13 32 O6|rt.bat..j. :;7.2.
AN ITEEAES XFATINAMA |l AWl MW WM OO Oy CWme OO O D O O OO O O O Mt e

@49 Volcado 1 244 Volcado 2 4% Volcado 3 @4 volcado 4 44 Volcado 5 & Monitorizar 1 [x=] Locales
Direccidn Hex ASCIT

DDOD7FF653CASDAD| DO 0D 0D 00|00 OD 0D OD|DD 0D DD 00|00 OO0 OO0 OO0 - v v v ovveoeeeonn-
OOOD7FFE53CA3DE0 |5C 41 70 70|44 61 74 61|5C 52 6F 61|6D 69 6E &7 | \AppData‘\Roaming
ODOO7FFE53CAZDCO|5C 4D 69 63|72 6F 72 6F|66 74 5C 57|69 6E 64 &F | \Microsoft\windo
ODOO7FFE53CA3DDO0|77 73 5C 53|74 61 72 74|20 4D 65 6E|75 5C 50 72|ws\Start Menu\Pr
ODOD7FFE53CA3DED|6F 67 72 61|6D 73 5C 53|74 61 72 74|75 70 S5C 73| ograms\Startup\s
DDOD7FEFE53CAZDFO |74 61 72 74|2E 62 61 74|00 0D DO 00|00 OO0 OO OO|tart.bat........
000D7FFE53CA3ECQD I#3l 74 61 72|74 20 22 22|20 22 00 00|00 00 00 0O|Etart "™ “......
OD0OOD7FFE53CA3ELD |73 74 61 72|74 20 22 22|20 25 54 45 |4D 50 25 00| start """ MTEMP3.
DDOO7FF653CA3E20|73 74 61 72|74 20 22 22|20 25 50 55|42 4C 49 43|start "" HPUBLIC
Figure 42: File location

These 3 files are used to check the privileges that each of the locations has. If the necessary privileges
are not available, Ryuk stops executing.

It continues to load strings corresponding to the three files. The first, DECRYPT_INFORMATION.html,
contains the information needed to recover the files. The second, PUBLIC, contains the public

RSA key.

@44 volcado 1

2% volcado 2

B4 volcado

3

g4 volcado 4

@Y volcado 5

@ monitorizar 1

[x=]1

Direccion

Hex

00007 FF6E5 3CAZESC
00007 FFGE5 2CAZEAC
00007 FFE5 3CAZEBC
00007 FF65 3CAZECC

F7
45
4E
4F

3
0o
oD
(n 7w

E3
00
o0
o0

26
00
o0
o0

A6
o0
oD
o0

19
S0
4D
74

Figure 43: DECRYPT INFORMATION.html string

The third, UNIQUE_ID_DO_NOT_REMOVE, contains the encrypted key that will be used in the following
subroutine to carry out the encryption.

oo
Q0
o0
Q0

o0
4
41
&0

o0
o0

o0

54

o0
o0
o0
o0

o0
o0

Q0

@4 volcado 1

B2 volcado 2

g4 Volcado 3

iy Volcado 4

§'¥ Volcado 5

@ monitorizar 1

Direccion

00007 FFE5 3CA347TC
00007 FFE5 3CAZ48C
00007 FFE5 3CAS49C
00007 FFE5 3CAZ4AC

Fi
oo
oo
oo

oo
(a ]
oo
o0

54
51
aF
4D

DE
oo
oo
(aln]

Figure 44: UNIQUE ID DO NOT REMOVE

= e ]
55
SF
4F

7B
oo
oD
o0

string

oo
oo
oo
aln]

00
o0
o0
00

oo
oo
oo
O

o0
o0

o0

Finally, it loads the necessary libraries together with the desired imports and the CSP
(Microsoft Enhanced RSA and AES Cryptographic Provider).

00007
00007
00007
o000 7
o007
00007
00007
o000
O00D07FF6&
00007 FFG6
00007
o000 B
00007 FF6

48: BBCS8

FFDO

(alalalalal

Figure 45: Loading libraries

© panda

FF15 A1140100

48: 8905 FFBOL1600
48: 8D15 OOF20100
FF15 72150100
48: 8DOD F5F20100
4E8: 8905 A4BO1600

48: 8D0OD ADFAOLO0
48: 8905 S54B11600
FF15 S8EBO1600
48: 8BDOD EBFDO100
48: 8905 20E60200
FF15 7ABOl600O
48: 8BD0OD 6DFEO100
48: 8905 94E50200
FF1l5 66B0O1600
48: 8D0D SF1lEOL100
48: 8905 ASBO1600D

call

€al¥ gword ptr

Eamm qword ptr
l1ea rcx,qword

€38l gword ptr ds:[<&loadLibrarya=]
MOV FCX,rax
mov qword ptr ds: [FFFG653DEFCB8] ,rax
lea rdx,gword ptr
€& gword ptr ds
lea rcx,qword ptr
mov qword ptr ds: [FFF&53DEFCF8] ,rax
rax

1ea rcx,qword ptr
mov _qword ptr
a8 gword ptr

ds: [FFFE53CAZE40]
: [<&GetProcAddress>]
ds: [FFF653CA4642]

ds: [FFF653CA470A]
ds: [FFF&53DEFDEE8] ,rax
ds: [FTFF653DEFCFS8]
lea rcx,qword ptr ds: [FFF653CA4A5C]
mov _gqword ptr ds: [FEF653CB3298] ,rax
ds: [FFF653DEFCFS8
l1ea rcx,qword ptr ds: [FFF653CA4AF2]
mov _gword ptr ds: [FFE653CB3220],rax
ds: [TFF653DEFCFB]
ptr ds:[7FF653C96828]
mov qword ptr ds: [FFF653DEFD48] ,rax

O0DO7FF&e52C96EB28:

00007 FF653CASE4D: "

O0007FFE53CA4642: "

O0DO7FFF653CA470A: "

O00OD0OFFF653CA4ASC: "™

00007 FF&53CA4AF2: "

LoadLibraryA®™

mpr.dili1”

advapizz.dil”™

olez2.d11"

Shellzz.d11"

"Iphlipapi.dil™
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Once all deobfuscation has been completed, it goes on to perform the actions needed to encrypt:
listing all logical drives, execute what was loaded in the previous subroutine, performing persistence,
dropping RyukReadMe.html, encrypting, listing network devices, spreading to detected devices and

encrypting.

It starts by loading "cmd.exe" and dropping the public RSA key.

loc_7FF7A9663A4F :

call wcscat

mov rdx, rbx ; Source

lea rcx, word_7FF7A97CF2F@ ; Dest
call NCSCpY

lea rdx, aPublic : "PUBLIC"™
lea rcx, word JFF7JA97CF2F@ ; Dest
call vcscat

lea rcx, clavePublica wvictima
call sub_7FF7A9663098

call sub_ 7FF7A96637E4

mov ecx, 3EBh

call cs:qword 7FF7A96931A8

mov al, cs:byte_7FF7A9676928

movsd xmm@, cs:qword_7FF7AS9676928
movsd xmml, cs:qword_7FF7A9676940

mov [rsp+148h+var_F8], al

Xor eax, €ax

MOV [rsp+l4@h+var_F7], al

mow eax, cs:dword_7FF7A9676948
mow [rbp+4Bh+var_98], eax

mov al, cs:byte 7FF7A967694C

movups xmm@, cs:xmmword FFF7A9676938

movs [rbp+a@h+var_94], al
xor eax, eax

mov [rbp+4@h+var_93], rax
mov [rbp+4@h+var_8B], ax
mov [rbp+4Bh+var_89], al

movsd [rbp+4@h+var_A8], >xmml

call cs:GetlLogicalDrives
mov edi, eax
mov ebx, rl2d

movsd qword ptr [rsp+l4h+var_180], xmme

movups xmmword ptr [rbp+d8h+var_B61]1, sxxmmo

Figure 46: Encryption Preparation

It continues, obtaining all logical drives with GetLogicalDrives and disabling all backups, restore points

and safe boot modes.
[ |
 J
() =]
xor edx, edx 3 uCmdShow
lea rcx, CmdLine 3 "omd fc \"WMIC.exe shadowcopy delet)
call cs:WinExec
®or edx, edx 3 uCmdShow
lea rcx, avssadminExeDel ; “vssadmin.exe Delete Shadows /fall /quiet™
call cs:WinExec
xor edx, edx ;3 uCmdShow
lea rcx, aBcdeditSetDefa ; "becdedit /set {default} recoveryenabled
call cs:WinExec
xor edx, edx 3 uCmdShow
lea rcx, aBootstatuspoli ; "bootstatuspolicy ignoreallfailures”™
call cs:iWinExec
cmp cs:dword 7FF653CB32A4, rl2d
mow ridd, [rbp+aeh+arg_o]
jnz short loc_7FF653C83BB6

Figure 47: De

activating restoration measures
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It carries on, gaining persistence as we have seen above, and dropping the first RyukReadMe.htmlin

TEMP.

S

cmp rldad, 4

jz loc_7FF7A966427A

I 1
h J v

[l e 5 ) =
mov ecx, ri3d
call Persistencia loc_7FF7A966427A:
lea rdi, Buffer mow
mov rg, rls lea rcx, Buffer
mow rcx, rdi mow
xor edx, edx mow edx, rl3d
call sub_7FF7A96654A82 call Cifra
mov rdx, rdi ; lpBuffer MoV ecx, BACFCBh
mow ecx, 1388h nBufferLength) |call cs:Sleep
call cs:GetTempPathkw mow ecx, rl3d
mow rcx, rdi 3 Str call exit
call Drop_ReadMe
mow rs, rils
xor edx, edx
mov rcx, rdi
call sub_7FF7A96654A8
call cs:qword_7FF7A96931C8
mov rl5d, eax
cmp rlad, 8
jz loc_7FF7A9663E@E

r9, cs:qword_7FF7A97CF868

»

rs, cs:qword_?FF?AB?CFzEﬂ

o
»

Fl

str

dwMilliseconds

Code

|

Figure 48: Publication of ransom note

In the following image, you can see how it creates the file, loads the content and writes it:

© panda

lea rdx, aRyukreadmeHtml ; "RyukReadMe.html”
mowv rbx, rcx
call wcscat
xor ecx, ecx ;3 dwErrCode
call cs:SetLastError
wor esi, esi
xor rod, rod
mowv [rsp+48h+var_18], rsi
xor r8d, r8d
mowv [rsp+48h+var_28], 8@h ; '€’
mov edx, 4e00e606h
mow rcx, rbx
mowv dword ptr [rsp+48h+var_28], 4
call cs:CreatefFile
mov rdi, rax
test rax, rax
jz short loc_7FF7A9661D19
] 1
2
A
call cs:qword_7FF7A97CFD4®
cmp eax, @B7h ; "-"
jz short loc_7FF7A9661D19
J 1
h J Yy Vv
r9, [rsp+48h+arg_8]
[rsp+48h+arg_8], esi loc_7FF7A9661D19: 3 Str
r8d, 273h mowv rcx, rbx
[rsp+48h+var_28], rsi call wcslen
rdx, RYUK_HTML nov rcx, rdi
rcx, rdi mov [rbx+rax*2-1Eh], si
cs:WriteFile © call cs:qword_7FF7A97CFD78
rcx, rbx : 5tr xor eax, eax

Figure 49: Loading and

writing the file content
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To be able to make the same steps on all units, it uses "icacls.exe" as we have explained above.

B2 ES030000 mov _ecx,3ES

FF15 OEF70200 €&l gword ptr ds: [<&Sleep=]

8A0O5 902E0100 mov al,byte ptr ds:[7FF653C96928]

E2:0F1005 B0OZEOL00 movsd xmmo,qword ptr ds:[FFFE532C36920] |0000FFFE53C96920 e
F2:0F100D 982E0100 movsd xmml,qword ptr ds: [7FFFE53C926940] |00007FFE53C96940:° ‘C /qQ
BEB4424 48 mov byte ptr ss:[frsp+asj,al

33C0 XOor <£ax,eax

B84424 49 mov byte ptr ss:[Brsp+a9f,al

8B0O5 902E0100 mov eax,dword ptr ds: [7FF653C96948] 00007 FF653C96948: 'C /Q"

8945 AS mov dword ptr ss:Erbp-s&f,eax

BAOS BBZEDL1OD mov al,bvte ptr df:_?FFESBCBGQ#C]

F2:0F114424 40 movsd qwnrd ptr ss:|grsp+40f, xmmo

OF1005 &22E0100 mMoVUps Xmmo, xmmwor d ptr ds: [FFF653C9693{ 00007FFF653C96930: ™" /Jgrant Everyone:F /T /JC /™
B845 AC mov byte ptr ss:frbp-54),al

33CO0 xXor eax,eax

45: 8945 AD mov gword ptr ss:rbp-sz§,rax

66: 8945 BS mov word ptr :::[rap 4B ]'ah

8845 BT mov byte ptr ss:irbp-499,al

OF1145 90 movups xmmword ptr ss:[Brbp-7of, xmmo

FZ:0F114D AD movsd qword ptr ss:[rbp-60] ,xmml [rbp-60]:"Iphipapi.dil1™

FF15 B3250100 €all qgword ptr ds:[=&GetLogicalDrives>]

Figure 50: Using icalcls.exe

Finally, it starts encrypting files with the exception of "*.exe", "*.dll", system files and other locations
specified in a kind of encrypted whitelist. To do this, it uses imports such as: CryptAcquireContextW
(where the use of AES and RSA is specified), CryptDeriveKey, CryptGenKey, CryptDestroyKey, etc. An
attempt is made to expand to detected network devices using WNetEnumResourceW and then encrypt
them.

mov qword ptr ss:Ersp+3] rbx [rsp+81: L™ \\\W\192.168.59. 130\\CS$\\Archivos de programa‘\ 010 Editor :\Plugins
mov qword ptr ss: :-_i,rs1

push rdi rdi:L"\A\\\192_168.589.130"\"C$ \\Archivos de programa‘\“ 010 Editor’‘\\Plugins\\pr
sub rsp,40

lea rdx,qword ptr ds: [FFF7A9676840] 00007FF7A9676840: L"RyukReadMme. htm1™

mov rbx,rcx rex:L"\\\\192.168.59.130°\"\CS \\Archivos de programa‘\\010 Editor\\Plugins\\pr

€&l logta.7FF7A96680EC

XOr ecx,ecx

€&l gword ptr ds: [<&SetLastError:>]
xor esi,esi

xor road,rod

mov qword ptr ss:frsp+20fl,rsi

xor r&d,rsd
mowv dword ptr ss:[lrsp+ B, 80
mov edx, 40000000

mov rcx,rbx rex:L™WWh\\192.168.59.130°\\C$\\NArchivos de programa\ 010 Editor\ZWWPlugins\\pr
mo dword ptr 53:[r5p:;u],4

caIT qgword ptr ds:[<&CreaterFilew>]

mov rdi,rax rdi:L"%\\W,\\192.168.59. 1300\ \C$"\\NArchivos de programa\\010 Editor‘\\Plugins\\pr

test rax,rax

je logta.7FF7A9661D19

€&l qword ptr ds: [<&GerLastError>]
cmp eax,B7

je logta.7FF7FA9661D19

1ea r9,qword ptr ss:[@rsp+ssj

mow dword ptr ssiffirsp+s s, esi

mov r8d,z27

mov qgword Dtr ss:@rsp+208,

lea rdx,qword ptr ds [7FF7A9682A70] D0007FF7A9682A70: "<html><body><p style=\"font-weight:bold;font-size:125%
mov rcx,rdi rex: L™WWW\192.168.59. 1300\\C$ \ \Archivos de programa‘\2 010 Editor’‘\“\WVPlugins
call qword ptr ds: [=awriteFile>]

mov rcx,rbx rex:L"N\WA\\192.168.592. 130" C8 \\Aarchivos de programa‘\ 010 Editor‘\“Plugins\\pr
call 1ugta 7FF7A966816C

mov rcx,rdi rex:L"\4W,\\192.168.59. 130\ \C$ \NArchivos de programa\ 010 Editor:\Plugins\ \pr

mov word ptr ds:[rbx+rax*2-1£],si
€all gword ptr ds:[<&CloseHandlex]
lea eax,qword ptr ds:[rsi+1]

jmp logta.7FF7A9661D31

mov rcx,rbx rex:L™WWh\\192.168.52.130\\C$ \\Archivos de programa\»010 Editor‘\\Plugins\\pr

SN Vames TEETAOCEBDwE~

Figure 51: Encryption of system files
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6. Imports and relevant flags

Below is a table with the list of the most relevant imports and flags used by the sample:

GetVersionExW
ImpersonateSelf

GetCUrrentThread

OpenThreadToken

LookupPrivilegeValueW

AdjustTokenPrivileges

CreateToolHelp32Snapsh ot

WriteProcessMemory

CreateRemoteThread

ShellExecuteW

CommandlineToArgW

DeletefileW

CryptExportKey

GetDriveTypeW

CryptDeriveKey

CryptGenKey

GetlogicalDrives

WNetEnumResourceW

CryptAcquireContextW

CryptEncrypt

CryptDecrypt

CryptDestroyKey

CryptlmportKey

Imports ‘

Obtains OS version
Enables privileges for a thread

Gets handle of a thread

Opens a token belonging to a
thread

Provides information about the
LUID to know the privilege we are
scaling

Enables certain permissions for a
token

Takes a screenshot of the processes
running

Writes in the memory of a certain
process

Creates a threat in suspended state

Launches a shell to execute the
payload

Parses acmd command and
returns an array of pointers for the
command

Deletes a files according to
parameters

Exports to a crypto key

Finds out whetheritisa USB, CD
drive...

Creates a key using another by
collecting past data

Generates a random session key
or an asymmetric key pair (Public/
Private)

Returns a bitmask of the disks.
Gives information about a disk
available on the system

Lists the network devices

Tries to search the CSP for the
desired encryption algorithm

Encrypts data in the algorithm that
has been designated in the CSP

Decrypts the data encrypted by
CryptEncrypt

Distroys the handle of the hkey so

that it cannot be used again hkey

Transfers a key from a CSP

LpVersioninformation

DesiredAccess

SeDebugPrivilege

Flags

Determines if it is + than
Wxpp

Specifies kind of access
to the Token

Used to obtain advanced

privileges

A handle to open the
key's registration key

< panda
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/7. IOC

MD5 Related Recovery
IP addresses file

= a73130b0e379a989cba3d695a157a495 = 104.136.151.73 = RyukReadMe.html
= 89a562b867979386f2c838d0f453b7d0 = 104.168.123.186

= 99ab62a9a533f7a0541528383e35d051 = 104.193.252.142

= c6daf2d35e8b9adf7bced70bd762e101 = 104.236.135.119

= 0ebc540d2f99574346ac10de3e4cf5aa = 104.236.137.72

n fe7bf2e75003461b81d1260e78819928 = 104.236.151.95

= 1bf0b9b022c7685c136439cfa8e90370 = 104.236.161.64

= 106dd76aa34eddbabd5bc3081defed91 = 104.236.185.25

» ddc639cf6f8ba80221b13b6a8a0e8107

= 7af8e281c798006b55f4b6bbeb771ea3
= 4846fa07e96¢123b807de35d076dab98
= 6b99069a09bcch806b4a24f60f671157

= 436d7e29ebflad9fc92a77a266cb33fla

References

= users\Public\run.sct
= Start Menu\Programs\Startup\start.bat
= AppData\Roaming\Microsoft\Windows\Start Menu\ProgramsStartup\start.bat

Ransom email Encrypted file extension
= msifelabem1981@protonmail.com = ".RYK
= sydney.wiley@protonmail.com = “.RYUK

= MelisaPeterman@protonmail.com
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