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01. PROLOGUE

This guide contains basic information and procedures of use to get maximum benefit
from the product Panda Cloud Systems Management (from hereinafter PCSM).

AUDIENCE

This documentation is written for technical staff that offer support services to users
without IT knowledge and in two possible environments:

+ The IT Department which wishes to professionalize the internal support it
provides to the rest of the company

« The Managed Service Provider (MSP), which currently provides services to its
client accounts onsite, remotely, reactively or proactively.

ICONS

This guide contains the following icons:

Additional information, for example, an alternative method for performing a
particular task.

i,

_ J| Suggestions and recommendations.

Important and/or useful tips for using Panda Cloud Systems
Management.



02. INTRODUCTION

Panda Cloud Systems Management is a cloud-based remote device
monitoring and management solution for IT departments that want to offer
a professional service, while minimizing user disruption. Panda Cloud Systems
Management increases efficiency through centralized and straightforward
management of devices, while promoting task automation. The overhead costs
dedicated to serving each client or account are reduced as PCSM:

« Requires no additional infrastructure on-site as the solution is hosted in the
cloud.

« Has a very gentle learning curve for technical support, allowing you to deliver
value from day one.

" Tools accessible from anywhere, anytime, allowing you to manage support
remotely and avoiding wasted time and money by eliminating the need to
travel to those sites.

« Task and response automation triggered by configurable alerts that prevent
failures before they occur.

Panda Cloud Systems Management is a product that promotes collaboration
among the technicians in charge of providing support and minimizes or
completely eliminates the time spent interacting with the user to determine the
cause of problems.



MAIN FEATURES OF PANDA CLOUD SYSTEMS MANAGEMENT
The following are the most important features of the product:

Feature Description

Cloud-based solution

No additional infrastructure at the client or the
MSP / IT Department site. Manage all your devices
anytime, anywhere.

Agent based

A very light Agent supporting NAT firewall and
VPN connects each device to the PCSM Server.

Automatic detection of devices

A PCSM Agent installed on a single device can
detect other devices connected to the same
network and initiate automatic installation.

Scheduled and custom audits

Track all changes to the device (hardware,
software and system).

Software license management

Keep track of all software installed.

Alerts and monitoring

Monitor CPU usage, memory and disk space,
services and Exchange Servers, performance
graphs, panel alerts... all in real time.

Create scripts and quick jobs

Create your own scripts, download our pre-
configured scripts from the online ComStore
and deploy either on a scheduled basis or as an
automatic response to an alert. All at a click.

Patch management

Automate deployment of updates and patches of
the software installed.

Software deployment

Centralized update and software deployment.

Continue ’

Feature Description

Policies

Define a set of general settings to manage your IT
environment in a flexible manner.

Remote access

Task manager, file transfer, registry editor,
command prompt, event log viewer, etc. All

of these integrated tools enable you to repair
multiple devices without interrupting the users.

Remote control

Shared access to the user’s desktop or total
control. Supports firewalls and NAT.

Secure communications

All communications between the Agents and the
PCSM Server are encrypted (SSL).

Reports

Send scheduled or special reports via email. Find
out who does what, when, and who uses most of
those resources.

Collaborative environment

Manage incident allocation, status and
documentation with the Ticket System. Simplify
creation of an intervention history with Device
Notes. Communicate live with the end user
through IM Messaging service.

ComStore

Mobile Device Management (MDM)

Extend the capabilities of the platform. Select and
download the components you need.

Compatible with iOS and Android, enables you
to monitor Smartphone’s and tablets, locate them
and avoid data loss in the casa of stolen or lost
devices.

PCSM Guide. Introduction




PANDA CLOUD SYSTEMS MANAGEMENT USER PROFILE

Most Panda Cloud Systems Management users will have a medium — high technical profile,
as this tool provides daily maintenance of computing devices subject to constant use and change.
However there are two specific, targeted user groups of Panda Cloud Systems Management:

v

v

Enterprise level IT technicians

Technicians subcontracted or belonging to a a company to offer a company-wide support
service for devices and end-users. These scenarios often include the remote offices to which
access is restricted so technicians must use monitoring tools and remote access for roaming
users or users who work outside the office, which makes them vulnerable to all types of
problems with their devices.

Managed Service Provider (MSP) technicians

Technical staff employed by a company to provide a professional service to client accounts
that have decided to outsource or subcontract the IT Department for maintenance of their
devices.

Main components of Panda Cloud Systems Management

v

v

PCSM Console

A web portal accessible via compatible browsers, from anywhere, anytime with any web
enabled device. Most of the daily tracking and monitoring tasks will be performed from
this console via a browser. This resource is available to technical support only

PCSM Agent

A small program, less than 5 megabytes, that is installed on each device to be managed.
After installing the PCSM Agent on the device, its information will become directly
accessible through the PCSM Console.

The PCSM Agent supports two execution modes:

User Mode and Monitor Mode
In this mode, which is the usual mode, the agent is barely noticeable to the end-user
and access to some specific settings can be delegated by the administrator.

Administration Mode
After entering valid credentials, the network administrator can use the PCSM Agent in
to access remote devices.

1 Install the PCSM Agent on both client devices and those belonging to the
technicians for remote management.

~

«" PCSM Server
The PCSM Console, the processes required to collect, synchronize and redirect messages,
events, and information flows generated by the PCSM Agents and the databases that support
them are all hosted on a cloud-based PCSM Server and are available 24 hours a day.

The status information that flows from each of the devices to the PCSM Server is highly
optimized so that the impact on the client’s network is negligible. This information is sorted
and consolidated in the PCSM Server so that it is displayed as a flow of events to diagnose
and even efficiently foresee problems on managed devices.

PCSM Guide. Introduction



KEY PLAYERS OF PANDA CLOUD SYSTEMS MANAGEMENT

« IT Administrator / Administrator / Managed Service Provider / MSP / IT Department / Support Technician / Technical Team
These terms include all those who have access to the PCSM Console, regardless of the privilege level associated with the credentials supplied.

These are the technical staff from the IT department of the company that opts for Panda Cloud Systems Management to manage and monitor its systems or the MSP staff who access the
client’s devices to manage and monitor them.

+« PCSM administration account / Principal administration account
Each client or company using Panda Cloud Systems Management will be given a principal administration account. An account with the highest level of privileges that can manage all the
resources of the product.

NS

) Chapter 14 describes how to create new users and roles in order to restrict the access of systems technicians’ to key Panda Cloud Systems Management resources.

Each principal administration account belongs to a secure and separate product instance. Therefore, all of the settings of a Panda Cloud Systems Management client and all of the devices
managed will not be accessible or visible to other administration accounts.

+ Client account / Client
A client account is a contract between the Managed Service Provider and a company that comes to them with the intention of outsourcing their day to day IT Support needs.

Except in chapter 14, describing how to create users and roles, in this manual, account has a organizational meaning: for the MSP, it is equivalent to a set of devices related to one another for
belonging to the same client network that will require maintenance.

« User
The user is the person using the device that requires direct support from the MSP or IT department.

« Device
A device is a computer with a PCSM Agent installed and which is used by the user in their daily work.

PCSM Guide. Introduction



03. HIERARCHY OF LEVELS WITHIN THE
PCSM MANAGEMENT CONSOLE

-
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€. - R " In order to separate management of the devices of different client accounts and
’ '. | . -l reuse and restrict procedures defined by technical staff in the PCSM Console, and
to expedite and refine management, Panda Cloud Systems Management provides
three entities / group levels / operation levels: From the most general to the most
specific, these are the following:
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SYSTEM LEVEL

What is it?

System Level also referred to as Account or Account level entity cluster is the most general and
highest level, and is also unique for each MSP / IT Department. It automatically groups all devices
managed by the MSP / IT Department belonging to their clients and users with a PCSM Agent
installed.

Scope
The actions performed on this level will affect all devices registered on the system, although they
can be limited to a subset of devices using filters and groups, described in chapter 5.

Access
The System Level resources are accessed from General Menu, System.

4= Panda Cloud Systems Management B RS S

w PROFILES * COMPONENTS * COMSTORE * SCHEDULEDJOBS * SCHEDULED REPORTS + HELP CENTER MY

Account: PRUEBA PCSM

DASHBOARD AUDIT PMANAGE MONITOR SUPPORT REPORT POUCIES SUSPENDED DEVICES
. — s

This is the default system dashboard and cannot be edited Klosk Mode

Functionality

System Level can perform global actions. Therefore, you can obtain the status of all managed
devices, consolidated reports on your environment and actions on all or part of the registered
devices.

PROFILE LEVEL

What is it?

Profile Level is a grouping entity immediately below System. It is a logical grouping that
contains the devices that belong to the same client account or office.

The Profiles list can be accessed from General Menu, Profiles.

Each Profile is associated with a number of configurations accessible from Tab Bar, Settings in
the PCSM Console, which in turn, are bundled with the PCSM Agent.

4= Panda Cloud Systems Management

&l weicome CCF22PLE2K Test!
[aatel N COMPONENTS ILED JOBS *  SCHE S~ HELP CENTER MY

Bownload Agent D
send dowmlcad link 0

Profile : Home

SUMMARY DEVICES AUDIT  MANAGE MONTTOR SUPPORT REPORAT POLICIES SETTINGS.
—
Default Filters
il 2,
General B
Name: Home

UID:  B20989e8-0188-4747-b5be-SbEEBOBIS20
Description:  This is the home prefile for your account

Type:  Managed

Configuration options can be divided into several groups.

« Profile Identification
Information used to identify a Profile within the rest of the Profiles generated and which can
be used in filters or searches. The configurable fields are:

General: Profile name and description.

Variables: environment variables that the devices belonging to the profile inherit and
which can be invoked later from scripts or components developed by the administrator.
Chapter 10 describes how to create and deploy components.

Custom Labels: five fields with information defined by the administrator.

+ Contact Information
These are the email accounts used by Panda Cloud Systems Management to contact the
service administrators. They are generally used to send reports or alerts.

+ Mail Recipients

« Local Cache
This field is used to identify the cache on the client’s LAN to speed up software, patch or
script downloads, which will then be deployed to neighboring devices. This method reduces
bandwidth consumption by preventing devices belonging to the same network from having to
access the internet in order to download these individually

+ Login Information
Execution of scripts on the user’s device inherits the permissions associated to the Localhost
account, but if the Profile needs to execute scripts with the Run As command, you can enter
the login and password details here.

PCSM Guide. Hierarchy of levels within the PCSM Management Console



+ Consumption Information
Power consumption information can be associated to each device so that the PCSM Server
can calculate overall consumption and contrast it against variations in the power saving
settings, through System Policies or Profile Policies, which are explained later on.

In addition to the information above, the information corresponding to the Profile generated
is incrusted in the PCSM Agent, as it is can be directly downloaded from the Profile
management screen.

& veicome coFa2PLCK Testt COF22PLC2M | Log)
"DULED REPORTS * HELP CENTER MY A NT =

4= Panda Cloud Systems Management

AlDIT MLAMAGE MONTOR SUPPORT REPOAT POLICIES SETTINGS

After the PCSM Agent has been installed on client devices, they are automatically added to
the correct Profile in the PCSM Console.

Scope

The procedures triggered at Profile Level can affect all devices belonging to that Profile, while
some actions can be restricted to a subset of devices using filters and groups, described in chapter
5.

Unlike System Level, which is unique, the administrator can create as many Profile groups as
needed.

Membership
Membership of a given device to a Profile is determined when installing the PCSM Agent.

n Download the PCSM Agent from the chosen Profile page so that when
installed on the user’s device, it will be automatically added to the Profile in
question in the PCSM Console.

8 You can move devices from one Profile to another from the PCSM Console
1 after you have installed the PCSM Agent on the user’s device.

W20 To minimize the tasks in the deployment phase, it is recommendable to create a
/| Profile first and then download the PCSM Agent from it, so that the managed
devices automatically belong to the Profile created.

Functionality

Profile Level can perform actions on all of the devices it contains. In this way, you can obtain the
status of devices, consolidated reports and tasks to perform on all or some of the devices which
make up the Profile.

DEVICE LEVEL

What is it?

This represents a single node, end-point, or device with a PCSM Agent installed and reporting to
the PCSM Server. Devices are automatically created in the PCSM Console, as they are added as
the Agents are installed on the client’s devices.

Scope
All actions performed at this level affect only the selected device.

Functionality
Device Level can perform actions on a particular device. This allows lists with the most details as
possible on the device and reports and actions to be obtained.

PCSM Guide. Hierarchy of levels within the PCSM Management Console



The PCSM Console is structured in an intuitive and visual manner, so that most
management resources are just a click away, avoiding the clutter of unnecessary
checkboxes and settings.

The goal is a PCSM Consolewhich is clean, quick and convenient to use, while
avoiding, wherever possible, full page reloads and offering a gentle and short
learning curve so that the IT department can deliver value to a client from the outset.

The basic components of the PCSM Console to which we will refer throughout this

guide are:

GENERAL MENU
This menu is accessible from anywhere in the PCSM Console. It consists of 6 entries:

4= Panda Clowd Systems Management




Menu Description

System Access to System Level.

Profiles Access to Profile Level.

Components Access to components downloaded by and
accessible to the administrator.

ComStore Repository of components created by Panda

Security that extend the functionality of PCSM.

Scheduled Jobs

List of active and finished jobs.

Scheduled reports

List of configured and default reports.

Help Center

Help center with links to Panda Security resources.

Account

Access to the details of the principal administration
account and to resources for creating new roles
and users. For more information, see chapter 14.

TAB BAR/ LIST BAR

The Tab Bar and also the List Bar provides access to the tools available in the PCSM Console for
generating and presenting consolidated lists on-screen, with details of the status of the devices
belonging to the level accessed. It also allows configurations to be defined and viewed.

This bar is slightly different if it is accessed from Profile Level, System Level or Device Level for a
specific device, as each management scope is also different.

Profile: Home

SUMMARY DEVICES AUDIT MAMAGE MONITOR SUPPORT REPORT POLICIES SETTINGS
Showing 1 -4 of 4 results. J'; Show me 100"7' per page
Actions: &% & & r Xt S 2e0 8D @ All () Desktops Laptops Servers Unknown

[ Profile  Hostnamew  Description  IP Address Addit. IP's Last User
> % Home JASON-HP JASON-HP 192.168.0.3 192.16856.1 JASON-HP\Jason
» T i : 169.254.249.245 ; ¢
mE  Home OLOPEZ-PC OLOPEZ-PC 192.168.10.36 192 168451 olopez-PC\olopez E L
& Home TOO012 TOO12 10.202.137.40 192.169.1.12 Too12\Administrator
» ®H Home xp2 xp2 192.168.1.22 »p2\Administrador & «

Tab Accessible from Description
Summary Profile, Device Status Information.
Dashboard System General control panel.
Devices Profile List of devices accessible with associated

information.

Audit System, Profile, Device Hardware, software and license audit list.
Manage System, Profile, Device List of patches pending and applied.
Monitor System, Profile, Device List of alerts created by monitors or finished jobs
Support System, Profile, Device List of tickets generated.
Report System, Profile, Device List and generation of on-demand reports.
Policies System, Profile, Device List and generation of policies, described later.
Settings Profile Configuration associated to the Profile.
Suspended devices System List of uninstalled Devices.

The scope of the Tab Bar refers to the current level. Therefore, if you access the Tab
Bar at System Level, it will show information for all devices. If you access at Profile

Level, it will show consolidated information on the devices in the Profile. If you
access at Device Level, it will only show information for that particular device.

PCSM Guide. Basic components of the PCSM Console



ICON BAR / ACTION BAR
The Icon Bar or Action Bar accesses actions to change the status of the devices. This bar does

not exist in General Menu, System and varies slightly if accessed from General Menu, Profile or a

specific device, as the management scope is different.

The scope of the Icon Bar will be formed by manually selecting the devices that have been selected

in a Profile.

Profile: Home

Icon

Request audit

Accessible from

Profile, Device

Description

Forces an audit to be launched (the audit is an
automatic job performed every 24 hours).

Schedule Job

Profile, Device

Create a scheduled job for a later date.

SUMMARY DEVICES AUDIT MAMNAGE MONITOR SUPPORT REPORT POLICIES SETTINGS
Showing 1-4 of 4 results. i) Show me 100‘3 per page
Ationss BB S X G HERIECLD @ All () Desktops Laptops Servers Unknown

Il Profile  Hostnamew Description 1P Address Addit. IP's Last User
- % Home JASON-HP JASON-HP 192.168.0.3 192.16856.1 JASON-HP\Jason
s : e 169.254.249.245 c
mE Home OLOPEZ-P OLOPEZ-PC 192.168.10.36 192 168 451 olopez-PC\olopez ﬂ £ ™
> o Home TO012 TOO12 10.202.137.40 192.169.1.12 TOO12\Administrater
» ®E  Home ¥p2 xp2 192.168.1.22 »p2\Administrador @ ‘m
[de)] Accessible from Description

Move Device to

Profile, Device

Move a or the devices selected to another
Profile.

Run Job Profile, Device Create and run a job already created.
Download Profile Download the list of devices in the Profile.
Add/Remove Profile, Device Mark the device as network cache.
Cache

Turn Privacy

Profile, Device

Prevent remote access to the devices by the
administrator unless approved by the user.

Send a message

Profile, Device

Send a message to the selected devices.

Add Device to

Profile, Device

Move a or the devices selected to a group.

Schedule reports

Profile

Schedule Reports for a later date.

Edit Profile Add notes and custom fields to the selected
devices that can be used by filters.

Toggle Profile Mark devices as favorite for quick access from
Summary / Dashboard.

Delete Profile, Device Delete a Device from a Profile. The device will

no longer be managed, the PCSM Agent will be
uninstalled and the device will be added to the
Suspended Devices Tab under General Menu,
System.

Refresh Profile, Device Refresh the data on the screen.

Initiate Device Initiate Agent deployment from the selected
device to other devices in the same network.

QR Code Device QR code associated to the device for paper

auditing.

Continue ’

n If you want to perform actions at System Level, you will need to create a filter
or group, as System Level does not display the Icon Bar by default.
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FILTERS AND GROUPS PANEL

The left of the PCSM Console contains three panels with different groups:

« Default Filters: filters automatically generated by the

system.

« Profile Filters / System Filters: device filters created by the
administrator at Profile Level or System Level, respectively.

« Profile Device Groups / System Device Groups: device
groups created by the administrator at Profile Level or

System Level, respectively.

« System Profile Groups: only available at System Level,
these are groups of various Profiles.

DASHBOARDS

SAETIS RGN PROFILES - |

Profiles = Home

Download Agent [+]
Send download link [+]
Default Filters

All Devices

Online Devices
Offline Devices

All Desktop Of5
Online Desktop O/fS
Offline Desktop OfS
All Server O/S
Online 5erver Of5

Offline Server O/S

The dashboards reflect the status of a set of devices. There are four types of dashboard:

Dag gl AR AT

g Devices

7
| 1

Jitina for 7+ days

Sy 9

MARNALGE MACHITE

WEPORT | REPORT
Notifications

FatheTest | BIOSOPORTE -
80.0% fov Dmins
RachaTest | BIORGLALT - 30 0%
for Dming i

1807

/1. Open Alerts

Savarity 1

OCOON

POLICHES
"z% Active Jobs

IS PENDED DEVICES

O O 0O 5

Security Status
Accessible from General Menu, System, it reflects the security status of all managed devices.

4=  Panda Cloud Systems Management

‘ User pancatest Role: [T

PROFILES * COMPONENTS * COMSTORE * SCHEDULED JOBS * SCHEDULED REPORTS = HELP CENTER

DASHSOMAD | CAUDIT | MANAGE | MIONTTON | SUPPORT | REPOET POLICIES  SUSPENDED DEVICES
Dashboards
Thes 13 the defaust Syasem dushibonrd bnd cannet be edited
Security Status
At Vilru Sumimany: L
Anti Spyware Suminary - : Firewall Surmmary @
o ¥ ¥ arienst eoe acive and updated 5
Az teast one active and updated Product e o s least one setive Product B Dwvices
Product evices
o . s di lemst coe aitive but ot g to date L et agplicable
L B least one active bt not up o date e v
Brodust devizes K bic nezive Produst

& % o acove Product
Noactive Product

Status
statis N, v o X
v o
v - v o X
. e i Benay ko Yo X
Panda [ndpoint .
o < Protection Furewall v o X
v x Panda Endpoint 3
Protection v o X
it = Panda Endpaint v : WA Windoves Firewa!l v X

Protection

It collects general information on the status of all devices: Notifications, jobs, alerts, etc.
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Summary (Profile)

Accessible from General Menu, Profile. It reflects the status of all the devices that belong to the
selected Profile. There will be a Summary Dashboard for each Profile created.

Devices Security Center
Total: 30 Antivirus:  60%
Ontine; 2 Firewsll: B0% -
OMmine: 8 M5 Updates: 100% ¢
Offiine >2days: 7 Patch Mgt 247

Windews XP Devices

4t lenst one sctive and updated 5

Product Devices

L At lesst ane active but not up ta
date Product

L4 At [east one active and updated 3
Product

1
It least one active but not up to ] Device

date Product
A woactive Product idicis
X woactive Product
Mcafes
VirusSean “
Panda Cioud
Antivirus 2
windows

Dafender -
Panda Global
Protection U4
2014

Panda

Endpoint Wiz
Protection

-
B P
o

&
x
a

B
X
a

Energy Usage

Frevious Manth. G
Previgus Cost:  E0.00
Current Month  75hrs
CuttenzCost: £3.15

& At least one sctive Product
AL Met Applieabls
X o active Product

McAfes Personal
Firewall

Cloud Antivirus
Firewall

Panda Personal
Firewall 2014

Pands Endpoint
Protection Firewall

Pands Endpoint
Protection

Windows Firewall

sx«&&xg
=]

Secunty Stotus i disploied for Windowa dewicet in your Enisronment it does nat indlude Sérvers o3 they do not report Security Centre infarmation, of Ant-Spyware Stotus for

¥ X X X X X

7 Devices

2 Devices

Summary (Device)

Accessible from a Device. It reflects the status of a specific device. There will be one for each

managed device.

ol Description:

Power Rating:

i

Last Audit Date:
W iddress:

Ext @ Address:
Mamdacturer:

Operating System:
Service Pack:
Architecture:

Serial Number:
Security Center:

atons BBXE G BEW LT RES

xp2  ber Version: 4.4.1564.1564

350.0 Watts

Groups

*p2
08215def-9268-23e7-2251-4194f1c1813b —
Linkmtown Cvamoe
INICIONS I 23
apIyadministrador
Online

2002-07-20 17:12:31 UTC
2012-07-20 12:4704 UTC O
1521681 22

§5.16.111.304

Whiware, Ing.

Vhiware Virtual Platharm
Microsaft Windows XP Professional 5.1 2600

3

32 Bit

Whiware-56 4d 52 31 ¢7 7F Sa 3c-3e 2c Bd Ob 33 85 57 97
Unkmewm
Windows Firewall
Windows Updates

NOTE: You reed an agent inatalled on
yoar kocad device 1o use ROP ar WNC.

® W

oy .

f o for this device. Click here if vou want to add & menitor 1o this device.
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05. FILTERS AND GROUPS

WHAT ARE GROUPS AND FILTERS?

Groups and filters are resources for generating clusters of devices in a similar way to
the Profile but more easily and dynamically. So, while creating a Profile is considered
a static aspect of marking devices as belonging to a specific client account, groups
and filters are designed to be easily modified in response to temporary characteristics
or criteria of the devices.

TYPES OF GROUPS AND FILTERS
There are various types of groups / filters:

+ Profile Device Groups / Profile Filters: created within a specific Profile, they
can only contain devices that belong to the selected Profile.

+ System Device Groups / System Filters: created at System Level, they can
contain devices that belong to one, various or all Profiles.

« System Profile Groups: created at System Level, they are groups of Profiles.
Filters and groups can be inter-profile device groups; depending

on where they are generated, they can include devices from one or
various Profiles.




GROUPS
Groups are groups of static devices. A device is manually assigned to a group by direct allocation.

FILTERS

Filters are dynamic groups of devices. A device is automatically and indirectly assigned to a filter,
depending on the conditions for membership settings. There can be one or various conditions of
membership to a filter and they are linked by logical operators (AND /OR).

New multi-profile filter
Mame: | |(Max. 50 characters)
Select devices that match| 5, E;o-‘ the following criteria:

Criteria: = 2
b - Select term -- 1=l o W
et L
@ Select devices in all of my profiles

Only select devices in the following profiles (hold the Ctrl/Cmd key for multiple selections)

| Share this filter with users in the following roleis)

Below are the steps for building a filter.

« Name the filter. It is recommendable that the name be descriptive, indicating the common
characteristics of the devices grouped (i.e. “Microsoft Exchange Servers”, “Workstations with
little free space”).

« If there are multiple conditions, specify the logical operation to apply:
Any: any device that meets at least one condition will be included in the filter.
All: only devices that meet all the conditions will be included in the filter.
« Criteria: each condition line consists of several fields that describe it, according to the type:

Field: the main field that specifies which feature of the device will be used to include it in
the filter. The main Criteria fields are listed and classified below.

Condition: sets the Field comparison mode with that set by the administrator.

Search Term: describes the content of the Field. Depending on the type of Condition, the
Search Term field will reflect changes made to date ranges, sections, etc.

Below are the values available for each Criteria condition line.

Field Condition Search Term

String Empty — Not empty,

Contains — Does Not Contain,
Starts with — Does not start
with,

Finishes with — Does not
finish with

String. Use % as a wildcard.

Integer Greater — Greater than or Numeric.
equal to,
Less — Less than or equal to,
Includes,

Excludes

Binary True / False

Date Before — After,
Older than 30/60/90 days

Date Interval.
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« Add several Criteria type lines with the “+” and icons on the right
« Select the scope of the filter:

All Devices in all Profiles

Only Devices in the selected Profiles

« Select the PCSM Console users who can access the filter.

The characteristics described in Field can be grouped as follows, according to the device function
descriptor:

Status — Online/Offline Device on or off.

Device

Status

Status suspended Devices suspended.

Antivirus On/Off

Firewall On/Off

Free disk capacity Detects devices with little free space.

Windows updates
On/OFF

Devices suspended.

Distinguishes devices by their main function.

Device Type: Server,
Workstation,
Smartphone, LapTop

Operating System Distinguishes between server or client operating

systems.

Arquitecture 32-bit or 64-bit.

Continue ’

Service Pack

Service pack version

Software Package

Software installed

Software version

Hardware

Information on manufacturer, model, version, etc.

CPU

BIOS Name/Release/
version

Display Adapter

Manufacturer

Memory

Model

Monitor

Motherboard

Network Adapter

Device ID

Information that identifies and describes the device.

Description

Brief description.

Profile Description

Continue ’
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Device ID

Informacién que identifica y describe al dispositivo.

Profile name

Domain

IP Address

MAC Address

Serial number The serial number of the device.
Hostname Name assigned by the OS.
Favourite Shortcut from the dashboard.

Last seend date

Last audit

Last user
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06. HOW TO ARRANGE
MANAGED DEVICES EFFICIENTLY

| The distribution in the PCSM Console of the managed devices in an MSP with
multiple client accounts or in an IT department with various offices, drastically
affects efficiency, as many procedures and actions can be configured to run on many
devices. This can be alleviated through the right combination of Profiles, groups, and

filters.

1.

A

DIFFERENCES BETWEEN PROFILES, GROUPS AND FILTERS
Below is a description of the benefits and limitations of the three grouping methods
supported.

Profiles

« Benefits:
They associate the same internet connection settings to all devices: avoid
having to manually configure each device locally.

They link email contact information for sending reports, alerts, tickets, etc.
They can access the Tab Bar and the Icon Bar, allowing execution of Actions

and display Lists and Consolidated reports that cover all of the Devices in the
Profile conveniently and rapidly.



’ Limitations:

A Device can only belong to one Profile.

<

It is not possible to nest a Profile within a Profile.

Filters and Groups
« Benefits:
Groups / filters let you create subsets of devices within one or more Profiles.

A device can belong to various groups / filters.

+ Limitations:
Groups / filters have limited functionality as the Tab Bar is not accessible so it is not
possible to generate consolidated lists..

Access to reports is limited; the reports generated will only contain information about one
device.

D Groups / filters are Profiles within Profiles (as many as you like) but have limited
access to consolidated reports and the Tab Bar.

GENERAL APPROACH AND DEVICE MANAGEMENT STRUCTURE
The following general rules are applied:

+ Group Devices in Profiles to separate the devices of different client accounts.
Profiles do not impose any inherent limitations on generating Consolidated Reports or lists and
allow settings to be applied to all of the Devices belonging to a Profile.

Create Profile Device Groups to group devices by hardware / software / configuration /
use

For example, configure Profile Device Groups to separate devices by department within a client
account with similar features (software used, general requirements, printer access, etc.) or by
role (Servers/\Workstations).

Create Profile Filters to find computers with a common status within a Profile.

Use filters to quickly and automatically search abnormal conditions that do not fall within
predetermined thresholds proactively (insufficient disk space, little physical memory installed,
software not allowed, etc.) or to find devices with specific features.

L
It is not advisable to use filters for static character groups.

« Create System Profile Groups to group Profiles.
If there are client accounts or offices with very similar characteristics and a variety of devices, you
can group them in the same System Profile Group to ease management.

Associate Account Groups and Filters to technical profiles.

If an MSP or company is medium to large in size, a time will come when its technicians will
become more specialized. In this case, there will be technicians who only manage certain types
of devices, such as Exchange Servers or Windows XP Workstations. A System group or filter helps
locate and group these devices without having to go Profile by Profile to find them. To complete
the scenario, it is recommendable to create and configure roles and new user accounts, as
described in chapter 14.
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O7. THE FIRST 8 STEPS
TO START USING PCSM

CREATE AND CONFIGURE THE FIRST PROFILE

First you must determine whether to create a new Profile or reuse one already in
use, depending on the management criteria you are using. A new client account will
generally correspond to a new Profile.
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Fill in the information accordingly and keep in mind that the description field may be
used by the filters you add and that refer to the content of this field.



If the device in the Profile requires additional New Profile
information about the HTTP proxy to access the
internet, this information can be provided here sk

or can be added later.

After creating the Profile, it is recommendable ::vw :N::"“:’""" TR e

to configure it through the Settings tab. This (] cance
configuration will be incorporated in the PCSM
Agent installed on each managed device.

DEPLOY THE PCSM AGENT
The PCSM Agent installed on the client’s devices will require certain basic information in order to
function:

« The Profile to which it will belong.
+ The minimum information it requires to access the internet and connect to the PCSM Server.

The Profile to which the PCSM Agent belongs is automatically defined when you start downloading
or sending from the Profile.

The internet connection data was specified

in the previous step when creating the Profile
or in Tab Bar, Settings, so that the PCSM
Agent downloaded will already contain this
information.

Panda Cloud Systems Management

The PCSM Agent can be downloaded in two
ways:

« Send the downloaded PCSM Agent (email, e
deploy with Active Directory, etc.) 45 Bt i

« Email direct link to the Agent. iy -

o b dglined

(v}

g s defined

&

Installing and deploying the PCSM Agent across large networks can be long and tedious if you have
to send it to each device separately. The simplest way to perform mass deployment is:

« Send the PCSM Agent to the first device on the network.
Normally, to install the PCSM Agent, you simply need to double click the downloaded package,
and installation is completed “silently” without confirmations. Once installed, the PCSM Agent will

connect to the PCSM Server and appear in the list of managed devices in the selected Profile.

" Auto Deploy to other network devices.

By selecting the Device with

i ; Device : xp2
the first PCSM Agent installed,
you can Start mass deployment SUMMARY AUDIT MANAGE MONITOR SUPPORT REPORT
to the rest of the network g Description:  xp2  Edt

segment_ Power Rating:  350.0 Watts

Ations: A XS G SgEEE @“; >

CHECK THE DEVICE LIST IN THE PROFILE AND BASIC FILTERING
You can favorite the devices to access them more quickly later, arrange lists, quickly filter them
according to the role of the device and change the size of the list to display more or fewer items.

Profile: Home

SUMMARY DEVICES AuDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS

Showing 1 -4 of 4 results. I M showme| 100 |v per pag

aticne: MBS XA D SN &% & Al Desktops Laptops Servers Unknow
Hostname e Description IP Address Addit. IP's Last User
!] JASON-HP JASON-HP 192.168.03 192 168.56.1 JASON-HP\Jason
;) OLOPEZ-PC OLOPEZ-PC 192 168.10.36 :,‘:gi:;i:glzds olopez-PCholopez & w
» & ToD12 TOO12 10.202.137.40 192.159.1.12 Too1Z\Administrator
s w2 xp2 192.168.1.22 xp2\Administrador o e
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HARDWARE, SOFTWARE AND LICENSE AUDIT
Tab Bar, Audit contains all of the audit details of the devices belonging to the Profile or if accessed
at Device Level, it will display detailed information about the device.

Profile: Home : Hardware

SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS

@ Hardware Software () Licensing

Actions: & =
Managed Devices Quantity

Gigabyte Technology Co., Ltd, 945P-D53

1
Dell Inc. Precision WorkStation 350 i
Vhware, Inc. VMware Virtual Platform i

1

Hewlett-Packard HP Pavilion dv7 MNotebook PC

PATCH MANAGEMENT
Approve patches that have not been installed on managed devices or rollback those you want to
uninstall in Tab Bar, Manage.

Profile : Home

SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS

& 0 Account Policies
¥ 0 Profile Policies

Mame Targets Type Enabled for this profile

]
Create a policy

Mame: | wsusl

Type windows Update [

[l Based on: | . naw palicy - [x)

Configure when to apply patches to the device in the Profile, the steps to be taken once applied
and other parameters by creating a Windows Update or Patch Management Policy from Tab Bar,
Policies in the Profile. For more information about Patch Management, see chapter 13. For more
information about creating Policies, see chapter 8.

CREATE MONITORS
Deploy monitoring mechanisms to network devices.

From General Menu, System or from a specific Profile in Tab Bar, Policies, click Add System/Profile
Policy.

4= Panda Cloud Systems Management

‘ User pandales! Role: JEEEIGEEL LT
COMPONENTS ~ COMSTORE » SCHEDULEDJOBS » SCHEDULED REPORTS » HELP CENTER » ACCOUNT =

St e 0 Profile ; Bilbao Office
SUMMARY DEVICES | AUDIT  MANAGE  MONTOR  SUPPORT REPORT POLICIES | SETTINGS
e
A » 0 5ystem Policies

¥ 4 profile Policies

Name Targets Type Enabled for this profile
beta_test Profile Bilbao Office (Group: PCs)  Windows Update m

Patch palicy Default filtar: MS Win 8 Windews Update m

Fait e - Patch
Dafault filtar: MS Win 7 i gement a m x
Webinar EN PM Default filter: MS Win 7 ::;;:‘mem @ .on. |
[ Add profiie poiicy...
———
In type select monitoring. Truatn & polioy
u [T ra—
TP | pgnitoeing "
e
l Buil 0 Vs Paiicy - [
Tancel Towit
Add a target (one or various groups Crumta 8 musnriag pobey

or filters) and a monitor. On adding p—
a monitor, a 4-step wizard appears T
where you can configure the
necessary settings.

Bemesd  Tehsl ey

More information about monitors in . .
chapter 9
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COMSTORE
Extend the functionality of PCSM and centrally install third-party software with the components
published in the ComStore.

4= Panda Cloud Systems Management

il vioicome CCF22PLC2K Tast!
COMSTORE SCHEDULED JOBS S WLED RE TS » HELP CENTER

MNew & Noteworthy A

2 06 9 8B V

Dpera 120 Google Chrome Thunderbird CutePOF Writer  Freemake Videa

I0011325T 1301 Free 3.0 Coerverier
10215
Featured el
Autatask BareTail Free CacheSyme CentraTrack Cendralrath Clean internet
5508 Browser Caches
30
Connedtnise CutePDF Writer Firefox 1000.2 Flaah Playes Foxit POF Google Chrome
Free 2.BO8 11.3.200.265 (€ Reader 00133257
and non-iE) 5310606

The components used directly by the partner / IT Manager must be downloaded from the
ComStore.

“My Components” shows the components already downloaded and available for use.
“ComStore” shows the components available for download from the ComStore.
In order to download a component, select one and click “Buy”. It will be immediately added to
My Components.

All components in the ComStore are free.
Depending on the component type, it can be run as a job or in response to an alert generated by
a monitor.

In Tab Bar, Devices within the Profile, select the devices to which to apply the component and
choose between Schedule a job and Run a quick Job.

Profile: Home
SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS
Showing 1 -4 of & results. B show me| 100 = || per pag
pcaions: St G 7 e K B @E1 20 g9 @ all Desktops Laptops Servers Unknowr
Hostname ¥  Description IP Address Addit. IP's. Last User
» W JASON-HP JASON-HP 192 16803 192 16856 1 JASON-HP\Jason
g : 169.253.249.245 : «
» mi OLoPEZ-PC OLOPEZ-PC 1921681036 oot iat clopez-PCiolopez & w
» @ o012 TOO12 10.202.137.40 192.169.1.12 TOO12\Administrater
> W  xp2 xp2 192.168.1.22 xp2\Administrador @ w

ACCESS REMOTE MANAGED DEVICE RESOURCES

Although many daily operations can be performed directly from the PCSM Console, it may be
necessary to directly access the device through the PCSM Agent. This requires installing the agent
on technicians’ devices so that they can provide remote support and login with their username

and password.

PCSM  Help

MNombre del host:
Perfil:

Daminio:
Direccidn IP:

IP adicional(es):

i you are a PCSM administrator you may

lag in here to provide suppen to other
devices Fabricante:
Username: Modeln:
Sisterns operativo:
Dot Arguitectura:
) Service Pack:
I3 Keepine ogged in Nimero de serie:
Login Procesadon
0will 3 fterd Memoria:

Estado del usuano:

Conexion C%

jpLOREZ-PC
Home
WORKGROUP
192.168.10.36

feB0:357 e:da5felancllld
169.254,249.245
feB0:b050:f93a:6e1f:FHS
192168431

fell=5el 3:dbd:cdba:Tabd

Dell Inc.

Precision WorkStation 390

Microsoft Windews 7 Enterprise 6.1.7601

32 bit

1

602993

Intei(R) Core{TM)2 Quad CPUQGEHD®E 240GHz

350 GB

olopez-PColopes is currently logged on to the remote consol
Connected to C5via CB: 192.168.1.22
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Once logged in, locate the device to manage using its name by expanding the Profiles the
technician can access with the credentials supplied or by listing the devices marked as favorites.

PCSM  Tools View Help

Dispositivos conectados [ 4. |

PCSM  Tools View Help

-

Dispositivos conectados

‘A\

Buscar @&

. xp2 xp2
=i JASON-HP JASON-HP
=i T0012 TO012

' A

L1alk

i

After locating the device, all of the remote access and remote control options will be accessible
through both the icons and menus.

24 xp2 - Home -PCSM &

View  Help

Nembre del host:
Perfil;

Dominic:
Direccion IP:

IP adicional{es)
Fabricante:
Modelo:

Sisterna operativo:
Arguitectura:
Service Pack:
Mimens de seme:
Procesador:
Memona:

Estado del usuans:
Conedén C&

w2
Home
INICTOMS
192168.1.22

Vidware, Inc.

ViMware Virtual Platform

Microsoft Windows XP Professional 5.1.2600

32 bit

3

VMware-564d 52 31 ¢7 T 5a3c-3e 2c Bd 90 33 255797
Dual-Core AMD Opteron(tm) Processor 2220

511,48 ME

spd\Admmistrador is currently logged on to the remote consale,
Durect connection to C5

The options that do not prevent the user from continuing to work on the system are:

v

v

Remote screen capture: rapid viewing of error messages.

Windows Services Tab: remote access to stop, start and restart services without needing to
access the remote desktop.

Screen Sharing Session: shared remote desktop. The user sees what the technician is doing
on the device.

Command shell: remote DOS command line.
Agent deployment: deploy the PCSM Agent across the LAN.

Task manager: remote access to the task manager without needing to access the remote
desktop.

« File transfer: send and receive files.

+ Registry editor: Remote access to the regedit tool without needing to access the remote

desktop.
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« Quick Jobs: launch jobs.

Q’

Event viewer: remote access to the event viewer without needing to access the remote desktop.
+« Wake Up: allows a device that is switch on to send the rest of the devices in the same LAN segment a “magic packet” to switch them on remotely.
The options that will prevent the user from using the device are:

+« Windows RDP: remote desktop access via RDP, which will close the user’s session.

+ ShutDown / Reboot: shut down or restart the target device.
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08. POLICIES

WHAT ARE POLICIES?
Any specific configuration or action that is repeated at regular intervals over time, on
one or various devices managed through PCSM. It is applied by pushing out a policy
to every PCSM Agent installed. Policies are configuration containers made up of:

« Targets: groups of devices to which the policy will be applied.

« Services: depending on the Policy Type, the PCSM Agent will perform a
specific series of actions on each device.

Policies can be created at the three levels available, depending on the number of
devices and whether they belong to the same client or various:

« System Policy: define an action to apply to System Profile Groups, System
Filters or System Device Groups.

« Profile Policy: define an action to apply to Profile Groups or Profile Filters.

« Device Policy: define an action to apply to a specific device.



HOW TO DEFINE A SYSTEM POLICY
From General Menu, System by clicking Tab Bar, Policies.

Welcome CCF2EPL

HOW TO DEFINE A PROFILE POLICY
From General Menu, Profiles, select a specific profile then click Tab Bar, Policies.

4= Panda Cloud Systems Management

‘ User pandalest Role

EETER ... pruEsAPCSM
= DadHSSRAD AT SANAGE MONTOR SUPPOET BEPOET PO SUSFENOED DEVICES.
. ol
Mama Targety Tipe Inabled

A window appears where you can

Craate § policy
enter the name of the Policy and if
the Type is based on another policy s
created earlier to ease generation. e [rckeatne. L

1] Bausd S Y

The next window requests the data Garcei
needed to configure the policy.
Depending on the policy type ioeniide i
selected in this window, it will Huina: | sty dgert Agesant Policie

Polioy vy Bgent

request one type of data or other.

Type Wafne
&ad n Bagrl
Agant Policy Dptiens
iyl slaton Inaradl Iervice O ly + &5 170N iy KON oF 380 Mo ihericois
Revurity Arti Privady bsds

Elanbie Scitings Mprg
Oimabile fudits

LT i
Dty incoming uppert

Agent Bitvever Wisfe Diasbied =

In this case, we have created an Agent policy and therefore, the “Agent Policy Options” section
will request the configuration details that will affect how the PCSM Server and the user will
interact with the PCSM Agent installed on network devices.

All types of policies will require configuration of the Target, which will be a group or filter already
defined. As this is a policy created at System Level, only previously created System Device Groups,
System Filters and System Profile Groups will be displayed.

COMPONENTS =  COMSTORE =  SCHEDULEDJOBS =  SCHEDULED REPORTS = HELP CENTER = ACCOUNT

Bownload Agent [

Profile : Bilbao Office
Send download link
SUMMARY  DEVICES | AUDIT | MANAGE | MONITOR  SUPPOAT | | REPORT POLICIES I
a2
AR onv » 0System Policies

Online Devices

¥ 4 Profile Policies

Targets Type Enabled for this profile
Profile Brlbse Office (Group; PCS)  Windows Update "','-
Default filter: M5 Win 8 Windows Update " ' ',_\l-
- - " Patch m
Wieliiniar BN Fault fller: M3 Win 7
ar B Default filter: MS Win Mahsgemert .t x

inar BN PM Default filter- MS Win 7

Fatch ]
Maragement A

Ad profile policy....|

The remaining steps are the same as those for creating a System Policy.

As this is a policy created at Profile Level, only previously created Profile Device Groups and Profile
Filters will be displayed.

To disable a Policy in the Profile to which it applies, click On / Off under “Enabled for this profile”.
HOW TO DEFINE A DEVICE POLICY

From the Profiles Menu, select a specific Profile and then select a Device, in Tab Bar, Monitor and
select Monitors.

4= Panda Cloud Systems Management

& weicome cora2pLC2K Tests
SCHEDULED REPORTS » HELP CENTER

PROFILES i NE! COMSTORE = SCHEDULED
P

me * Devices = DESKTOR » Monitor

Device : DESKTOP
ey
SUMBAARY AUDIT RMANAGE MONTOR suspOaT REPORT POLICIES
et
Meonitor Aleris & Maoniters
—
Suspend Monitoring
Category Type Alert i Graph Respond  Ticket  Severity

[__Add & manitor__
e

PCSM Guide. Policies



The remaining steps are the same as those for creating a System Policy or Profile Policy.

As it is a Device Policy, the option to choose the Target does not appear: the Policy will only apply

to the selected device.

The Suspend Monitoring button disables all active monitors on this device; the device will appear

in the PCSM Console as Suspended.

n System Policies and Profile: Home
Profile Policies are
defined in Tab Bar SUMMARY DEVICES AUDIT MAMNAGE
Policies but Device Showing 1- 8 of 8 results.
Policies are defined e
in Tab Bar, Monitor. ations: BB WRE G PSRN
Profile Hostname

» Home DESKTOF

POLICY TYPES
There are 5 types of policy:

+ Agent

This policy type specifies the appearance of the PCSM Agent and the functionality shown to

the user and to the PCSM Server.

Install Service Only: hide the tray icon so that the user cannot access the configuration
windows.

Active Privacy Mode: remote connection to the desktop of the user’s device requires
explicit acceptance by the user.

Disable Settings: the user cannot access the PCSM Agent context menu.
Disable Audits: the selected devices will not send hardware/software audit data.
Disable Incoming Jobs: prevents jobs being sent to the PCSM Agent.

Disable Incoming Support: disables administrator access to the PCSM Agent.

Agent Browser Mode: allows the PCSM Agent execution mode to be defined.

- Disabled.

- User: the PCSM Agent will not display the Support window and therefore, prevents
access in Administrator Mode.

- Administrador: complete execution of the PCSM Agent.

+* Monitoring
Patch Management is one of the methods available in Panda Cloud Systems Management for
downloading and installing software patches.

+ Patch Management
Patch Management is one of the methods available in Panda Cloud Systems Management
for downloading and installing software patches.

' Power
This policy allows configuration of the power saving settings on the devices that support them.

+ Windows Update
Windows Update is a transposition of the options available on a WSUS server and allows the
most common Patch Management options to be configured for Microsoft systems.

HOW TO DEPLOY A POLICY
After a policy has been created, a line will be added to the policies screen.

#=  Panda Cloud Systems Management

= SCHEDULED JOBS = SCHEDULED REPORTS =

e

LURAAARY EEvioEs AabiT MARMAGE AACHITE SUBPORT REPOAT POLLIE SETTiGS.

B 0 System Polices.

¥ 5 Prodile Policies

Hama Time Enabled bor {hin peafile
#indaes Update L on |
Winde Update [ on |
Fatch Managesment ] [ ou |
= : " o ] [ on- |
Dethlt fiiner: All Dextoes Mhsainn g ) | on. |

Ty

To deploy the policy, click Push changes. This will apply the policy to all of the affected devices,
triggering its execution.
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09. MONITORING

WHAT IS IT?
Monitoring is a policy that detects failures on users’ devices unattended. This allows
the IT administrator to configure monitors on users’ devices that warn of abnormal
situations and automatically launch alerts or scripts to correct them, all without
human intervention.

COMPOSITION OF A MONITOR
A monitor consists of three configuration groups:

+ Monitor type: specifies its function.

« Conditions: monitor parameters that describe the conditions under which a
response will be triggered.

+ Response: automatic actions that the monitor can trigger. There are three
types of response:

- Execute components
- Send emails
- Generate tickets (chapter 12)



CREATE MONITORS

From General Menu, System or from a specific Profile in Tab Bar, Policies, click Add System/Profile

Policy.

In type select Monitoring.

Add a target and a monitor.

Craate a policy

L

Lo T

iy

n A policy can have more than one associated monitor.

On adding a monitor, a 4-step wizard appears where you can you can configure the necessary

settings.

Step 1: Monitor Type

In this step, specify the monitor that will be added to the policy, according to the resources on the

user's device to be monitored.

Add a Monitor  service Monitor (Windows Only)

Response Details

O Run the following component;

| «Select component - !:

O Email the following recipients:
0 Default recipients (45 per
Additional recipients:
Name Address Type
( (] ()
Ad\-gnssd Qptians
Subject Line
Subject Line Example
DeviceHostname | Device Description | Profile Name | Manitor Category | Monitar
Type | The Alert Reason
Monitor Function Available in
Online Status Check whether the device is online. Windows, Mac
Monitor
CPU Monitor Control CPU usage. Windows, Mac
Memory Monitor Control memory usage. Windows, Mac
Component Launch a monitor component from the ComStore Windows, Mac
Monitor or designed by the administrator.
Process Monitor Control the status of a specific process. Windows, Mac
Continue '
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Monitor Function Available in
Service Monitor Control the status of a specific service. Windows
Event Log Monitor Supervise the event viewer. Windows
Software Monitor Supervise the software installed on or uninstalled Windows

from the device.
Security Center Control the operating system Security Center Windows
Monitor status.
Disk Usage Control hard disk usage. Windows
Monitor
File/Folder Size Control the size of files and folders. Windows
MonitorMonitor

In general, this step requires the following data:

« Trigger Details: complementary monitor settings and conditions to be met to trigger a
response.

+ Alert Details: you can select the priority of the alert that will be generated (Critical, High,
Moderate, Low, Information).

« Auto Resolution Details: you can specify the time required for an alert to be considered
automatically resolved.

Step 3: Response Details
In this step, you can select the response that will be triggered when the limits defined in step 2 are
reached.

Step 2: Monitor Details

Depending on its function, each monitor needs slightly different settings, so this step will vary

according to the type of monitor previously selected.

Add a Monitor  service Monitor [Windows Cinly)

Add a Monitor  service Monitor [Windows Only) X
nitor Type Monitor Details
TheSkritice{Servici Nare
@ is| s:oosed-'_v-_l. has reached (85 |- )%y < |) usage
for a period of| 1 ::‘ minute{s], | Immediately '_Eio‘ter the machine has booted

_| Afternpt to take remedial action (Start a stapped service or stop a running service}

Alert Details
o

Raise an alert of| Moderate :-__ severity

vitor Type Moniter Details
) Liagsr Detalls
S ——

The Sarvice |
@ Is| Stopped [»]| has reached (05 [~ |%(cou |« ||usage
for a peried of | 1 F‘ minute(s),| immediately _v__: after the machine has booted

_| Attemnpt to take remedial action (Start a stopped service or stop a running service}

Alert Details

Raise an alert of| Moderate ||| severity

Auto Resolution Details
e S TS

| After 1 minute v'

resolve the alert if it is no longer applicable.

Auto Resolution Details
s e

| after 1 minute  [w]

el

[ ]

resolve the alert if it is no longer applicable.

+ Run the following component: the drop-down list will show the components imported
from the ComStore or developed by the administrator.

+ Email the following recipients: you can specify the recipients, subject, format and message
of the emails. The Default recipients checkbox sends the emails to the accounts defined in Tab
Bar, Settings in the Profile to which the monitor created belongs and those defined at global
level in General Menu, Account, Settings.
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Step 4: Ticket Details
In this step, you can enable automatic generation of tickets as the response generated by the
monitor on reaching the limits defined in step 2.

Add a Monitor  coumenitor X

Manitor Type Ticket Details

Monitor Detalls Create SLItlDOﬂTil:k

Ticket owmer

Assignes: | Panda Test _T] Ticket Email th-ﬁcarin

+ Assignee: assign the tickets generated by the monitor to a technician.

« Ticket Email Notification: send an email with the data generated by the monitor to the
technician’s address.
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10. COMPONENT EXECUTION
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WHY DEVELOP COMPONENTS?
Developing components allows the administrator to create new processes to run on
users’ devices and which add extra functionality to the PCSM Platform.

Although Panda Cloud Systems Management offers a default component
repository (ComStore) which extends its basic function, it might be necessary to
develop specific components to perform very specific tasks on users’ devices.

Panda Cloud Systems Management is therefore, presented as an expandable
remote management and monitoring platform, which very easily adapts to the
specific needs of each client.

WHAT ARE THE REQUIREMENTS FOR DEVELOPING COMPONENTS?
Firstly, basic programming knowledge of one of the scripting languages supported:



WHAT ARE THE REQUIREMENTS FOR DEVELOPING COMPONENTS?
Firstly, basic programming knowledge of one of the scripting languages supported:

Language Included as standard in Provider
Batch Al versions of Windows. Microsoft
Visual Basic Script Windows 98 and later. Microsoft
Monitor Windows NT 4.0 Option Pack and later.

JavaScript (Jscript) Windows 98 and later. Microsoft

Windows NT 4.0 Option Pack and later.

Powershell Windows 7. Microsoft

Python Mac OS X 10.3 (Panther). Python Software
Foundation

Ruby None. Yukihiro Matsumoto

Groovy None. Pivotal & Groovy
Community

Furthermore, the parser associated to the selected scripting language must be installed and
running on the user’s device.

n Some parsers like Python or Groovy must be installed and therefore, the
components programmed in these languages are not guaranteed to work on
recently installed Windows computers.

Before running a component developed in a language not support directly by the
| user’s device, it is recommendable to run an automatic job to distribute the parser.
Software distribution is described in chapter 11.

GENERAL ARCHITECTURE OF PCSM COMPONENTS
The components developed for Panda Cloud Systems Management are divided into three
types, according to their purpose, behavior and execution method.

v

v

Applications:

These components ease software deployment across the client’s network. These will be
described in chapter 11.

They are script are that are generally run just once and are associated to at least one external
file, which will be the software to install.

Monitors:
The Monitor Profile Policies or System Policies are associated to a component that performs
the monitoring task. In general, there are three types of monitor:

Internal: accessible directly from the PCSM Console on creating a policy.
External: components published by Panda Security in the ComStore.
Custom: components developed by the IT administrator.

External and Custom components are executed on the device every 60 seconds.

v

n The run interval of an External or Custom component cannot be changed. To
lengthen the run time of an External or Custom component, this must be done
within the component, for example by storing timestamps with the last run date
and checking this value whenever execution of the component is triggered.

Scripts:

These are small programs developed in script language which run on the client’s device.
They can be run once through a job or periodically according to the calendar specified in the
Scheduler.

In all cases, once the components are loaded on the PCSM Server platform, they will be copied
to and run on all devices necessary.
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Summary table

Component Purpose
type
Applications Quick Job or On demand or when Centralized
Scheduled job. specified in the calendar. software
deployment
and installation.
Software
deployment is
described in
chapter 11.
Monitors Profile Policy or 60 seconds (fixed). Device monitoring.
System Policy.
Scripts Quick Job or On demand or when Run applications
Scheduled Job. specified in the calendar. developed by the
administrator.

Monitors, Applications and Scripts have almost the same internal structure. The
1 component type only specifies how it connects to the PCSM Console. Therefore,
when creating a job, only Script or Application components will be listed and
when creating a monitor, only Monitor components created or imported from the
ComStore will appear.

CREATE A MONITOR COMPONENT
Component presentation and purpose

Below are the details of the steps to create a monitor and distribute it to the devices in a specific

Profile.

The purpose of the component is to easily and simply manage the quarantine of the security
product Panda Cloud Office Protection. Quarantine stores suspicious files that could contain
malware and also files detected as a virus. For this reason, the administrator needs to know how
many items are in quarantine at all times.

The example also shows how simple it is to adapt and integrate new monitors for other software

solutions.

Below is a summary of the component features.

Devices All Windows 7 devices in the Home Profile.

affected

Script Visual Basic Script.

language

Frequency Every 10 minute notification is sent of whether the number of items in
of sending quarantine has increased.

information

PCSM An email is sent to the administrator with the monitoring results
actions Automatic alert generation.

One of the problems to tackle is that the PCSM Agent will automatically execute the script every
60 seconds but only reports information every 10 minutes.
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Necessary components

To follow this example, a Panda Cloud Office Protection license is required and the PCSM
Agent must be installed on the device. However, as the items added to quarantine by Panda
Cloud Office Protection are files in a specific folder on the device, this example can be
used with any other folder on the system.

Panda Cloud Office Protection is a complete cloud-based security solution, which is easy to use
and leverages the power of Collective Intelligence to provide maximum protection against spam
and known threats in real-time for desktops, servers, laptops and Exchange Server.

The component is developed in Visual Basic Script and therefore, the Wscript.exe or Cscript.exe
parser will need to be installed on the user’s device. This parser comes as standard on all Windows
operating systems.

Communications protocol between the component and the PCSM Server

Almost all of the components will need information from the PCSM Server and will return the
result of their execution. All of the information exchanged between the PCSM Server and the
component will be performed through environment variables created on the device.

These environment values are automatically created by the PCSM Agent when a component is
launched. However, it is normal for the script to create environment variables manually to send
responses to the PCSM Server, which it will gather and add to the PCSM Console.

In this case, three environment variables are required.

Variable Address

name

Purpose

PCOP_PATH Read. The script recovers the path where Panda Cloud Office
Protection stores the quarantine on each user’s device from
the PCSM Server.

Result Write. Send data to the PCSM Server every 10 minutes through the
standard output.

Errorlevel Write. Script error code. If it is 0, the PCSM Server concludes that

monitoring is correct and does not collect the standard output
data. If it is 1, the PCSM Server concludes that monitoring is
incorrect, collects the standard output data (Result variable)
and processes it.

The settings needed to execute the component on the client’s device will be the path to the
folder to monitor. This path could be hardcoded in the script source code but in this example, the
values that the administrator has entered in the PCSM console will be used in order to add more
flexibility to the component.

The Errorlevel will inform the PCSM Server whether it must process the script response (Result
variable) or not: if the number of files in quarantine is the same or lower (emptying of quarantine),
an Errorlevel O will be sent. However, if the number of files has increased, then 1 will be sent and
certain information will be written in the standard output (Result variable). For the PCSM server to
correctly interpret the standard output and extract the content of the component’s Result variable,
the following format must be used:

Linea 1: <-Start Result->
Linea 2: Result=(datos a enviar)
Linea 3: <-End Result->

If the script language chosen is Batch, the symbol A must be inserted in front of
each “<" o “>" character. For example *<-Start Result-">

Result will be the variable from which the PCSM Server will extract the data to terminate
execution of the component. The string on the right of “=" is the content that the PCSM Server
will store and process.

General functioning schema

" Step 1: load the monitor component on the PCSM Platform.

« Step 2: deploy the monitor through System Policies or Profile Policies.

« Step 3: execute the component every 60 seconds.

« Step 4: send information every 10 minutes and processing in the PCSM Platform.

60 segundos 10 minutos

B e 7 =
_ it £
® . 'l".‘qf't

- |
i

A ! i -
2 w 55 $ f;“
> @ =2

Paso 1: Carga del componente Paso 2: Deploy del componente Paso 3: Ejecucion Paso 4; Envio de resultados
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Step 1: load the monitor component on the PCSM Platform

In General Menu, Components, Add
Component.

SYSTEM *  PROFILES =

4= Panda Cloud Systems Management

COMPONENTS »

COMSTORE -
4 add Component
___a_pn—____ ° Component List

Chemiudns 4 - 1& ~F 48

Select the script type Monitors.

Select the scripting language to use, in this example VBScript.
General

Category:

Name:  |poop_MONTOR
Description:

WD lesddich-bOdE-4114-808+-TaelTboca st
Secutity Lewvel: 5 {Super)

Set the maximum execution time of the component. After this time has elapsed, the PCSM Agent
will interrupt execution.

Step 2: deploy the monitor through System Policies or Profile Policies
If you are developing a monitor, a

Monitoring Profile Policy or System
Policy must be created.

It is recommendable to develop very light components that are executed very
quickly.

Set the input and output variables, in this example PCOP_PATH will contain the path to the Panda
Cloud Office Protection quarantine folder. Result will contain the script output.

&0 [seconds)
—_—

Variables

Input Vasiables a

Name Type Default Value Description

BLOP PaTH Value cusersialopesidesitopgd) o R
Cutput Data "+ ]
Name Type Description
Result String g

By clicking Save, the component will be added to the account repository

Add Compaonent [+]

Import Companent

Component List : Monitors

My Components

Showing 1- 4 of 4 results

Actions: - -

Show me | 100 [w]| per page
You have selected 3 componeniis)
Name »  Descrigtion Size Actions
’

Craate 8 policy

e | FOOE CRLARANTTRE POLITY
L TT— =
2 i

SeleC On

Fach Managesen
a
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Add the target Windows 7 and a

: Add a monitor
Component Monitor.

Categony: | .. galect category - (=]

— Belect category —
Performance
Service

Process

Event Log

M5 Exchangs
Component Maonitor

Select the recently created component and save.

Add a monitor

Component: € ECOP_QUARANTINE I->

Resource:  PCOP_PATH :[cA\users\olopeside] @

Severity: !lF‘]

Auto Resolve After: &m _|-7|!1aurs

You can specify the severity of the alert that PCSM must create when the monitor returns an error
condition and whether the alert will be automatically resolved after a certain time or whether it will be
resolved manually by the administrator (N/A).

For the PCSM Server to generate an email when new items are detected in quarantine, define an
email response (Respond) with the recipient’s address. The content of the Result response variable will
be copied to the email that will be sent to the administrator.

Respond:
Response options

Run’ lowingcomponent.
| - Select component - ’?J

¥ Emall the following recipients:

¥] Default recipients (4
Additional recipients:
Name Address Type

Administrador | -'_.aclm.n|5=rador@g_gfg_gmng.cnm _: HTMLE. ["géue'_]

Create Support Ticket:

| CCF22PLCIK

After a monitor has been created, a line will be added to the Policies screen.

Profile : Home

SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES SETTINGS

» 0 Account Policies
¥ 1 Profile Policies

MName Targets Type Enabled for this profile

[ Pushchanges... | @ m

POOP_QUARANTINE_POLICY

Default filter: M5 Win 7 Monitoring

To deploy the Monitor, click Push changes. This will apply the policy and the monitor will be
deployed to all of the affected devices, triggering its execution.

Step 3: create environment variables and execute the component every 60 seconds
Once the monitor has been deployed to the devices, it will run every 60 seconds. To do this, it
invokes the associated script parser, reads the necessary environment variables and writes the
appropriate response.

The full source code of the script is included in Appendix A.

In line 24, it reads the PCOP_PATH environment variable and obtains a FileSystemObject type
object that points to the quarantine folder.

23 Set WshSyaEnv = WshShell .Environment |"FRCCESS™)
24 Set objFolder = objF50.GecFolder (WahSysEnv ("FCOE BATHY™))

Lines 25 to 30 control whether the environment variable is defined. If the variable were not
defined in the PCSM Console, an error in the Result variable is returned and execution terminates
with Errorlevel 1 (line 34).

25 if err.number <> (

26 'PCEH didn't

27 err.clear

28 WScriprt.Echa "

. WScript.Echo ' d C u
30 WScript.Echo

31 Set WshShell = nocthing

12 Set WshSysEnv = nothing

33 Sec objFolder = nothing

34 WScript.Quit(l)
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In lines 44-51, the number of items in the monitored folder is written to the Registry of the device.
As the script is run every 60 seconds and we want to make a comparison every 10 minutes, 10
entries are written in the registry with the value registered every 60 seconds.

£ m))

WeshShell.RegWrite "HEKLM\Scftware\Pands Sscuricy\Moniter™ & n, celFiles.count, "Ri
Else

n=n+l
End If

Tend

The component is executed on the user’s device “atomically”: the status

n between two successive executions of the same script is not stored. If the
same script must be executed several times in order to generate a valid result,
the intermediary status must be saved on the device and read every time the
component is executed.

It is recommendable to use the registry to store the status between two or more
1 executions of the component on a device, although temporary files can also be
used.

When the counter is equal to 9 (10 entries in the Registry, 10 minutes) the initial value will be
compared with the final (line 57). If it is higher in lines 59, 60 and 61, the difference will be sent and
the script will terminate with Errorlevel 1.

When the final cycle has ended, all of the entries will be deleted from the Registry (lines 64-66) and
the last entry will be copied as the first to continue the process.

55 ntPast= cint (WshShell.RegRead ("HKIM\Software\Panda Security\Monicord®))
56 iCountNow= cint (Ws3hShell.RegRead ("HXLM\Software\Panda Securicy\Monitor3"™)
57 Now then

e folder, it updates the registriy and sends an alezt

WScriprt.Echo "Res
WScript.Echo "<-
bHic=crue

" & iCountNow - iCountPast & " nes

end if
B4 For n=0 To 2
WahShell
Hext

WahShell . Reglirite "HHIM\Software\Pa

.RegDelete ("HELM\Software\Panda Security\Monitor™ & n)

", colFiles. count, “REG SI"

Step 4: send standard output every 10 minutes and processing in the PCSM platform

If the script ends execution with Errorlevel 0, the response is not considered by the PCSM Server.
If it ends with Errorlevel 1, the PCSM Server will read the standard input in search of the Result
variable between the strings “<-Start Result->" and “<-End Result->". With this information, the
actions configured in the monitor definition will be performed.

How to use global variables

If new scripts are developed frequently, it is highly probably that you will want common data in
all of them, such as paths to specific folders on the user’s hard disk, the letters of shared drives on
servers or even common credentials to execute certain tasks.

A possible solution is to add all of the data needed to each script, so that if the data changes,
every script developed will have to be updated manually and redistributed to the devices.

The most convenient option however, is to define global variables at Profile or System level that
can be used directly by the scripts.

In General Menu, System, Settings or Profile Menu, Settings, you can define variables and their
content, which will be directly accessible from the scripts that you design when they are executed
on users’ devices.

In the case of storing sensitive data, such as usernames and passwords, you can select the “mask”
checkbox to replace the content of the variable with asterisks in the PCSM Console.

Variables

Name Value

No variables are currently defined for this profile. Click here to add one

Variable nama: Variable valua:

When distributing the script, the PCSM Server will send the content of the variable to the PCSM
Agent, which will create environment variables on the user’s device, which will be easily accessible
to the scripts you have designed.

[LAdd ][ Cancei ]

How to display the status of a device in the PCSM Console

Step 2 in the example specified which tasks the PCSM Server must trigger when the component
result is “error”; in this case, an email reporting the change of status of the device was sent to the
administrator.
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This approach is correct in the case of a device that meets an error or exception condition and the
administrator wants to be informed of this without needing to check the PCSM Console every so
often. However, it might be necessary to simply view the status of device without considering the
error conditions. To do this, the data of interest must be published in the PCSM Console.

For this scenario, the component will use the Custom Fields of the PCSM Console that appear in
Tab Bar, Summary at Device Level on each device.

Device : OLOPEZ-PC

AUDIT | MANAGE | MONITOR  SUPPORT | REPORT
mj| Description:  OLOPEZ-PC  uss

Power Rating: 350.0 Watts

Custom field 1: Pesebre
_———

The “Custom Field 1" tag and subsequent (up to 5) can be renamed globally for all devices
managed by the partner, regardless of the Profile to which they belong or it can be defined at a
specific Profile level:

+ In System Level in General Menu, Account, Settings

+ At Profile Level in Tab Bar, Settings.

Custom

Field System Label Account Override

i Custom field 1 try & K
2 Custom field 2 Custom field 2 & X
] Custom field 3 Custom field 3 & X
4 Custom fieid & Custem field 4 e
5 Custom field 5§ Custom field § o X

The content of the Custom Fields take on the branches of the registry of each device, specified
below:

- HKEY_LOCAL_MACHINE\SOFTWARE\CentraStage\Custom1
- HKEY_LOCAL_MACHINE\SOFTWARE\CentraStage\Custom2
- HKEY_LOCAL_MACHINE\SOFTWARE\CentraStage\Custom3
- HKEY_LOCAL_MACHINE\SOFTWARE\CentraStage\Custom4
- HKEY_LOCAL_MACHINE\SOFTWARE\CentraStage\Custom5

Each branch specified can contain a string of up to 255 characters.

A component can freely write in the specified branches, so that the PCSM Agent will read them
on launching an automatic audit (every 24 hours) or manual audit (on-demand) and will send the
information to the PCSM Server, which will display it in the PCSM Console. Furthermore, the
PCSM Agent will delete this information from the Registry of the device once it has been read
and sent to the PCSM Server.

CREATE A SCRIPT TYPE COMPONENT
A Script component is created in exactly the same way as a monitor component. First of all, select
Scripts on creating the component.

The configuration screen is only Pt Conision
different from the one in Monitors Wairing Text st
as regards the information collection T e e e e e O oy e
area: you cannot define output
variables but instead, you can search
for strings in the Standard output
(stdout) or Error output (stderr) to
enable Warning conditions in the
PCSM Console.

& SCRIPT_APPLICATION

Con esto aparecera en los listados de
Quick Jobs y jobs.

Warn me @ thy foilowing tast

2 feand - Bkt
L

=]

Profiles

ACtions: o “r 9 :E i: J??

showing 110 50 S 4 Run a quick ot ! nt to use in quick job:

Haciendo click en Ok el componente se
ejecutara de forma inmediata.

Clean Internat Browser Caches
Firefox 15.0.1
Birafox 1801
i) » Firefox 1801
Malwarebytes Anti-Malware 1.62.0.1200

Maodify Secure Attention Sequence (SAS)

3

¥| Follow to jobs list page on submit

[0k Ccancei ]
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11. CENTRALIZED SOFTWARE
DEPLOYMENT AND INSTALLATION

OBJECTIVE OF CENTRALIZED SOFTWARE INSTALLATION

The PCSM Server can automatically deploy software files and packages to all the
managed devices across the network. This allows the administrator to guarantee
that all of the devices managed have the software or documents users need to work
without having to go to each device individually or connect via remote access.

Automatic software deployment will help the administrator to keep software
vulnerability-free (Java, Adobe, etc.), thereby, significantly reducing the risk of
infection and loss of confidential data.

CENTRALIZED SOFTWARE INSTALLATION REQUIREMENTS
Software deployment and installation is a process that is executed through
Application components.

Like the Monitor and Script components, described in chapter 10, Application
components consist of a small script, which in this case simply guides the installation
process, and a series of files and/or programs to install.

A separate component must be created for each group of files or —
programs to install on the user’s device.



PACKAGE DEPLOYMENT AND INSTALLATION PROCEDURE
The general procedure consists of 4 steps:

1. Identify the devices on which to install the software.

The procedure for finding the devices that do not have the files or programs installed
will vary depending on whether the PCSM Server can perform an audit of the programs
installed on the device or not.

If the software to install appears on the list of programs installed kept by the operating
system, it will also appear in PCSM software audits and therefore, a filter can be created
to filter the devices that already have the software installed.

If the software does not have an installer and therefore, does not appear on the list of
programs installed or if it is a one-off document, configuration files, etc., the PCSM
Server cannot filter devices that already have these files installed and the installation
script will have to make the appropriate checks manually.

2. Generate a software installation component.
The steps are the same as those described in chapter 10 to create Script or Monitor
components.

3. Launch a job to push the installation component to the Agents on the affected
devices.

You can launch a scheduled job for a specific date on which the user is not working with
the device, in order to minimize the impact on performance.

4. Collect the deployment result in order to identify possible errors.
Once the process is complete, an error code and/or message can be collected, which will

display the deployment result in the PCSM Console.

There are four final statuses:

3

Success: deployment execution was completed without errors. The script returns the
code Errorlevel 0.

) 3

Success - Warning: deployment execution was completed with some unimportant
errors. The script returns the code Errorlevel 0 and a string through the Standard
Output or Standard Error, which will be interpreted by the PCSM Console.

\ 3

Error-Warning: deployment execution was not completed. The script returns the code

3

« Errorlevel 1 and a string through the Standard Output or Standard Error, which will be
interpreted by the PCSM Console.

DEPLOYMENT EXAMPLES
To illustrate software distribution, below are four examples:

1. Deploy documents through script language
2. Deploy documents without script language
3. Deploy self-install software

4. Deploy software without an installer

OB The procedures described here and the third-party tools and script languages used
. are examples and could very. Panda Cloud Systems Management is designed
to be flexible and adapt to the tools with which the administrator feels most
comfortable.

Deploy documents through script language
The objective of this example is to deploy three Word documents to a folder in the root directory
of the user’s device. To do this, the following steps are followed:

1. Identify the devices on which to install the software.

As in this case, the PCSM Server does not have visibility of the status of the hard disk on the
user's device at system file level, the installation script will be deployed to all of the devices in the
Profile and the script (lines 19-24) will check if the folder containing the documents exists or not.

24 WSeript.Echo "I
23 WSeript.Quit (0)

TF
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If the folder does not exist, it is created (line 28), the documents are moved to it (lines 30-32) and
a message is sent through the Standard Output (line 37).

28 Set objFolder = objF50.CreateFolder (CONST_PATH

25 'the documents will be moved to the folder

30 ob3FS0.MoveFile "docl.docx™, objFolder.Path & "\.d

3 objF50.MoveFile "docZ.docx", objFolder.Path & "\d

32 cbjFS0.MoveFile "doc3.docx", objFolder.Path & ™'

33 If Err.Number<>0 Then

34 WScript.Echo "Deploy unsucceszaful: " & Err.Description
35 WSeript.Quit (1)

36 Else

37 Wscript.Echo "Deploy successful: All files were copied"
38 WSecript.Quit (0)

39 End If

2. Generate a software installation component

SYSTEM *=  PR( [He SIS COMSTORE = SCHEDULED JOBS = SCHEDULED R

Add Component

Enter the details below to create @ component { sofiware/script) that can be vsed for deployment to a device or group of devices

Category: ectentegory - Lx

Name:

Deescription

Serlpte

Component Groups

o groups defined
e
[Ereme. ] conce

An Applications component will be added, to which the documents to deploy and the script that
will create the folder and move the three documents on each device will be added:

Component: Application : DEPLOY_DOCUMENTS

General
Catcgory: | applications E3
Name:  (DEPLOY_DOCUMENTS *
emrn
Deseription e
min: 3053642d-2daa-46e7-Hrcd-dBB43E e o5
security Level: [ g zucen ol
Commands
Irestall cormmand: Expa
P P PSS PP &
1l escrivorio del usuario y copiar en
3800 (seconds)
¥l This component requires profile credentials
Files
She Last Modified
2013-08-13 12:14:51 GMT b
2013-03-12 12:14:51 GMT b 4
docd docs 2013-05-12 11:14:51 GMT X

In the Component screen: Application it is important to specify:

« The component is Favorite so that it appears on the component lists (star icon in the top left).
« The component category (Applications) and name.

« The script language used (Install command).

« Add the documents to deploy in the Files section.

In Post-Conditions, you can specify text strings that the PCSM Console will interpret as Warnings.

Past-Conditions
Warning Text Qualifier Resource
Degloy unsuccessful Is found in sidout
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The example specifies that if the Standard Output (Resource:stdout) contains (Qualifier:is found in)
the string “Deploy unsuccessful”, the result of executing the script will be considered Warning.

3. Launch a job to push the software to the Agents on the affected devices.

Click Quick Job or job after selecting the devices from the Profile to which to deploy the
documents.

Profile: Home

DB At System
Level, you can
select complete

SUMMARY EE;'-(;‘S AUDIT MANAGE MONITOR SUPPORT REPORT

Showing 1 - 8 of B results

. You have selected 4 device(s) in this profile
Profiles to actions: BB 7 X & : ENCLD
g Profile
Wh |Ch to N Select component to use In quick job:
v = Home
apply software n e Clean internet Browser Caches
Ll ":‘EP!HV CHE UL‘ENTS
deployment. R Mo variabies
G g Firefox 15.0.1
Firefon 19.0.1
Malwarebytes Anti-Malware 1.62.0.1300
£l . jome Modify Secure Attention Sequence (SAS)
Physical Memory Audit
SCRIPT_APPLICATION
L3
o g Home
- me
9] Followte jobs list page on submit
7 > Home

OK_| [ Cancel |

4. Collect the deployment result in order to identify possible errors.
The output conditions defined in the script in example 3 are:

Success: the files are copied to the target folder without any errors (lines 30-32). Ends
with an Errorlevel O (line 38).

4

set ocbjFolder = objF30.Createfolder (CONST PATH)
3 ‘the documents will be moved to the folder
30 objF50.MoveFile uicd ", objFolder.Path & °* 1.docx
31 ocbjFS0.MoveFile "docZ.docx™, objFolder.Path & "‘“docZ.docx™

32 cbiFSO. MoveFile "doc3.docx™, objFolder.Path & "\doc3.docx™
33 If Err.Number<>0 Then

34 WScript.Echo "Dep " & Err.Description
35 Wicript.Quic (1)

36 Elze

7 WScript.Echo "Deploy successful: All files

38 WScript.Quit (0)

38 End If

« Error: an error occurs when copying the files. Ends with an Errorlevel 1 (line 35).

" Success - Warning: the folder already exists so the files are not copied. Ends with Errorlevel
0 (line 23) and the string “Deploy unsuccessful” is generated, which the PCSM Server will
interpret as Warning, as configured in the Post-Conditions area in step 3.

=

Sert objFolder = objFS0.Getfolder (CONST PATH)
If Exrr.Number=0 Then
‘the folder already exisca, the files won't be copied
2 WScript.Echo "Dep
WScript.Quit (0)
24 End If

[ L)
- ]

(5]

After the job has been launched, it will appear in General Menu, Scheduled Jobs, Active Jobs.

In Tab Bar, Completed Jobs, you can see the deployment result, in Red if it ended with Error,
Orange if there was a Warning or Green if it were Successful.

Quick job running Component DEPLOY_DOCUMENTS on device XP3 run on 2013/03/13 at 14:46

Showing 1 - 1 of 1 rasults.

showme| 25 [/ per page

Views: @ Al Scheduled Running Succesded Warnings Failed Expired
—_—
Name Profile Run At Status Results Stdout  Stderr
prisretve e
2013-03-15 14:47 - B
= B IASCHIUAT  pyg —_—— Fa@

The Stdout and Stderr icons show a copy of the Standard Output and Standard Error generated by
the script.

Furthermore, this tab contains an Icon Bar that allows several actions to be triggered:

+" The Actions area groups the icons that allow you to relaunch the job, reload the page to
update the job status or download the Standard Output and Error to a file.

" The Views filter allows you to filter the jobs by status.

Deploy documents without script language
The installation script can be greatly simplified if previous checks are not required or if warnings
do not need to be generated in the PCSM Console.

This example deploys the 3 documents from the previous example but in this case, instead of
generating the folder structure from the script, a self-extracting .EXE package is created which
contains the compressed documents and the folder structure considered necessary. The .EXE
package can be generated using many tools. This example uses WinRar.
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. + Step 3: configure the executable file T rckive name and pasametes: ¥R
To download a free version of WinRar, go to http://Awww.winrar.com as “Silent”. To do this, enable Hide Gogeen| bzt | Options | Fioe | Backogs | Time | ommees
All'in Advanced -> SFX Options -> NI oo Ry e
Modes -> Silent Mode. Rl % ey
. . . . . L Taves M thears
This example generates a self-extracting .EXE file with the following characteristics:
+ Functioning in Silent mode. Mo EEarene
+ The folder with the content will be automatically created in C:\. et pamed
« If the folder already exists, its content will be over overwritten without warning. T
Earkgourd sy
Turm PC o when dome
Wl e Wil Copaes e active
n It is essential to generate a self-extracting file that functions in Silent mode, :
i.e., it does not display dialog boxes or windows and does not require user = ———————
intervention. « Step 4: in the General tab, specify ' Advanced SFX options [
th.e path to extract, where the folder i e e ]
_ _ o o will be created. | Genersl | Sewp | Modes Advanced |
Steps for generating a silent self-extracting installation file: = )
Temporary mode
. 7] Unpack to temporary Folder
+ Step 1: prepare the folder with the documents to deploy. Create the root folder “ACME optons mm b
. . 1
Documents” in the example and place all of the files, folders and sub-folder to be deployed =
inside. Question titie
« Step 2: generate the executable VB Aorhier mame snd passmetrrs o
file. With the WinRar program open, If does i linneslibealisoral il come | s@:mﬂ
drag the recently created folder | —— e ::’:mm
) sl
“ACME Documents” and select the ACHE Decumants. o - & 5
option “Create SFX archive” and [ imdare rode o
“Create solid archive” b e = -
' Archeew forral Archiing oolend l Aceptar ] [ Ca't:da’_][ Ayuda ]
LT Ctw s B0t a0 g
= bk « Step 5: specify that all files will be Opciones SFX avanzadas L
Compresson method #41 msheraty verdeaton overwritten if they already exist - |
[oemst =] b thout asking th | General | instalacin | Modos | Avanzade
p—— st et without asking the user. Aodzs | Tetosiom | loeoca | Meddo |
| g s Lotk archive _ |
Modo de actualizacién
ST 1 @ Extraer y reemplazar ficheros
| OIS S S T AT L T L LT
|_ [l ][ Crcow | Awsm L ar————
(71 Refrescar solo ficheros existentes
Maoda de sobreesoritura
Preguntar antes de sobreescribir
@ Sobreescribir todos los ficheros
7 Omitir ficheros existentes
(_Aceptar ] [ Cancelor | [ e ||
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Once the “ACME Documents.exe” package has been generated, create the Application
component to deploy it.

Component: Application : DEPLOY_DOCUMENTS_PACKED

O (Ewe) cance

General
Salefory: | Applications -
Name: | DEPLOY_DOCUMENTS_PACKED Q
Deescription: arge image
i eal7d66b-23me-48f2-2617-4TIG78240164
Security Level: [ gisypar) =]
Commands

install cormmasnd

3600 (secands)

Thiz eomponent requires profile eredentisls

ifles,

Filename Size Last Modified

ACME Documents.exe L06.B KB (109378 byles) ]

In the Component screen: Application it is important to specify:

+ The component is Favorite so that it appears on the component lists (star icon in the top left).
" The component category (Applications) and name.

« The script language used (Install command), in this case Batch.

« Add the package to install “ACME Documents.exe”.

The script will simply execute the self-extracting package, which will create the folder in the C:\
drive along with the internal structure, overwriting any previous content.

Self-install software deployment
In this example, the Microsoft Framework .NET 4.0 dotNetFx40_Full_x86_x64.exe package will be
deployed to the devices on which it is not already installed.

To do this, and as Microsoft Framework .NET 4.0 is a program that appears in the program list
kept by the device's operating system, we will use a filter to identify those on which it is not
installed.

The installation package is a self-extracting .EXE that admits the parameters /q /norestart to
execute in silent mode and prevent the device from restarting, so no additional special preparation
is required.

1. Identify the devices on which to install the software.

To filter the devices on which the software is already installed, you need to know which
identification string corresponds to the package already installed. This data can be obtained from
Tab Bar, Audit, Software on a device on which the package is already installed.

Device : XP3 - Software

SUMMARY AUDIT MANAGE MONITOR SUPPORT REPORT POLICIES

Hardware @ Software Changelc
—
Operating System:  Microsoft Windows XP Professional 5.1.2600
Service Pack: 3
Architecture: 32 bit
.
Actions: B T

¥  11installed Applications

Adobe Flash Player ActiveX 9.0.1240
Adobe Shockwave Player 1100429
1S 7.5 Express 7.5.1070
Microseft NET Framewerk 2.0 2.050727
mﬁamem}rk;c!-en: Profile 4.0.30319
Microsoft NET Framework & Extended 4030319
Mogzilla Firefox 19.0.1 (x86 en-US) 19.0.1
Meozilla Maintenance Service 1961

Panda Cloud Systems Management
UitraWNC 1.06.4 1064
Viiware Tools 8.5.7.3827

This data is used to create a Profile Filter or a System Filter with the following settings:

Edit filter Devices without .NET 4
“fMax. 50 characters)
select devices that match | 5, ". of the following criteria

Criteria: Microsoft NET Framework 4 9 9

Search term

Software package [v;_ Does not contain )

Field Condition

| Save: Cancel
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+ Field: software package to inspect the software installed on the device.

+ Search Item: here you can enter the string that identifies the software to install.

+ Condition: Does not contain to select the devices that do not contain the content specified in
Search Item in the Software package field.

2. Generate a software installation component.
It is extremely easy to create an installation component.

Component: Application : DEPLOY .NET

0O s

General
-
U ESE1TCa6-Sb0f-2e82-bdbO-FeO01 646884
Security Level 5 [Superh [

Commands

Insta =

dotMetFxd0 Full %26 xé4i.exe [ g fnorestart
3500 (seconds)
This companent requires profile credentials

Filename Size: Last Modified
dathetFudl_Full_xBE_y64 sxe 48 1 M (50440458 bytez) 4

In the Component screen: Application it is important to specify:

" The component is Favorite so that it appears on the component lists (star icon in the top left).
« The component category (Applications) and name.

« The script language used (Install command), in this case Batch.

+ Add the package to install “dotNetFx40_Full_x86_x64.exe".

The script only has one relevant line, which is the one that executes the installation package with
the parameters necessary for a silent installation.

3. Launch a job to push the software to the Agents on the affected devices.
Firstly, select the previously prepared filter and then execute a job with the application created.

4. Collect the result in order to identify possible errors.

A good way of checking the installation result is to check the previously prepared device filter to
see if the number of devices on which the deployed software is not installed is lower. All of the
devices that continue to appear in the filter will have returned some kind of error.

n The device audit data containing the hardware and software installed is sent to
the PCSM Server by the PCSM Agent every 24 hours, so the recently installed
software list will not be updated until this time has elapsed. However, you can

force a manual update using the Request device audit action in the Action Bar.

Deploy software without an installer

Many programs consist of a single executable file without an associated installer that generates
the necessary structure in the Start menu, the desktop shortcuts or the corresponding entries in
Add or Remove Programs. These types of programs can be deployed by following the document
or self-extracting package example. However, doing it in this way prevents the PCSM Server from
generating a reliable audit of programs installed, as they will not appear in the list of programs
installed kept by the device's operating system.

For this reason, third-party tools after often used that generate a single MSI package with all of
the programs to add, creating the necessary groups in the Start menu and the shortcuts on the
user's desktop in order to simplify execution.

To do this, this example will use the program Advanced Installer, the free version of which allows
you to easily generate MSI installers.

To download the free version of Advanced Installer, go to
http://www.advancedinstaller.com/download.html
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Follow these steps to generate the
installer:

i TomeriBer 10 Spphaean. & R Yo i

« Select the Simple template (free).

f Wasl ot bopimas

T v bt P

R

« In Products Details, enter the basic details of the installer: Product Name, Product Version and
Company Name.

W Product Detsis |

Product Details
Company Mame: ACHE

« Add the files and programs to install and the shortcuts to create. This is done in the Files and
Folders tab.

% e [y [ @ o S
Foldery Files -

Felder Shortau - Dsiete | Fropeities
Thprite

Saze Type Wersion Source
2451 KE  Aplescitn 270168 CiiUsers\alopesDesktop!...

& Lppheation Shercut Fols

’j Install Parsmeters 5 M Program Files
o 8 Pregram Files 64
& Upgrades ol Windoue Valume
| & & Ttart Menu
Pl & Deskiep

& Frerites
b i My Documents

& & 'I:rr\nrnle-s

. ppheaben Di
tj Files and Folders ‘ & Local Applicstion Data
SE—— i Network Shomcuts
d Regitry K Recent hems

| B Drintes Chanpiss

D R X | A

Folger Files mm = ,m Delete | Properties
add f.sanu-d
oY || Files, Folders and Shorteuts.
e e (Foldes || Hame « Saze Type Vierseon Saurce
W Target Computer 1 TresSizefree 1KB Installed File5.. 270168 APPDIR TreeSizeFres.exe
Folder

B Program Files

4l Program Files &4

dl Windows Volurne

L Ghart Nenu

- Dmilm

i Favoraes

Bl My Bocuments

& Templstes

Al Send To

i Adminctrative Toah
Apphcation [kata

« Finally, execute Build and the MSI package will be generated in the selected folder.

Once the installation package has been generated, the steps for creating an installation
component and deploying it are the same as in previous examples, except for the script in Batch,
whose installation command will vary slightly.

Component: Application : DEPLOY MY SOFTWARE

@W G erce

SUSERl [ applications =l
Same:  [DEPLOY MY SOFTWARE ] *
Deseription:

Crargaimags

Example: “This will inxzall FireFoor wi.0 06 your computes.”
WD dfeBT89c-d948-4669-8151-20bddI5446a5
Security Level: | 5 (Super) E|

trstall gommand: l Satch I Expand

#echo off

puashd ¥~dpd
MSIEXEC /I "my sofcware.msi®™ /gn

Timeout thig seript if na

t completed within ;m |seconds)

B mis component reguires profile credentials

Filename Size Last Modified

My Sofware.ms| 26 MB (2758656 bytes) x
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The MSIEXEC utility is invoked using the /gn parameter to launch a silent installation.

« The component is marked as Favorite so that it appears on the component lists (star icon in

the top left).
« The component category (Applications) and name.
« The script language used (Install command), in this case Batch.
« Add the package to install “My Software.msi”.

Save bandwidth in software deployment

The PCSM Agent installed on each device checks if the PCSM Server for downloads every 60
seconds and if there are any available, it is run individually for every PCSM Agent. In this way, for
a 50 Megabyte installation package and a network of 50 devices, the download result will be 2.4

Gigabytes.

To minimize the total download
volume, one of the network devices
can be promoted to the role of
repository / cache. By doing this, only
this device will download from the
PCSM Server and then deploy the
package to all of the affected network
devices.

To promote a device to the role of
repository / cache, access the device at
Device Level in the PCSM Console and
click the Add/ Remove as local cache
icon in the Action Bar.

Device : XP3
e
SUMBMARY AUDIT MANAGE MONITOR SUPPORT REPORT
=i Description:  XP3 st

Pawer Rating: 350.0 Watts

Actions: ﬁéﬁ A8 o i@ﬁﬁ & *“.?’] =

The allocated device will then download and deploy the components and installation package to
the devices in the local network, speeding up deployment and minimizing bandwidth usage.

PCSM Guide. Centralized software deployment and installation



12. TICKETING

WHAT IS THE TICKETING SYSTEM?
The increase in the number of devices to manage and the growing number

of technicians assigned to resolving problems will sooner or later require the
implementation of a system that allows each case handled by the IT department to
be documented and coordinated.

Ticketing systems are used to track each incident from the moment it is created until
it is closed, recording all of the intermediates statuses through which it evolves.

Therefore, it is possible to assign a case to a specific technician and reassign it to
another one if the original technician is not available or the task requires very specific
knowledge, storing all of the documentation and progress made up until then and
minimizing interruptions to the end user with repeat requirements for information
about the same problem.

Secondly, forcing documentation of incidents allows the procedure to be reused in
the future and fine-tuned, minimizing the response time for open cases.

Finally, a ticketing system allows you to identify the workload of the IT department,
filtering the tickets open at a given time and assigning more resources if necessary.



DESCRIPTION OF A TICKET
Each ticket contains a series of fields
that describe it:

« Creator: ticket creator. It can be a
device, if the ticket were created
from the PCSM Agent by a user or
system account, if it were created
by a monitor and assigned to a
technician.

« Profile: group of devices to which
the ticket belongs.

« Date Created: creation date of the
ticket.

« Status: There are four statuses:

Ticket 3b570001-9

Creator: BIODKELLY
Profile: Bilbao Office
Date Created: 2013-05-21 21:23:22 55T
Status: Closed [change)
Severity: S{change)

Assigned To:  panda.test (change)

Summary: | cannot print @ document

Content: Can you help me as soon as possible

Comments: Add a new comment to this ticket

panda.test added a comment at 2013-05-21 21:24;57 55T
We are an it, | am going to connecto to you machinge now.
panda.test added a comment at 2013-05-21 23:07:57 55T
Another comment

panda.test added a comment at 2013-05-21 23:08:17 55T
another comment

added a comment at 2013-05-21 23:08:45 55T

sdesd

1 2 Next

New: recently created ticket with the description of the problem and assigned to a

technician. No job has been done yet.

In progress: the technician assigned from the IT department is managing the incident.

Waiting: resolution of the incident has been identified by external causes (lack of
information, confirm changes by the users or others)

Closed: the incident has been resolved and closed.

<

will be copied.

C S < L

update the incident.

Summary: summary of the incident.

Content: description of the incident.

Severity: severity of the ticket. If it were generated by a monitor, the severity assigned to it

Assigned to: technician assigned to resolve the incident.

Comments: in this field, both the technician and user can add entries that complete and

It is recommendable to use the Comments field frequently, documenting changes
to the incident and the actions performed, by both the technicians from the IT
department and the user through the tests performed and other data of interest.
The aim is to reuse this information to simplify similar incidents in the future.

CREATE A TICKET
Tickets are created in three ways:

Manually by the user from the PCSM Agent
If the user notices that the device is not working correctly and wants to leave a written record of
the symptoms.

To register a ticket manually, the user must open the PCSM Agent by right-clicking its icon, select
Open and click Tickets, Open a New Ticket tab.

F
|
;
E

After creating the ticket, new comments can be added and it can be closed.

Resumen | Tareas " Tickets | -

[ Open a new Ticket ]

Number  Summary Date Created

365700013 pruebs 17/05/2013
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Automatically from a monitor that detects a condition defined as an anomaly on a user’s
device.
When defining a Monitor policy, in the Ticket Details tab.

Add a Monltor  tniine status Monitor X

Mcnitor Type Ticket Details

Create Support Ticket
T T S ——

Ticket cwner

Asgignes:| Pands Test _': Ticket Bmpil Notification

In this case, you can choose the technician assigned and if an email notifying that the ticket has
been created will be generated.

Manually by the IT department from the PCSM console: these are usually reminders or
task that officially join the department’s queue.
From Profile Level or System Level in Tab Bar, Support, by clicking Create Support Ticket.

Tickets created at System Level do not have a Profile assigned and are not
displayed in any Profile created in the PCSM account.

4= Panda Cloud Systems Management

Baisig NSl COMPONENTS *  COMSTORE +  SCHEDULED JOBS = SCHEDULED REPORTS =

Profiles > Bilbao Office = Suppon

Create Support Ticket (]

Profile : Bilbao Office

SUMMARY DEVICES AUDIT MANAGE MONITOR SUPPORT REFPORT
 Cnm—r

Showing 1-3 of 3 results

In this case, you can specify the severity
of the ticket and its content and assign
it to a technician to be resolved or summary

Content

reassigned. "

Create Ticket

Severity 1 "'|
i 1=

Assigned To | pands test =
—_—

[Lcreate | [ cancei ]

TICKET MANAGEMENT
Tickets that have already been created are managed from Tab Bar, Support at Profile, System or
Device level.

Tickets created at lower levels will be displayed at higher levels. For example, if
tickets are created at Device Level, they will appear at the Profile Level to which
this device belongs.

With the icons in the Action Bar, you can filter the ticket list (Open Tickets, My Tickets, All Tickets)
or edit their status with the pen icon. To change the severity, status and the technician to whom it
is assigned, click the ticket number.

Systems Management

Profile : Bilbac Office

LU DEVICES AT RLANAGE MOKNTOR SUFPORT REFOAT FOUCES SETTINGS
sl
g1 4 o4 pesuln me[ 35 [alloer pape
Zevians O"} I Open Tickets 8 A% Tickeis £ My T :'vml Bugtz-retvesh L5 on
b Fradle Creatan Summary sevedly  Status Dute Crewtend Asigned To
Bilbag e Frube S th [ 20IS0HITONAIESUTE  phads tet
8iikan OMice prusta ente mensaje 5 v proths 8 = 20130517 CHE406UTE  pamdaten
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13. PATCH MANAGEMENT
RS el

| |
.I

WHAT IS PATCH MANAGEMENT?
Patch Management is a series of res

patches published.

aaaaaaaaaaa



WHAT PATCHES CAN | DEPLOY / APPLY?
All the patches and updates published by Microsoft through Windows Update can be centrally
managed through Panda Cloud Systems Management.

Microsoft publishes updates for all Windows operating systems currently supported and for the
software it develops:

Microsoft Office Visual Studio Microsoft Lync
Exchange 2003 Zune Software Silverlight

SQL Server Virtual PC Windows Media Player
Windows Live Virtual Server Otros...

Windows Defender CAPICOM

PATCH DEPLOYMENT AND INSTALLATION
Panda Cloud Systems Management includes three complementary patch management
methods. Each of them has different functions to adapt to all possible needs and/or scenarios.

Although three methods are complementary, some of the functions are shared by
1 all of them. If you are going to use various patch management methods at the same
time, be particularly careful not to define processes that overlap, as the end result
could vary depending on the order defined, thereby achieving unpredictable results.

The procedures described here can collide with other procedures defined by
n third-party software, such as Windows Update policies defined in a GPO. It

is recommendable to disable the policies of third-party manufacturers that

interfere with those defined in Panda Cloud Systems Management.

Method 1: Manual patch management

General description
Manual patch publication allows you to select the patches to install one by one, according to the
criteria applied by the administrator.

This method allows maximum granularity, as all of the patches installed on each device and the
patches pending installation are displayed at all times.

The grouping levels supported by this method are the three existing levels: System Level, Profile
Level and Device Level. Therefore, you can select patches for a specific device (Device Level), for a
specific group (Profile Level) or for all devices registered on PCSM (System Level).

Access the manual patch management method.
It is accessed through Tab Bar, Manage in the three levels available.

Device : BIOOSLOPEZ - Patch Management

SUMMARY AUDIT RANAGE RMONITOR SUPPORT REPORT POLICIES
& Patch Manageme

Operating Syitem:  Microzaft Windows XP Professionsl 5.1 2600

service Pack: 3

Operating System Patches

arion: B O @

L | 11 Missing Patches

1 S

Actions: %]

- W 161 Installed Patches

i ]

Actions: %]

h ]

B 0 Hidden Patches

The actions available are:
Approve patch: by selecting the patches and clicking the green circle icon.

Adter approving a series of patches they will be pending installation. Approved patches are
installed manually at the time specified in Tab Bar, Manage at System Level.

4= Panda Cloud Systems Management

&l veicome coF2ZPLGIX Test
HELP GENTER W

AU PROFILES =  COMPONENTS = COMSTORE = SCHEDULED JOBS
e

Account: PRUEBA PCSM

DALHEQARD aupim MAAKAGE MONITOR SUPRORT REPOAT POLICIES SULPENDED DEVICES
catre
@ Paich Managemen

10 most wulner sble devioes: All devices

Profile Hentname Bewsistion Troe Totsl :ﬁ
o - %P3 Werkstation EET I 5 ]
- DESKTOR Workstation I ]
- OLOFEICH-FC Workstation 3 D
L] OO Workstation 1 D
- BICSORCIETE werkatation s © |

Kiancsl Patch Management You can spprove and deploy paiches masoally balew Patches will be downloaded and installed at:| dpm |
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OB Only the time that approved patches will be manually installed can be defined at
System Level. All of the devices managed through PCSM will update the approved
patches pending at the configured time.

« Hide patch: by selecting the patches and clicking the blue circle icon to hide the patches
available lists.

+ Quick patch: by selecting the patches and clicking the green circle icon with an arrow, the
patches will be installed immediately, without waiting for the time defined in the Manage
(System Level) settings.

« Reset patch: by clicking the white circle icon, the patches selected will be cleared.
View patches

All of the patches published by Microsoft over time are grouped in three drop-down lists,
depending on their status with respect to the managed device.

actions: X @O @ v

(1

L | 338 Missing Patches

Actlons i
» B 286 Installed Patches

it

Actions: &

> B 0 Hidden Patches

(4

The three statuses are:

« Missing patches: patches that have not yet been installed on the devices belonging to the
selected level. At levels above Device, the number of devices on which each specific patch is
not installed is also shown.

« Installed Patches: patches that have already been installed at the selected level. At levels
above Device, the number of devices on which each specific patch is installed is also shown.

+ Hidden Patches: patches that the administrator has decided to hide because they do not
need to be applied and a reminder is not needed.

In order to simplify searches, detailed information is available on expanding each category and an
Icon Bar is available to filter the patch lists.

ations: B @O @ ]

vy B 338 Missing Patches -
¥ critical ¥ important ¥ Moderate ) Low ¥ Unspecified Reboot required? . User |nput required?
Search:
Update iD - THe Devices  Severlty Sze  Reboot Ut
03100285-5405- 3
4952-84b0- Security Update far Windaws XP (KBO73860) (1] 2 53448 L4
79527393635
03380 2ch-ee85 4058 o =
bbIc-5015b1 ac3dSe st i v
04674 18FbT6-d50k- A aean o 3 i o

B403-FRES25TEIebT

The Search Bar allows you to choose the patches displayed according to the following criteria:

« Severity: the severity defined by Microsoft: Critical, Important, Moderate, Low, Unspecified.

DB Microsoft only specifies the severity of security patches (Security Updates). The rest
of the patches generally have Unspecified severity.
+ Reboot required? If the device must be rebooted after applying the patch.
« User input required? If user input is required to apply the patch.
+ Category: allows you to search for the patches that apply to a specific software program.
PCSM provides the following information for each entry:

Title s Severity Size Reboat User ingid

ty Update for ActiveX Kilibits for Windows %P (1] 433 4 KB o

h g

« Check: to select the patch.
« Action icon: patches with actions pending will appear with the circle icon in green.

« Title: full name of the patch provided by Windows Update.

« Severity: importance of the patch provided by Windows Update (only for Security Updates).
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« Size: size of the patch to download, provided by Windows Update.
+ Reboot: if rebooting is required after installing the patch.

+ User input: if user input is required to install the patch or not (dialog boxes to accept EULAs
and others).

Manual patch management method usage scenarios.
When the administrator requires very accurate supervision of the patches applied on the devices
managed.

Method 2: Windows Update Policy

General description
Windows Update polices permit centralized configuration of the Windows Update features
integrated in the Windows devices on the network.

As it is a policy, the grouping levels supported by this method are System Level and Profile Level.

Access Windows Update Policy method
To access this method, create a Windows Update policy at Profile Level or System Level.

Create a policy

Name: |wu Policy

Type: | select One... =

o e
= Agent
Monitoring
Patch Management
Power

A screen appears where you can centrally configure the behavior of Windows Update on all of the
devices affected by the policy created.

Windows Update policies are configured in the same way as Windows Update resources on
each individual Windows device.

Windows Update classifies the patches it receives into three categories:

" Important

« Recommended

" Opcional

Only Important and Recommended patches can be automatically installed. The rest of the patches

will be installed manually from the user’s device or from PCSM using other Patch Management
methods.

All of the settings in this policy are a transposition of the features of Windows
| Update on Windows devices. All of the actions specified therefore, refer to the
devices and not the PCSM Agent or the PCSM console.

n Although the policy settings are the same for all devices, the behavior of
Windows Update on each device can very slightly between the different
operating system versions.

Below are some of the policy options:

)

Add target: lets you add filters or groups that delimit the scope of application of the policy.

Patch Policy: specifies the general behavior of Windows Update on each device with respect
to the patches classified as” Important” by Microsoft:

Automatically download and install

Manual download and selection by the user
Notify without downloading

Disable Windows Update

Install new Updates: specifies when the patches will be installed.

Give me recommended Updates the same way | receive important Updates: apply the
policy selected in Patch Policy for both Important and Recommended patches.

Allow all users to install updates on the computer: allow the user to manually install the
patches.
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« Give me updates for Microsoft products and check for new optional Microsoft
software when updating Windows: check for Optional patches, generally patches for other
Microsoft products.

« Show me detailed notifications when new Microsoft software is available: detailed
notifications are shown to the user when new Microsoft software is available.

+ No auto-restart with logged on users for scheduled automatic updates installations: if
this option is selected, the patches are applied and the user is notified of the need to reboot.
If it is not enabled, the patch will be installed and the user will be notified that the device will
reboot in 5 minutes.

+ Re-prompt for restart with scheduled installations: define the time before Windows
Update prompts the user to restart the device if patches are installed that require this.

« Delay restart for scheduled installations: define the time that the system will wait to
restart after installing patches. If nothing is specified, the default value will be used: 15
minutes.

« WSUS: allow an alternative local or remote Windows Server Update Services server to be used
in order to minimize downloading of individual patches by each network devices.

« Enable Client-side targeting: if a WSUS server is used with Client-side targeting enabled,
the groups and devices they contain will be manually defined in the WSUS server. In this
parameter of the policy, you can specify the groups to which the device to which the policy
applies belongs separated by a semi-colon.

n If some or all of the devices affected by the Windows Update policy do not
coincide with the devices defined in the WSUS groups, the policy will not be
applied to these devices.

Windows Update Policy method usage scenarios.

p

" When the administrator needs a guarantee that all important patches are automatically
installed on all network devices, without the user obstructing the process.

" When the administrator does not require control of each patch installed and can delegate
the installation decision to Microsoft according to its classification of patches as Important or

Recommended.

v When patches classified as optional do not need to be installed automatically.

Method 3: Patch Management Policy

General description
Patch Management policies permit automatic installation of patches, in a similar way to the
Windows Update policies.

The main difference lies in how the patches to install are grouped. Whereas the Manual method
allows you to choose each patch to apply and the Windows Update Policy allows you to apply
patches by level (Important, Recommended or Optional), the Patch Management Policy allows
you to select the patches to be applied by grouping them in a more flexible manner: by name,
description, size, type and other.

As it is a policy, the grouping levels supported by this method are System Level and Profile Level.

Access Patch Management Policy method
To access this method, create a Patch Management Policy at Profile Level or System Level.

A screen appears where you can centrally configure the behavior of Patch Management for all of
the devices affected by the policy created.

Below are some of the less obvious policy options:
« Add target: lets you add filters or groups that delimit the scope of application of the policy.
+ Window: allows you to define a patch installation window. During the installation window,

the patch downloads can be deployed so as not to collapse the client’s data line by selecting
the “Randomize the start time to smooth network load” checkbox.

+ Install criteria: allows you to install all patches published that affect the device without
discrimination (Install all patches) or define a filter that meets one or various criteria. To
define a criteria:

Choose a field in the information published associated to each patch to filter (Field).

Choose the condition (Condition). It will vary according to the data type of the
selected Field.

Choose the search term (Search term). It will vary according to the data type of the
selected Field.

PCSM Guide. Patch Management



Install criteria:

install all patches

Filter patches by the following criteria:

Description
Field

Title
Fieid

Severity
Field

v_l. Begins with

Condition

q. Contains

Condition

[=] ' @ o9
Search term

[+] ' ] @08
o Search term

_i:| -R;ew_mmen-ﬂ.e;"(_‘-.ﬂg and| Cr I.R__;-. [ A 'Q" @

Search term

Patch Management Policy method usage scenarios.

+ When the administrator needs higher granularity than that provided by the Windows Update

Policy method.

" When the administrator needs to install all patches without exception, automatically and

centrally.

Method comparative table

Method

Manual
management

Patch
selection
granularity

High

Select patch by patch.

Automation

Low

Requiere de la aprobacion
manual y continua de
parches.

Configuration

time

High

Manual revision
of all patches
published and
selection.

Windows Update
Policy

Low

Patch selection
according to
“Important” and

High
Se configura una vez los

grupos de parches a instalar.

Low

Choose whether

“important” and

optional” patches

configurable multiple
criteria.

los parches se instalan
automaticamente segun
Microsoft los libere.

“Recommended” are installed.
Patch Moderate High Moderate
Management Patch selection via Una vez creados los filtros Define the filters to

select the patches
to install.

AUDITS
The Manage tab at Profile Level or System Level shows at a glance, the status of the entire
network managed as regards patch application.

System: panda.test

DASHBOARD AUDIT MANAGE MONTOR SUPPORT REPORT POLICIES SUSPENDED DEVICES
@ Patch Management
& A&l devices () Servers Worksiations 10 mast vulnerable devices: All devices
Profile Hostname Description Type Total P'lh d|:
L] VMBETA-W732 Workstation s 8
- VMBETAWTES Workstation 55 O
= WES2_VMBETA Workstation PR |
- VMBETA_XP32 Workstation 13 Q
- VMBETA-XPES Workstation 7 O
- BIODKELLY Workstation 15 O
- BIOCSANTAL Workstation 15 O
- VMBETA_200832 Server n 9
= COMPETENCIAPCOP  Workstation : 9
LN ASO179L Waorkstation 1 O

Selection criteria
The selection criteria (All devices, Servers, Workstations) define a filter for all of the devices in the
profile (Manage at Profile Level) or all of the devices managed (Manage at System Level).

Pie chart
After defining the filter criteria, the pie chart will show:

« The number of devices with non-critical updates not installed (blue).
« The number of devices with critical updates not installed (orange).
« The number of devices completely updated (green).

List of vulnerable devices
Clicking any of the two sections of the pie chart updates the vulnerable devices list.

The vulnerable devices list shows information about the most vulnerable devices (critical updates
or non-critical updates not applied). It also offers several shortcuts to resolve this situation:

« Hostname: enter Device Level for this specific device in order to see exactly which patches
have not been applied and approve those necessary.

« Quick Patch: instantly apply the patches specified by the selected criteria: critical or non-
critical, depending on whether you have clicked the blue or orange section of the pie chart.
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14. USER ACCOUNTS AND ROLES

ks WHAT IS A USER ACCOUNT?
A user account is a collection of information, including credentials for accessing the

' PCSM Console and the PCSM Agent, needed to manage network devices.

™ User accounts are only used by IT administrators who want to use the services offered

by Panda Cloud Systems Management.

In general, each IT administrator has a single user account.

n The users of the devices do not need any type of user account
as they do not access the PCSM Console and the PCSM Agent
installed on their devices is configured in Monitor Mode by default.

OB Unlike the rest of the manual where the “user” is the person who
uses the device managed by an administrator with the help of Panda
Cloud Systems Management, in this chapter, “user” can refer to a
user account or access account for the PCSM Console.



WHAT IS A ROLE?

A role is a specific permission configuration for accessing the PCSM Console, which is applied

to one or more user accounts. This authorizes a specific administrator to view or modify certain
PCSM Console resources, depending on the role to which the user account used to access Panda
Cloud Systems Management belongs.

One or more user accounts can belong to one or more roles.

Roles only affect the access level of IT administrators to PCSM Console resources
to manage network devices. They do affect other device users.

WHY ARE ROLES NECESSARY?

In a small IT department, all technicians access the PCSM Console as administrators with no
restrictions. However, in a medium or large IT department or in partners with many clients, access
to devices could need to be segmented according to three criteria:

+ The number of devices to manage.
In medium / large networks or networks belonging to offices of the same company or to
different clients of the same partner, it could be necessary to deploy and assign devices to
technicians. By doing this, the devices of an office managed by a certain technician will not be
visible to the technicians who managed the devices of other offices.

There could also be restricted access to the sensitive data of specific clients, which requires
precise control of the technicians who can handle the devices that contain it.

« The purpose of the device to manage.
Depending on the function of a device, an expert technician in this field can be assigned. For
example, a group of specialized technicians could be assigned to the database server of one or
all of the clients managed by the partner and in the same way, other services like mail servers
might not be visible to this group.

« Technical knowledge.
Depending on the knowledge of the technicians or their role in the IT department, they might
only need access to monitoring / validation (read-only) or more advanced access, such as
modification of device configurations.

The three criteria can overlap, creating a very powerful configuration matrix that is easy to
define and maintain, which allows you to perfectly restrict the PCSM Console functions
accessible to each technician according to their profile and responsibilities.

THE ACCOUNTADMIN ROLE

A Panda Cloud Office Protection user license comes with a default control role, called
accountadmin. The default administration account belongs to this role and it allows absolutely
every action available on the PCSM Console to be performed. Accountadmin is also the only role
that can create new roles and users and modify existing roles.

The accountadmin role cannot be deleted from the PCSM Server and any user account can
belong to this role after it has been assigned through the PCSM Console.

n All of the procedures described in this chapter require an account that belongs
to the accountadmin role.

ACCESS USER ACCOUNT AND ROLE CONFIGURATION
In General Menu, Account, there are two entries associated to managing roles and user accounts:
« Users: create new user accounts and define whether they belong to one or various roles.

« Roles: create and modify new settings for accessing Panda Cloud Systems Management.
resources.

4= Panda Cloud Systems Management

‘ User pandalest Role EESAEELEIR]
SYSTEM = PROFILES = COMPONENTS = COMSTORE = SCHEDULED JOBS » SCHEDULED REPORTS =  HELP CENTER ~ [Elsleleliiy

G
DETAIS MESSAGES ysEss AOLES BRANCING SETTINGS
e
Showing 110 & of & entries shaw| 10 || enitries
Actions: @ XK T Search
= Username MName Roles Security Level Account Admin
Panda Test [accountadmin] 5
panda,test f 2 1 =
o f o a ", FF
PandaB4S coum [Custom_panda test@panda345.com] 2 OF
[Custom_pandal234@pands com] 2 OFF
[Custom_pends@eaample.com] 2 OFF
4 o
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The users and roles tabs are only accessible if the user belongs to the special
accountadmin role.

CREATE AND CONFIGURE USER ACCOUNTS
In General Menu Account, Users, you can perform all of the necessary actions related to creating
and modifying user accounts.

1) Add new user account: click Add user to add a new user, set a password, specify the role or
roles to which it belongs and define the associated security level (from 1 to 5).

OB The security level associated to a user allows you to restrict access to the
components developed or imported from the ComStore with a higher security level.

Add User

Username: | |
Password:
e ——
Pavwond Again:
Email:
Flrst mame:

Last mame

Roles: LT

sccountadmin

Custom_panda test@panda3d5cem  Migrated custom role for panda testf®pand

Cugtom_pandai234@pands.com Migrated custom role for
pandaliZs@pands

Custom_panda@enample.com Migrated custom role for panda@examplec

[ comate | Cance

2) Edit a user account: clicking the username displays a form with all of the account details.

3) Delete or disable user accounts: select the users by selecting the associated checkboxes and
click the prohibited and cross icons on the Action Bar.

4) Assign total control permissions: click On/OFF in Account Admin.

A user account can belong to one role or more. In the case of the latter, the PCSM Console will
display a drop-down list through which you can choose the role with which the user account will
operate.

4= Panda Cloud Systems Management Y "
User: pandatest Role !

[REBN g COMPORENTS *+  COMSTORE = SCHEDULED JOBS = SCHEDULED REPORTS +  HELPCENTER *  ACCOUNT =

CREATE AND CONFIGURE ROLES
In General Menu Account, Users, you can perform all of the necessary actions related to creating
and modifying roles.

4= Panda Cloud Systems Management o
User. pandates! Role (SRR

SYSTEM = PROFILES = COMPONENTS = COMSTORE = SCHEDULED JOBS = SCHEDULED REPORTS = HELP CENTER - [Eleweilagsd
e
DETAILS MESSAGES LSERS ROLES BRANDING SETTINGS

Shewing 1+ 3of 3results.

Showime| 25 |= || per page
Description
Migrated custom role for pandal234@pands com & X
e
5eom Migrated tustom role for panda test@pandadss com

Migrated ¢ustom role for panda@exsmple com

5) Add new role: click Add Role to add a new role. You will be prompted to enter the name
and whether you want to use a blank configuration / template as a base or if the new role will be
based on a previous role.

6) Edit a role: clicking the role name or the pencil icon displays a form with all of its settings.

7) Delete role: the X icon deletes the selected role.

If user accounts are assigned to a role when it is deleted, you will be prompted to
assign a new role to these accounts.
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CONFIGURE ROLES
The configuration of a role is divided into 4 sections:

+ Device visibility: enables or restricts access to device groups.

+/ Permissions: enable or restrict access to the PCSM Console features.

+ Agent Browser Tools: enable or restrict access to the PCSM Agent features.
« Membership: specify the user accounts that belong to the role configured.

Device Visibility
With this configuration group, you can specify the network devices that will be visible to the
PCSM Console users who belong to a certain role.

You can allow access to the four static groups available in PCSM:

« Profile Device Groups
« System Profile Groups

« Profiles
« System Device Groups

L)
You can allow access to dynamic groups such as filters.

Each of them allows you to define whether the device groups of the specified type and created
previously by an administrator will be accessible in a certain role or not.

Clicking ON displays a configuration panel.

¥ Device Visibility

Profiles OFF

Profile Device Growps 1,
o | on | . =
—_— B i
a 8ilbao Office - Lapiops
8ifbar Office : PCs

“indude
=l Bitbon Office : Strvers

s inciude all
S

| Remowe sl

A group listed in the Include textbox will be visible to all of the user accounts that belong to this
role. Similarly, if the group is listed in the Exclude textbox, this device group will not be visible in
the PCSM Console.

Permissions
Permissions defines the access level for each of the main tabs in the PCSM Console:

v System " Profiles + Components
" ComStore « Jobs + Reports

" Account

There are three access levels:

+ Disabled ' View + Manage

Clicking ON allows you to define each category separately. The content of each category in
the Permissions section is a transposition of the options displayed in the PCSM Console plus
the access level, which can be set for each option.

By clicking General Menu, Profiles for example, you can check the equivalent tabs in the
PCSM Console.

tegont Panda Cloud Systems Management L

* COMSTORE * SCHEDULED JOBS =  SCHEDULED REPORTS = HELP CENTER MY

e ANASE MACHNETON SUPPOST TPoaT POUCTS STTINGS
#  thowme| 15 [n]peroape
~R-R NN - L Deshizes [T Servery dinamn
Profle  Modnsmes Desoipties I Addoes Addie 'y Lamt User
L . At cesms 1921881078 st aimnitedes A S il
W, rome  SORHG  MEDNAP  DRRIGEIEE  19EE8361 ]
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Agent Browser Tools In this way, the devices managed by office A will not be visible to office B and vice versa.
This configuration group allows you to specify access to the remote administration tools in the
PCSM Agent. In a company with several office, the following configuration will be needed in each office:

« 1 Profile o System Group que agrupe a los dispositivos de la delegacion.

Toggle all options OFF

« 1 rol que permita el acceso a los dispositivos del Profile y deniegue el resto.
ScreenShot OFF LAN Deploy OFF

, - . . .

s OFF Task Murages OFE + Una cuenta por cada técnico, asignada al rol que cubra la delegacion designada.
VN OFF File Transfer OFF ; ; e
Yo selbhilod The same schema can be used by a partner who wants to segregate clients and assign specific
Aoe OFF Reglstry Editor OFF technicians to them.
Carmmand She OFF Quick lohs OFF )

Vertical roles
Restart/Shutdown OFF Event Viewer OFF For devices largely aimed at specific tasks, such as print, database, mail servers, etc., you can
Thuitinall Scresn OFF —— CFF create roles that restrict access to this type of device.
Chat OFF Wake-On-Lan OFF

This will allow a company or partner with many offices or clients with mail servers to group them
and assign a group of technicians to manage them, whilst the rest of the technicians with a more
general profile manage user devices.

Any change made in Agent Browser Tools requires the PCSM Agent to be , ) , , ,
The following general configuration will be required:

restarted.

+ Un System Group que agrupe a todos los servidores de correo independientemente del Profile
/ cliente/ delegacién al que pertenezcan.

« Un rol A que permita el acceso a los dispositivos contenidos en el System Group y deniegue el

These restrictions apply to the local PCSM Console of the PCSM Agent, on
acceso al resto de dispositivos.

logging on to manage remote devices (Administrator Mode).

« Un rol B que deniegue el acceso a los dispositivos contenidos en el System Group y permita el

Membership acceso al resto de dispositivos.

Allows you to configure the user accounts that belong to the role configured.

+ Tantas cuentas de usuario del rol A como técnicos lleven el mantenimiento de los servidores de

correo de la empresa o partner.
HOW MANY DIFFERENT ROLES ARE NEEDED? P P

You can generate as many roles as necessary, bearing in mind that the objective of a role is to
restrict administrator access to the devices or PCSM Console resources in order to provide higher
security and protection against human error. However, this higher security comes with lower
flexibility when reusing technical staff among various clients or tasks, so that the exact number of
roles on a system will be the result of the weighting of two variables: flexibility vs. security.

+/ Tantas cuentas de usuario del rol B como técnicos lleven el mantenimiento de los dispositivos
de usuario de la empresa o partner.

Horizontal roles
In general, a company with several offices and an independent IT team in each one will want a
total control role limited to the devices in each office.
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Resource access roles

In accordance with the profile or level of experience of each technician, the IT department manager can share the work among the members of the department. This allows you to create groups of
technicians with complementary responsibilities:

+ Monitoring and report generation technicians: with full access to Tab Bar, Reports and read-only access to the rest of the PCSM Console.

« Script development and software deployment technicians: with access to General Menu, components and ComStore.

« Support technicians: with access to Tab Bar, Support and to the resources on the user’s device through the PCSM Agent.

You can also restrict access to certain components in the ComStore or developed by the IT department that perform sensitive operations on the user’s devices, assigning higher security levels than those set
in the user account.
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15. MOBILE DEVICE MANAGEMENT

Panda Cloud Systems Management includes MDM (Mobile Device Management)
tools that enable you to manage the mobile devices on your company’s IT network
easily and centrally. With PCSM you'll be able to respond to the challenges posed by
the growing presence of mobile devices in the workplace from the same console that
you use to manage the rest of your IT infrastructure.

WHICH PLATFORMS ARE SUPPORTED?
Panda Cloud Systems Management supports iOS and Android tablets and
smartphones.

More specifically, the solution supports iPhone and iPad tablets using iOS 6 or later.
Here is a list of the supported models:

Model

iPhone 3G (*) iPhone 4 (*) iPhone 4S (*)
iPhone 5 iPhone 5C iPhone 5S

iPad 2 (*) iPad (3° generation) (*) iPad (4° generation)
iPad Mini

(*) Requires upgrade to iOS 6 or later to be compatible with PCSM.




PCSM supports Android devices running version 2.3.3 (Gingerbread) and later. This is the vast New & Noteworthy
majority of Android devices currently in use, except for a negligible percentage of terminals that

still use Froyo (2.2.x). e .

Firefox 24.0 Maobile Device

Jolly Bean Maragesn
Featured
X £ 8§ &2
Adobe Reader Autotash CCleaner SEm Clean Internet Comipatibility
11.0.05 4064324 Browser Caches Pack for the
2007 Odffice
System
= Froyo w,
§ W Y © v
e cama .
I Creeam Sandwich / Connectwise Flath Player Foxit POF Googhe Chrome Hard Drive
11.9.900.117 (IE Reader 3000.1599.101 predicted
and nan-E] 556218 failure Monitor

: |
e Gi oo feroad

Imstall uvNC
Mirror Driver -
NOT XP ar
Server 2003

Honeycomb

INTEGRATING MOBILE DEVICES IN PCSM
Follow the steps below to manage your mobile devices from the central admin console.

OB Even though the “Mobile Device Management” component is free, every mobile
device with a PCSM Agent installed will count as a regular license for the purpose
of counting the total number of purchased licenses.

Enable the console’s MDM feature

To be able to interact with your mobile devices from the console, you need to enable the MDM
feature. To do this, import the free component “Mobile Device Management” directly from the
Comstore.

Install the agent
As with other types of devices, to manage a supported smartphone or tablet you need to install a
PCSM Agent on the device to establish secure communication with the PCSM server.

To deploy the PCSM Agent to the user’s device, Panda Cloud Systems Management will
generate an email with all the necessary information. To do that, select the Profile to which the
mobile device will belong, choose Android or iOS and enter the user’s email address.
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Add a new device

I/ v
ilft,-"; ﬂu

Windows  O5X (10.6%)

o:
105

Android

P.S. Looks like this machine needs the Windows Agent

Add a new device

Android
Please send an enrolment email to the people who have the Android
devices.

Emails-separate each by the semicolon ;] delimiter

_Send
The client will receive an email with a download link from the Apple Store or Google Play, and an
.MDM file with information about the Profile that the device will be associated with.

Associate the device with a Profile
After the iOS or Android PCSM Agent has been installed on the client’s device, the user must

take the following steps to associate it with the selected Profile. There are two ways to associate a

device with a Profile:
« Option 1: Capturing the QR code using the device's camera.

On a PC with the Web console displaying the Profile to be associated with the user’s mobile
device, click the QR code to enlarge it.

« Option 2: Importing into the agent

4= Panda Cloud Systems Management

SYSTEM ~ USRI (0

Anth Spyware Sum - Firewall Summarny »
¥ alesstones 5 ¥ atlenstooe active Product
updated Product 5
Mot Applicable
Ui atlesstone s %
ta date Product Mo etive Product
Froiie Filters X Honetwepro Firn | [ Cancsl | yiees  ProdectHeme  Stahw
Product oo Produdt

Then, the user must touch the wheel
icon on their device to launch the
camera and capture the QR code on
the screen.

After reading the code, the PCSM
Agent will display the message

“Connected” on the user’s device,
and appear on the PCSM Console.

the .MDM file attached to the
email.

On mobile phones without camera
it is possible to open the .MDM file
from the email message by simply

touching the file.

After loading the .MDM file,

the PCSM Agent will display the
message “Connected” on the user’s
device, and appear on the PCSM

Console.
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n MDM file import is only supported from the device’s native email client.

Import the certificate into the PCSM Console (for iOS-based devices)
In addition to the previous steps, it will also be necessary to incorporate -into the PCSM Console-
the certificate generated by Apple for iOS devices to be able to connect to the PCSM Server.

Importing the Apple certificate is a mandatory, one-time process for each client/
1 partner who wants to manage one or multiple iOS-based devices.

Installing the certificate is a requirement from Apple to ensure the integrity,
1 authenticity and confidentiality of all communications between the PCSM Server
and the user’s device.

To do so, follow the steps below:

+ Browse to Account, Settings to access the Apple certificate settings
(Apple Push Certificate section).

COMPONENTS ¥ COMSTORE » SCHEDULED JOBS v

CHEDULED REPORTS *  HELP CENTER v [EIswsli{]ng l

System : panda.test
DETAILS MESSAGES USERS ROLES BRANDING CONNECTORS SETTINGS
k]

Apple Push Certificate

1) Downioad your certificate signing request (CSR), signed by us: *
2} Uplead your C3R to Apple and download your push certificats:

3) Upload your push certificats (MOM_*_Limited_Certificate.pem) here: [Solecsionar archiva | Mo s ha seleccionads ningin archive

« Download the certificate signing request (CSR), signed by Panda Security (*_Apple_CSR.csr).
+ Upload the CSR file to the Apple Push Certificate Portal.

To access the Apple Push Certificate Portal, you must have an Apple account. Any iTunes account
will be enough. However, if you want to generate new Apple credentials, go to https://appleid.
apple.com/, click “Create an Apple ID” and follow the instructions on-screen.

Go to https://identity.apple.com/pushcert and sign in with your Apple credentials. Click “Create
Certificate” and follow the instructions on-screen. Load the CSR file you downloaded in the
previous step.

Certificates for Third-Party Servers

Service Vendor Expiration Date® Status Actions

Mgobile Device Management  CentraStage Limited Occ 17, 2014 Active

*Reveking or allowing this cermificare te expire will require existing devices to be re-enrolled with a pew push certificare

Download the new Apple signed certificate (.PEM) to your computer.

Certificates for Third-Party Servers

e
Service Vendor Expiration Date® Status Actions
Mobide Device Management  CentraStage Limited Oct 17, 2014 Active m (=

*Revaking or allowing this cemificate 1o expire will require existing devices 1o be re-enrofled with & new push cenificate

Go back to the PCSM Console. Browse to the Apple signed certificate (.PEM) downloaded from
the Apple Push Certificate Portal, and upload it. Once uploaded, the following message will
appear in the console:

Apple Push Certificate

You have already uploaded the Apple push certificate, which expires on 2014-10-17 15:56:51 UTC
Apple Push Tepic: com.apple.mgmt.External.9f1992a1-56¢5-4431-8ec2-96b56a5bag83

To renew your certificate, tick the box [”) and follow the instruction below again.
e CSR.csr

e Push Certificate Porta

1) Download your certificate signing request (CSR), signed by us: *
2) Upload your CSR to Apple and download your push certificate: App

3) Upload your push certificate (MDM_*_Limited_Certificate.pem) here: | Solaccionar archivo | No se ha seleccionado ningin archive

Upload
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TOOLS FOR REMOTELY MANAGING MOBILE DEVICES
This section describes the tools available from the PCSM Console, how they work and the
benefits they provide.

The PCSM Console functions regarding mobile devices are only available at Device Level for the
relevant device.

After you select the device in the console, the Action Bar and the Tab Bar will change
automatically, displaying the new actions available.

CEREN= COMPONENTS ~ COMSTORE *  SCHEDULED

Jrofiles > Bilbao Office > Devices = |Phone
T e T T o T S e s T n T e ay

Device : iPhone

SUMMARY AUDIT REPORT

i Description: iPhone =gt

ations: B A X @98 @ 4 S5 0%

Device Wipe
Performs a remote factory reset of the device. This feature prevents data theft in the event of
device loss, theft, or malfunction.

n Please be aware that this will remove any user data (programs, specific
configurations, modifications) stored on the device. The device is returned to its
factory settings.

Geolocation

Shows the device’s location on a map. The device's coordinates are obtained in different ways
depending on the available resources on the device. Accuracy varies greatly from one system to
another. The technologies used are (in order of accuracy):

« GeolP

« GPS (Global Positioning System) « WPS (Wifi Position System)

‘i‘j GeolP may report a location completely different from where the device actually is.

Lock Device
Turns the device’s screen off until a security PIN (if there is one) is entered. This is particularly
useful if the device is stolen.

Unlock Device
Unlocks a locked device (resets the security PIN should the user forget it).

Password Policy

This feature works in conjunction with the Device Lock feature as it forces the owner of the device
to set a password (PIN). When enabled, the administrator will be able to lock the device if stolen,
prompting the thief for that PIN when the device is powered on.

I This feature launches a remote request to the user to set the PIN, it doesn’t
L/ allow the administrator to set it from the console.

Audits

Audits work in the same way as on Windows devices, and are fully integrated in the PCSM
Console. This feature allows filters to be set on mobile devices based on the programs installed,
for example.

The PCSM Agent collects all hardware and software information from the device on which it is
installed, and notifies any changes to the PCSM Server, which displays them on the Audit tab.

The Hardware section displays the following information about mobile devices:

+ Operating system and version

" Model

« ICCID (Integrated Circuit Card ID, a unigue number that identifies SIM cards)
« SIM card operator

« SIM card phone number

« Storage (internal memory and SD card memory)

+ Network adapters installed (usually Wi-Fi)

The Software section shows all packages installed on the device. The Changelog section reports all
hardware and software changes made to the device.

Reports
The reports adapt to the type of device. The Reports tab behaves in the same way as for Windows
and Mac devices.

PCSM Guide. Mobile Device Management
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Source code of the component in chapter 10

Option Explicit
AR I b 2 Sb 2 b 2 db 2 Sb 2 b dh b 2 b 2 S 2 S 2h b 2h b dh Sb 2 Sb 2h Sb dh db dh Sb 2 b 2h b dh db b db 2h Sb Jb Sb 2b db dh db b db 2h db 2h 2b 2h 3b 2h 2b 2b 3b 2b 3

* K %

‘Quarantine Monitor v0.99b

*06/03/2013

‘By Oscar Lopez / Panda Security

‘Target: It monitors changes on PCOP quarantine folder

‘Input: PCOP_PATH environment variable

‘Output: stdout “Result=n new items detected in PCOP quarantine”,
‘n is the added file number in the monitored folder

VAR A AR AR A AR A AR AR AR A AR A AR AR A AR AR A AR AR A A A A AR AR A AR A A A AR A AR A A A ARk A Ak kA kA k %

* K x

dim WshShell,WshSysEnv

dim objFSO,objFolder,colFiles
dim iCountPast, iCountNow

dim bHit

Dim n

Set WshShell = WScript.CreateObject (“WScript.Shell”)
Set objFSO = CreateObject (“Scripting.FileSystemObject”)

‘access to environment variable and quarantine path
On error resume Next
Set WshSysEnv = WshShell.Environment (YPROCESS”)
Set objFolder = objFSO.GetFolder (WshSysEnv (YPCOP_PATH”) )

if err.number <> 0 then
‘PCSM didn’t send the environment variable
err.clear
WScript.Echo “<-Start Result->"
WScript.Echo “Result=PCOP

PATH variable not defined on PCSM console or path not found”

WScript.Echo “<-End Result->"
Set WshShell = nothing
Set WshSysEnv nothing
Set objFolder = nothing
WScript.Quit (1)

end if

On error goto 0O

‘it gets the collection that contains the folter files
set colFiles = objFolder.files

On error resume text
‘access to the registry. 10 incremental entries will be crea-
ted, one per minute.
n=0
While Err.Number=0 And n < 10
iCountPast= cint (WshShell.RegRead (“HKLM\Software\Panda Securi-
ty\Monitor” & n))
If err.number<>0 then
WshShell.RegWrite “HKLM\Software\Panda Security\Moni-
tor” & n, colFiles.count, “REG_SZ”



Else
n=n+1
End If
Wend
Err.Clear

If n=9 Then
iCountPast= cint
ty\Monitor0”))

iCountNow= cint (WshShell.RegRead (“HKLM\Software\Panda Security)\

Monitor9”))

(WshShell.RegRead (“HKLM\Software\Panda Securi-

if iCountPast < iCountNow then

‘there is more items in the folder,

triy and sends an alert
WScript.Echo
WScript.Echo
ntPast & “ new items in
WScript.Echo
bHit=true
end if
For n=0 To 9

it updates the regis-

“<-Start Result->"

“Result=" & iCountNow - iCou-
PCOP quarantine”

“<-End Result->"

WshShell.RegDelete (“HKLM\Software\Panda Security\Moni-

tor” & n)
Next

WshShell.RegWrite “HKLM\Software\Panda Security\Monitor0”, col-

Files.count, “REG Sz”

end if
On error goto 0

‘finale

Set colFiles = nothing
set objFolder = nothing
set WshShell = nothing
set WshSysEnv = nothing
set objFSO = nothing

if bHit then
WScript.Quit (1)
else
WScript.Quit (0)
end if
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Source code of the component in chapter 11

Option Explicit

AR R I I S b S b I I e S 2 I Sh S SR S b S SE e Sb b b 2h S db b Sb b b SE S 2b b Sb b S 2b b Sh b S Sb b Sb b I Sb b Sh Sb I Sb b I 3b
‘Deploy documents v0.99%b

*12/03/2013

‘By Oscar Lopez / Panda Security

‘Target: It creates a folder int the user’s desktop and copy on it the
‘documents to deploy

‘Entrada: files to copy

‘Salida: error code or OK
Vhkhohkkhkhkhkhkhhkhkhkhrhkhhkhhkhhkhhkhrhhhkhhhhkdhhrhkkhhkrhhkhdhhkhrhkkhhkhrhkhkkhkdhhkrhkkhhkhrhkhkkhkhhrhkhkxkx*k
Dim CONST_ PATH

Dim objFSO,objFolder,colFiles

‘Maybe you want to use a global variable for this constant?
CONST_ PATH="C:\ACME Documents”
On Error Resume Next
Set objFSO=CreateObject (“Scripting.FileSystemObject”)
Set objFolder = objFSO.Getfolder (CONST PATH)
If Err.Number=0 Then
‘the folder already exists, the files won’t be copied
WScript.Echo “Deploy unsuccessful: The folder already exists”
WScript.Quit (0)
End If

‘the folder will be created in the user’s desktop
Err.Clear

Set objFolder = objFSO.CreateFolder (CONST PATH)

‘the documents will be moved to the folder
objFSO.MoveFile “docl.docx”, objFolder.Path &
objFSO.MoveFile “doc2.docx”, objFolder.Path &
objFSO.MoveFile “doc3.docx”, objFolder.Path &
If Err.Number<>0 Then

WScript.Echo “Deploy unsuccessful: “ & Err.
WScript.Quit (1)
Else

WScript.Echo “Deploy successful: All files
WScript.Quit (0)
End If
On Error Goto 0O
WScript.Quit (0)

“\docl.docx”
“\doc2.docx”
“\doc3.docx”

Description

were copied”
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