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Howto: How to configure static port mapping in the
corporate router/firewall for Panda GateDefender
Integra VPN networks

‘How-to’ guides for configuring VPNs with GateDefender Integra

Panda Security wants to ensure you get the most out of GateDefender Integra. For this reason, we offer
you all the information you need about the characteristics and configuration of the product. Refer to
http://www.pandasecurity.com/ and http://www.pandasecurity.com/enterprise/support/ for more
information.

‘How-to’ guides for Panda GateDefender Integra
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Symbols and styles used in this documentation
Symbols used in this documentation:

ﬂ Note. Clarification and additional information.
&

Important. Highlights the importance of a concept.

Tip. Ideas to help you get the most from your program.

RES

?l;l Reference. Other references with more information of interest.
Fonts and styles used in the documentation:
Bold: Names of menus, options, buttons, windows or dialog boxes.

Codes style: Names of files, extensions, folders, command line information or
configuration files, for example, scripts.

Italics: Names of options related with the operating system and programs or files with
their own name.
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1 Introduction

The following document explains how to configure the corporate firewall/router located in front of
GateDefender Integra so that VPN traffic reaches GateDefender Integra in the corporate network in the
event that Integra is acting as a gateway in a VPN tunnel with the other device on the other side of the
firewall/router.

The scenario that will be used throughout the document and which is illustrated in the diagram below,
is one of the most common situations when installing Panda GateDefender Integra in router mode in a
corporate network.
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Figure 1

The Panda GateDefender Integra is located at the network entry point, just behind the corporate
firewall/router.

The device that is located in front of the GateDefender Integra unit, either firewall or router, can be
applying security policies that control inbound/outbound traffic.

Normally, GateDefender Integra will have a private IP address assigned and the corporate
firewall/router will use the NAT protocol to direct all internal traffic on to the Internet. In this situation,
the corporate network has a single public IP address (external interface of the firewall). In the case of
the diagram, the IP address is: 62.14.249.65

In this case, if Integra is acting as a VPN gateway, VPN network packets that reach the public IP
address of the external router/firewall interface (62.14.249.65) have to be redirected to the Integra
VPN Gateway protected by the NAT router/firewall.

Therefore, for the VPN tunnels to be established correctly from Panda GateDefender Integra, ports will
have to be statically mapped, also known as Destination Nat or Port Forwarding in the NAT device
(corporate router/firewall).

Below you'll find the ports and protocols that need to be mapped in the corporate firewall/router to the
Integra private IP address (in the diagram, 192.168.1.2).
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2 VPN protocols

2.1 IPSEC VPN

In this scenario, Panda GateDefender Integra will be the VPN Gateway for an IPSEC tunnel. As they are
protected by a NAT device, (corporate router/firewall) which translates or changes the private IP
address when going out to the Internet, packets sent from the opposite end of the tunnel, (Gateway or
Roadwarrior) are received in the public IP address, and have to be redirected to the private IP address
of Panda GateDefender Integra, in this case 192.168.1.2.

Therefore, in the corporate router/firewall, it will be necessary to statically map traffic reaching IP
62.14.249.65 through port UDP 500 and through port UDP 4500 (if NAT-T is activated and NAT is
detected) to IP 192.168.1.2 in port UDP 500 and UDP 4500 as shown in the diagram:
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Figure 2
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The VPN Gateway managing the tunnels would seem to be the corporate router/firewall. However, in
reality, this is redirecting it to the VPN server (Integra) in the network.

The ESP/AH packets will be directed to Integra thanks to the connection tracking feature of the
corporate firewall/router.

If the architecture is gateway-to-gateway, the same redirection of traffic should be carried out at the
other end of the tunnel in UDP ports 500 and 4500 to the internal IP address of the other gateway as
illustrated below:
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Figure 3
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2.2 L2TP VPN

This case is very similar to the previous case. L2TP works over IPSEC, so the mapping in this case is
the same as in the previous one:
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2.3 SSL VPN

Let's suppose that GateDefender Integra establishes a VPN using SSL.

Traffic in this case will only use UDP port 1194. This means all traffic received in the external interface
of the router/firewall, at IP 62.14.249.65 (UDP port 1194), must be redirected to the internal IP
address of Integra 192.168.1.2 in UDP port 1194.

Both in the case of Gateway-Roadwarrior architecture and Gateway-Gateway architecture, this
redirecting of traffic is only carried out in the corporate router/firewall where the server is, as on the
client side, it is only necessary to ensure that outbound traffic is allowed through UDP 1194.
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2.4 PPTP VPN

The final scenario that could occur with GateDefender Integra is that of a PPTP VPN, in which Integra
acts as a VPN gateway for a Roadwarrior.

In this case, there are two different types of traffic:

e Traffic for establishing the tunnel consisting of TCP packets whose target is port 1723.

e Encrypted traffic consisted of IP 47 packets also known as GRE (Generic Routing
Encapsulation)).

iE]Note: 47 refers to the number of the protocol and not the number of port.

('S

1
—! Warning: Bear in mind that the corporate router/firewall must have PPTP connection tracking
to allow simultaneous multiple connections with the roadwarriors behind it.

In the corporate router/firewall in which the VPN Integra server is located, it will be necessary to
redirect TCP 1723 traffic received in the public IP address to Integra’s private address in TCP port
1173. Once you have done this, IP 47 traffic will be sent automatically to the VPN Integra server using
the connection tracking of the corporate router/firewall.
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Figure 6
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3 Conclusions

This document describes factors that have to be taken into account for the correct processing of VPN
traffic from the remote Gateway/Roadwarrior when Panda GateDefender Integra is located behind a
NAT device.

In order for the VPN to operate, the VPN traffic received in the public interface of the router/firewall
must be redirected to the private IP address of Integra, either when it has the role of the VPN server
for protocols such as PPTP or SSL, or when it operates as a gateway for protocols such as IPSEC or
L2TP.

In order for the VPN network to operate correctly in this type scenario, it is not enough just to process
and VPN traffic coming in from the outside, but outbound traffic must also be allowed.
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