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Symbols and styles used in this documentation
Symbols used in this documentation:

ix ] Note. Clarification and additional information.
i

Important. Highlights the importance of a concept.

[P Tip. Ideas to help you get the most from your program.

Ty
f#' f Reference. Other references with more information of interest.
Fonts and styles used in the documentation:
Bold: Names of menus, options, buttons, windows or dialog boxes.

Codes style: Names of files, extensions, folders, command line information or
configuration files, for example, scripts.

Italics: Names of options related with the operating system and programs or files with
their own name.
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1. How to configure PPTP VPNs roadwarrior-to-gateway

The PPTP (Point-to-Point Tunneling Protocol) protocol allows transfers between remote clients and
servers in private networks, using both switched telephone lines and the Internet. PPTP is an extension
of PPP that supports flow control and multi-protocol tunneling on IP.

Panda GateDefender Integra includes a VPN system so you can create your own virtual private
networks, widening the reach of your network and ensuring confidentiality in connections.

The aim of this guide is to describe the steps needed to create a virtual private network (VPN) based on
PPTP with Panda GateDefender Integra, using real data.

nf] Note . 7his guide assumes that the Panda GateDefender Integra unit has been configured, at least basically,
and is up and running. For more information about installing and configuring Panda GateDefender Integra, refer
to the Installation Guide.

2/Important:

e GateDefender Integra must be operating in router mode. If not, you will not be able to use the VPN system.

e Panda GateDefender Integra only lets you create and modify PPTP VPNs in server mode given the
limitations of the implementation of the PPTP protocolPanda GateDefender Integra only lets you create
and modify PPTP VPNs in server mode given the limitations of the implementation of the PPTP protocol.
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1.1 Scenario setup

The illustration below shows a typical roadwarrior-to-gateway PPTP VPN scenario:

INTEGRA gateway ef‘ roadwarrior
seripass: esting

etho

eth0
62.14.249.65 IP assigned
dynamically

192.168.10.1 | eth1

192.168.10.0/24
( 0
I IP group
1192.168.10.50-60 |

192.168.10.100 @

Figure 1.1: PPTP VPN scenario

The roadwarrior has an address dynamically assigned by the ISP and will access Integra’s LAN by
means of a secure tunnel using the PPTP protocol.

INTEGRA's WAN interface has the IP address 62.14.249.65.
Clients on Integra’s LAN side do not need to have configured Integra’s LAN IP address as its
default gateway because the roadwarrior will have assigned the first available IP address from the

previously defined IP group range (which belongs to the internal network) so it will be visible to all
hosts on LAN 192.168.10.0/24

Index
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1.2 Gateway side configuration (Panda GateDefender Integra)

The first step when configuring a PPTP VPN consists of defining the group of users authorized to
establish a VPN connection and defining the IP range that belongs to the LAN which you want your
roadwarrior to be able to connect to.

1.2.1 Users and group configuration

Access to the Definitions section of the main Panda GateDefender Integra console menu.
Select User management.

In the Users section, click on Add.

This will take you to a screen where you should provide data for at least the first three
textboxes:

el N =

e Name (test be used for this how-to).
e Password (testing will be used for this how-to).
e Repeat password.

The Common Name field is optional; it is used for other protocols.
5. Once you have configured it, click on Add to save the changes.

As for the configuration of PPTP VPN, defined groups of vpn users are needed. Now you need to
add previously defined users to the group.

In order to do this, follow the steps below:

Access the Definitions section of the main Panda GateDefender Integra console menu.
Select User management.

In the User Groups section, click on Add.

Define a group name and add users from the box below.

PonpE

Once this has been done, configuration should be similar to that shown in figure 1.2
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&) Help
Users
Mame Comment
test
Export Import Add
User groups
Nanme Components
testing test
Export Import Add Madify ‘ |
Back
Figure 1.2

1.2.2 IP group configuration
The next stage will describe the steps to configure the IP group definition:

1. Access the Definitions section of the main Panda GateDefender Integra console menu.
2. Select IP addresses.
3. Inthe Groups section, click on Add.

A descriptive name of the group must be provided (pptp vpn group will be used for this
how-to) in the Name field and the IP range 192.168.10.50-60 in the Use range radio button
section.

4. Click on Add IP.
5. Finally, click on Add to save the changes.

The settings will be configured as shown in figure 1.3:
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Addresses

; Export | | Import | | fAdd || Modify || Delets

Groups

| pptp vpn_grc-up 192,165,10,50- 192,165, 10,60

i Export | Import [ Add | | Modify | | Delete |

Back .

Figure 1.3
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1.2.3 PPTP VPN configuration
Finally, the steps below describe how to configure the PPTP VPN using previously defined items.

Go to the Panda GateDefender Integra administration console.
Click on VPN in the panel on the left.

Then, select VPN management.

Click on PPTP VPN management.

el N =

There you will find the parameters required to configure a VPN in Panda GateDefender
Integra using the PPTP protocol (as shown in figure 1.4):

o0 Name: enter a descriptive name for the VPN (pptp vpn will be used for this how-
to).

0 Active: select this checkbox in order to enable the VPN.

IP group: select the range of IP addresses (pptp vpn group will be used for this

how-to) associated to this VPN. If it had not been previously defined, click on the

Address settings link to access the IP address settings screen.

0 Users: select the authorized user group to access your VPN (testing will be used
for this how-to). If it had not been previously defined, click on the link User settings
to access the User settings screen.

o

-vi-i'iw-ﬁili'ﬂi—l @ Help

¥PN: PPTP

Hame: ptp ven

Active

IP group: pptp wpn group . W Address settings
Lsers: testing Bl User settings
Primary DS server !_ _. 'J:.'j' Address settings
Secondary DMS server: | '»';;-_'4 Address settings
Frimary 'WINS server: | (o Address settings
Secondary WINS server: i- | Address settings

o]’ Cancel

Figure 1.4

You also have the option to include the DNS and WINS servers’ I[P addresses.
By clicking on the icon associated with the DNS and WINS options, you can change the text field for
a drop-down menu and choose the value to assign to each option. Click on OK to save the
changes.

Index
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1.3 Client side configuration (MS Windows 2000/XP)

Once it has been confirmed that the connection to the Internet is correctly configured on the client
computers running Microsoft Windows 2000/XP, follow the steps described bellow:

Click on the Start button.

Select the Control Panel.

Double-click on Network Connections.

Click on Create a new connection.

In the Network Connection Wizard, click on Next.

Click on Connect to the network at my workplace, and then select Next.

Mew Connection Wizard
Metwork Connection Type
What do you want to do?

() Connect to the Internet
Connect ta the Intermet 20 you can brawse the 'Web and read email.

oghrwNE

() Connect to the network at my workplace
Connect to a business network. [using dial-up or YPM) 0 vou can wark from home,
4 field office, or anather location.

() Set up a home or zmall office network
Cannect ta an existing home ar small office network. or set up a new ane.

() Set up an advanced connection

Connect directly to anather computer using your senal, parallel, or infrared port, ar
zet up this computer zo that other computers can connect to it

< Back ” Mewst > ]’ Cancel

7. Click on Virtual Private Network connection, and then select Next.

New Connection Wizard
Metwork Connection
Howw do you want to connect to the netwark. at your workplace?

Create the following connection:

() Dial-up connection

Connect uging & modem and a regular phone line or an Integrated Services Digital
Metwork. [|50M] phone line.

(%) Wirtual Private Network connection

Connect ta the network. uzing a wirtual private network [P connection over the
Intermet.

< Back ” MNewt > ][ Cancel
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8. If you use a dial-up Internet connection, click on Automatically dial this initial
connection, and then, select your dial-up Internet connection from the list.

If you use a full-time connection (such as an ADSL or cable modem), click on Do not dial
the initial connection.

New Connection Wizard

Public Netwark
Windows can make sure the public network iz connected first,

windows can automatically dial the initial connection to the Internet or other public
network, before establishing the virtual connection,

(%) D'a not dial the initial cannection,

(" Automatically dial this initial connection:

< Back “ Mext » ][ Cahcel

9. Click on Next.

10. Type the name of your company or a descriptive name for the connection (Pandasoftware
will be used for this how-to), and then click on Next.

Mew Connection Wizard

Connection Hame
Specify a name for this connection ta your workplace.

Type a name for this connection in the fallowing box.

Company Name

Patdasoftware)

For example, pou could type the name of your workplace or the name of a server you
will conhect to,

¢ Back ” Mt » ][ Cancel
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11. Type in the IP address of VPN server (62.14.249.65 would be used for this how-to), and
then click on Next.

Mew Connection Wizard

¥PHN Server Selection
What is the name or address of the VPN zerver?

Type the haost name or [nternet Protocol [IP] address of the computer to which you are
conhecting.

Hast hame or IP address [for example, microzoft.com or 157.54.001 1

£2.14.249.65

[ < Back “ MNext » ][ Cancel ]

12. Enable the Add a shortcut to this connection to my desktop checkbox if you want to
create a shortcut on the desktop, and then click on Finish.

New Connection Wizard

Completing the New Connection
@ Wizard

You have successfully completed the steps needed to
create the following connection:

Pandazoftware
* Share with all users of thiz computer

The connection will be saved in the Network,
Connections folder.

[]&dd a shortcut b this connection to my desktop

To create the connection and cloze this wizard, click Finizh,

[ < Back ” Finish ][ Cancel

13. If you are prompted to connect, select No.

14. In the Network Connections window, right-click on the new connection.
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15. Click on Properties, and then configure further options for the connection:

Panda

GateDefender Integra

Connect

I zer name: |

Pazgword:

[ ] Sawe thiz uzer name and pazzword for the following uzers:

bl anly
Arwone who uzes thiz computer

[ Connect ][ Cancel ]L Froperties J[ Help

16. Select the Networking tab and choose PPTP VPN from the Type of VPN list.

#* Pandasoftware Properties

| General || Optionz || Securityl Metwarking Advanced|

Type of ¥PN:
PPTP VPN

Auitamatic
L2TP IPSec WPN

W

This connection uses the following items:

(o5 Packet Scheduler
g File and Printer Sharing for Microsoft Metwaorkz
g Client for Microzoft Metworks

Inztall. . Uningtal

Dezcription
Transmission Contral Pratocal/ntermet Protocal. The default
wide area network. protaceol that provides communication
across diverse intercontected netwarks.

L 0K J [ Cancel

Panda GateDefender Integra
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17. If you are connecting to a domain, select the Options tab, and then enable the Include
Windows logon domain checkbox to specify whether to request Windows 2000/XP logon
domain information before attempting to connect.

# Pandasoftware Properties

General DDtiUnS|Security Metwarking | Sdvanced

Dialing options

Display progress while connecting

Frompt for name and paszword, certificate, ete.
Inchude 'Windows logon domain

Redialing options

Redial attenpts: ) =
Time between redial attempts:
|dle time befare hanging up:

[] Redial if line iz dropped

0K l [ Cancel
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1.4 Establishing VPN connection

Use the following procedure to establish previously defined VPN connections:

1. Click on the Start button, go to Settings=> Network Connections.

2. Then select the connection that you have previously configured.

If you have added a connection shortcut to the desktop, double-click on the shortcut on the
Desktop.

3. If you are not currently connected to the Internet, Windows will prompt you to connect to the
Internet.

4. After your computer connects to the Internet, the Panda GateDefender Integra VPN
gateway will request you to enter your user name and password (the user must be
previously defined on Integra side.

5. Type your user name and password, and then click on Connect. Your network resources
should be available to you as when you connect directly to the network.

In order to disconnect from the VPN, right-click on the icon for the connection that appears in the
bottom right corner, and then click on Disconnect.

Index
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1.5 Further considerations

If Panda GateDefender Integra’s firewall function is used, then all the corresponding configuration
rules of the firewall will be automatically entered.

But if you use a personal firewall or broadband router with firewall features or if there are routers or
firewalls between the VPN client and the Integra VPN gateway server, the following ports and
protocols must be enabled for PPTP on all firewalls and routers that are between the VPN client
and the Integra VPN gateway server;

Client ports Server port Protocol
1024-65535/TCP 1723/TCP PPTP

Additionally, IP PROTOCOL 47 must be enabled (it refers to the protocol number, not to the port
number) or somewhere referred as GRE (Generic Routing Encapsulation).

Index
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1.6 Checking configuration

To check your PPTP VPN configuration, please follow the procedure described bellow:

1. Access the Panda GateDefender Integra administration console.

2. Click on VPN in the panel on the left.

3. Then select VPN Monitor which will allow you to see the status of all established VPN
connections (as shown in figure 1.5).

e | @) reb
Remote user tunnels (roadwarriors)
Name User Protocol  Public IP Private IP Traffic
pptp wpn test PPTP 62.14.249.77 192.165.10.51 51,65 Kb
Figure 1.5

Any of the roadwarriors can verify the configuration independently on Windows 2000/XP .

In order to do this, the command prompt should be used:

e The ipconfig /all command shows that an additional IP address has been assigned to the
WAN (PPP/SLIP) interface (if you are the first roadwarrior connected, the IP address will be
192.168.10.51).

e The ping —n 10 192.168.10.100 command, pings from the roadwarrior to one of the hosts
that reside on the internal network behind Integra VPN gateway and should see the
response from the remote host.

At the same time, a network traffic monitoring tool such an Ethereal, can be used in order to check if
all the traffic between a roadwarrior and the gateway is encrypted.

The encrypted gre packets will only be seen when observing traffic in the external network interface

whereas the unencrypted packets (in this case icmp reply and response packets) will be seen in the
virtual WAN (PPP/SLIP) interface.

Index
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