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The most significant malicious codes in Q1

Here are just a few examples of common passwords: 123456, gwerty, admin., password,
login, default, etc.

Malicious actions carried out by this worm include monitoring active system processes to
eliminate those corresponding to security applications and reduce the computer’s
protection level, and preventing web access to the most important software domains and
security forums.

Figure 19. List of addresses of security companies.
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The most significant malicious codes in Q1

Conficker disables services such as Windows Automatic Update, Windows Security Center,
Windows Defender and Windows Error Reporting, leaving the system vulnerable to other
malicious codes.

It also checks the system date and compares it to that of websites such as google.com,
yahoo.com, ask.com, etc. If the latter is later than January 1 or another predefined date, it
generates an algorithm, depending on the current system date, to access a web page and
download other malicious codes.

Additionally, Conficker enables remote access through a backdoor with “self-update” features,
allowing it to keep up-to-date on its creator’s instructions.

Although a critical security patch has been released, there is a vulnerability window from the
moment until the patch is actually applied by most users. Cyber-crooks use that vulnerability
window to collect confidential information from the infected systems.

Even four months after Microsoft has published the patch there are computers that have
been infected and that are unprotected due to administrators’ or owners’ neglect.
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The most significant malicious codes in Q1

Waledac in Valentine’s Day

Spammers tend to become more active as specific dates such as Christmas, New Year and
Valentine's Day approach. During these periods, users are bombarded by annoying and
occasionally malicious spam.

In the last two years, the Storm worm botnet accounted for the majority of spam sent
around these dates. However, it is the Waledac family of malicious code that has most
exploited Valentine’s Day.

More annoying than malicious, the first malicious Valentine-related messages appeared
long before February 14, and used a range of social engineering techniques to deceive
users. Simply viewing their content makes cyber-crooks’ activity viable.

The image below shows a typical page that users are redirected to when clicking one of the
initial Valentine’s Day spam messages:

S vour cart: $0.00 (Ditems) st @D
i Proceed to Checkout Ejimm

Heme Bestsellers All products FAQ

Special Offer
Free Viagra samples
4 pills for every order

12 pills for order »5300
For Order more than $300:

12 VIAGRAPILLS |

FREE : 19k ams |
For other Orders: | g 10 ) 20mg
& VIAGRAPILLS

120 pills
100 mg

+ 4 free pllis
+free delivery

ORDER NOW

+i Free pills

ORDER NOW ORDER NOW

Bestsellers

Figure 20. Website to which the first malicious Valentine’s Day messages redirect users.
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The most significant malicious codes in Q1

As well as distributing ‘inoffensive’ messages, cyber-crooks have used Valentine’s Day to
spread numerous malicious codes from the Waledac family through emails with malicious
urls.

The modus operandi is similar to that of the first spam messages advertising
pharmaceuticals, as they are distributed via email, in this case using Valentine-related
messages informing recipients that someone has sent them a virtual card. The message
contains a link that is redirected to a malicious domain in order to view the card.

Below is an example of a malicious domain:

ckens [7 v, I <o T8

Guess, wlueh one s for von®

ofs&

WV S
W
) @

€€ ¢
t«c;(}

Figure 21. Malicious Waledac domain.
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The most significant malicious codes in Q1

The worm is downloaded to the computer (automatically or through user interaction).
However, for the download to be successful, users must agree to it:

Guess, wluch one 15 for vou?

B
,H File Download E] &
2

You aré downloading the fle:
seouandme. exe from [N .o~

'ould youl fike to open the fle or zave it to your computer?

[ Open || Gave H Caricel ][ Mu&lnra|

2 B N

Figure 22. Download of the malicious file.

Cyber-crooks created numerous domains to distribute the Waledac worm using inoffensive
names such as card.exe, ecard.exe, love.exe, loveyou.exe, meandyou.exe, etc.

Some of these domains were designed to modify the file to be downloaded in order to
distribute different malicious codes and prevent security companies from detecting them.
This idea of numerous small infections is known as a silent epidemic.

The impact of domains distributing malicious Waledac codes was so great that some
domains were even highly-ranked in search engines. This could cause users trying to locate
virtual cards to access malicious domains by accident.
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The most significant malicious codes in Q1

Below are a few examples of malicious domains related to virtual Valentine cards:

o Rirl ere in vers yosr rand

Clirk bere tn view your card,

’?;;- W ! . ‘

Just in case you haven't noticed yvet - Valentine's Day is coming
soon. 8o don't forget to get some flowers, a cute present or a
nicely designed Valentines Card for your sweetheart. So make
sure vou grab the Valentine Devkit and get started.

Have fun and Happy Valentine's day to all of you. Download
Devkit.

Figure 23. Examples of malicious domains related to Valentine’s Day.
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The most significant malicious codes in Q1

Waledac has not only been active before Valentine’s Day; some weeks later, the domains
used to distribute malware were still offering exclusive discount coupons.

"W e
cl'"".; 50

th o
Counonizer

MAX YOUR SAVINGS!

HOME | ABOUT | ORDER | COUPONS | NEWSLETTER | LINKS | TESTIMONIALS | JOIN OUR TEAM | FREE OFFERS | CONTACT US

Exclusive sale coupons and deals at over 100 000 stores.
You can find these amazing sale offers and coupons ONLY HERE!
You can download free online and printable coupon list.
Click Image Below for coupons!

1.Click  2.Pnint  3.Clip

$$s

Save!

In our list there are most popular stores, restaurants and companies
with discounts up to 95%p. We help you to survive this crisis!

| HOME | ABOUT THE COMPANY | ABOUT AMY | PRODUCT AWARDS | RETAIL LOCATIONS | FUNDRAISING | THE COUPONIZER | CONSULTANT KIT | REFILL PACKS | THE GIFTIONIZER |

Figure 24. Website offering discount vouchers.
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The most significant malicious codes in Q1

These coupons also correspond to Waledac, but use different names: couponlist.exe,
coupons.exe, list.exe or print.exe; in short, same dog, different collar.

At present, approximately 140 domains have been used to distribute malicious codes from
the Waledac family.

Waledac has not only used Valentine-related issues, but also other important events such as

the election of the US president. Cyber-crooks used a story about Barack Obama turning
down the presidency to attract users’ attention.

Subject:  Hawe wou heard latest news about Obama?

bur new president has gone

http://store gliihemadirect . com/

Yours trulvy,

Figure 25. Email about Barack Obama turning down the presidency.

v B feraard | 1L | B b D i _

e TOU TO BEL

OBAMA
BIDEN

LEARM ISSUES HEDIA ACTION FEOPLE STATES

D DBRAHA
BARACK ]

« Barack Coama has refused to be @ president

pssiral Januwiey 1
Pojack T i g A o that s glagsad an #rh asiay J00 b andan die diea sl
Faibena. Om i Eva ol Inguspmatan Day Prosd et vl Baack i H
declaed ihar e la defnesly Hob reaily den shils poukia IBTE

Pifipwsel 10 boa mared piasddann Bacaires b acaringad b |n|#|u.r ol B plan I'ﬂ-lllllilllu
ULh scanomy, HETIHUE BESPIH S

PressdentEl=ct Obamo on the Senate Vote to Relzase 2nd Half of the Financial
Rescus Plan

§ Dnridary [

The Sanste woted teday 1o pibaaes tha seoond hall of the §708 bl n Snascial esii pla,
which will now ba M-!'I!-!II::{ the mramensg hama hdminkrsiion lnoa sisfe s cedeased

tirww fall wven fows Thos Tiost af ball of Hhe plas wos maed and b pledgsd s o
WAl iwetals .ln-, wilills imring dt mieie sy teaches s sling
homarwii .. COMTINCE REAMKEG
o .

» Taxt HISTORY to 56333 HYBARACEONAMA

Figure 26. Website displaying spoof news about Barack Obama.
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The most significant malicious codes in Q1

Here are some of the most significant actions these malicious codes take on entering computers:
* They modify the system registry entries, so they can run on the next system restart.

e The worm searches for email addresses in the hard disk drives, removable drives and on
shared networks.

e They encrypt the information collected, store it on a file using a random name, and send
it to different addresses.

® The system spreads new spam messages to infect as many people as possible.

® The backdoor component opens a TCP communication port that allows remote users
to connect and run arbitrary commands on infected systems.

At present, there are still different opinions on whether Waledac is an evolution of Storm
worm, or Storm worm itself, as it has many similarities regarding its distribution and malicious
effects on the system. Regardless of this, together with the Conficker worm, it is one of the
most significant malicious codes this quarter.
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2009 Q1 Trends

If the Trends section in this report partly coincides with our 2009 expectations, it
demonstrates we have done a good job. And this is so, as we predicted specific viruses
would re-emerge and Sality.AO is such an example.

Sality.AO

Sality.AO uses old techniques, i.e. EPO and Cavity. Both techniques are related to the way
in which the original file is modified to be infected, making the infection more difficult to
detect and consequently more difficult to disinfect. The EPO technique allows the
legitimate file to run before beginning the infection, making its detection more difficult.
The Cavity technique on the other hand, consists in using the blank spaces of the code in
the legitimate file to insert the malicious code.

These techniques differ significantly from those obtained through automatic malware creation
tools, which have been responsible for the significant increase of threats in recent years. They
also require greater skill as well as an extensive knowledge in programming malicious code.
In addition, Sality.AO implements extra features such as the possibility to connect to an IRC
channel to receive instructions from its creator. This way, the creator can take control of the
computer.

As well as infecting files using older techniques, Sality.AO also uses more modern mechanisms
to spread across the Internet. For example, it infects PHP, ASP and HTML files on a computer
with an iFrame tag. When one of these files is run, the browser is redirected to a malicious
page which launches an exploit on the computer (without the user’s knowledge) to download
new malware samples.

If the infected files are loaded to a web page (the extensions of the infected files are typical
of th]? types of files loaded to the web), users that visit or download from those pages will
be infected.

The file downloaded through this technique is a Trojan infected by a virus (an older variant
of Sality). Additionally, the Trojan has downloader functions to continue downloading new
malware onto the computer.
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Social networks

Security companies have been warning users about social networks, informing them that
their personal data could be accessed by third-parties and that these networks are sometimes
used to spread malware.

In 2008 we detected isolated events affecting social networks. However, in the first quarter
of 2009 there have been numerous incidents. Apart from typical malware such as Boface
(also known as Koobface) that uses social networks to spread, we have detected socia
networks with links that direct users to malware (in the form of comments), trying to trick
them into becoming infected.

This in itself is not new; it is something they have always done: exploiting users’ curiosity to
fool them and redirect them to advertisements or infect them. The difference is they are
starting to do it massively on popular websites: digg.com, YouTube, Facebook, Twitter...

Conficker

We must not forget to include Conficker in the 2009 Q1 summary, as it has caused
millions of infections over a very short period. Although the situation is currently under
control, this worm is able to generate URLs to which it connects in order to download
malicious code. The latest known variant will start to generate 50,000 URLs on a daily basis
from April 1. We believe hackers will use it to infect users with new Conficker variants or
other malicious codes.

USB VACCINE

Removable drives have become a major channel for the propagation of malicious code,
due to the increasing use of memory sticks and portable hard disks to share information (in
households and corporate environments).

Nowadays, most companies have perimeter protection (firewall, etc.), but this does not
prevent employees from taking their memory sticks to work, connecting them to the
workstation and spreading the malicious code across the network. Panda Research has
developed a free tool that allows users to protect their removable drives from malware:
USB vaccine.
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AMTSO

The next AMTSO meeting will take place in Budapest in May, where we will validate a
series of documents we have worked on in the last few months. We will offer you further
details in the next report.
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About Pandalabs

PandalLabs is Panda Security’s anti-malware laboratory, and represents the company’s
nerve center for malware treatment:

e PandalLabs creates continually and in real-time the counter-measures necessary to
protect Panda Security clients from all kind of malicious code on a global level.

® Pandalabs is in this way responsible for carrying out detailed scans of all kinds of
malware, with the aim of improving the protection offered to Panda Security clients,
as well as keeping the general public informed.

e Likewise, PandalLabs maintains a constant state of vigilance, closely observing the
various trends and developments taking place in the field of malware and security. Its
aim is to warn and provide alerts on imminent dangers and threats, as well as to
forecast future events.

e For further information about the last threats discovered, consult the PandaLabs blog
at: http:/pandalabs.pandasecurity.com/.
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