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1. Introduction

The purpose of this document is to describe how to install Panda Managed Office Protection from Panda
WebAdmin.

2. Installing Panda Managed Office Protection from Panda WebAdmin

Below you will find the steps to follow once you have contracted the Panda Managed Office Protection

licenses until it is installed on workstations and servers.
During the Panda Managed Office Protection installation, Panda WebAdmin is automatically uninstalled from

workstations and servers.

2.1.Accessing the Panda Managed Office Protection Web console

Once you have contracted Panda Managed Office Protection licenses, you will receive a welcome email with
a URL and your login details for the Web console.

ADMINISTRATION CONSOLE

The address from which you can manage yvour netwaork and access all the associated services is:
https:/fmanagedprotection.pandasecurity.com

The console access details are:

Login email: 40000@pandamanagedofficeprotection.com
Contrasena: WYyyyy

MOTE: It is important that you enter the details respecting uppercase and lowercase
characters.

Figure 1 Panda Managed Office Protection welcome em  ail
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To access the console, go to https://managedprotection.pandasecurity.com and enter your login details as
explained in the welcome email.

English | +

Panda

ManagedOfficeProtection

- E

Enter your login email and password

Laogin Email ‘

Fassword

Forgotten your password?

|
Figure 2 Accessing the Panda Managed Office Protection Web console

2.2. Creating a new security profile

Panda Security recommends users install the workstation and server protection enabling the antivirus and
firewall protection, as occurs in the default security profile.

Additionally, you can configure a new profile and enable the protection you want (one or both). If you enable
the firewall, you can configure it to act as a personal firewall or a centralized firewall (for further information
click here). You can also change the language in which to install the protection on workstations and servers.

If you do not want to change the default settings, you can use the default profile and continue from step 2.4.

To create a profile, select the Profiles option in the menu on the left of the Settings tab. Click Create new
profile.
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FPANDA

SECURITY

ManagedOfficeProtection

Status

Monitoring Protection:

Bl Quarantine  Reports
= Settings » Profiles

[H Preferences

© tepp |~
Installation program profiles
% Frofiles let you specify the behavior of the program to protect each PC.
¥ ;
e R, Create new orofie |
Delete
[1 Name a Protection
DEFAULT antivirus + Firewall

Figure 3 Creating a new security profile

Select the protection to install: Antivirus, Firewall or Antivirus and Firewall.

Review 1.0 2008 © Panda Security 2008

Page 6 of 21



Panda Managed Office Protection. Installation guide for WebAdmin customers PA!\E'CEA

Panda

ManagedOfficeProtection

[® preferences

Status Monitoring Protections Eulites luarantine Reporis e Help |

= Settings » Profiles * General

Edit profile

» Installation .
Profile: Mew profile

-

® General
Main I Scheduled scans | Warnings | Apply b, |
Antivirus
Firewall

Profile name: [New profile

b Groups 5 :
Antivirus
Firewall

Description:

Profile description

Language of installation program: | English %

Advanced sethings

Automatic update

Select if you want the selected protection to update automatically,

Enable automatic updates.

Advanced update settings

Sending items to Panda

Select this option if you want suspicious files detected to be sent to Panda for analvsis, thereby guarantesing that vour PC is free
fram ralicious software.

[JEnable automatic sending of suspicious iterns to Panda {recommended)

@ Find out more about sending suspicious iterms to Panda,

0K | I Cancel I

Audits -

Figure 4 Selecting the protection to install

2.3. Assigning a profile to workstations and server S

Once you have created a security profile, you must create a group for that profile.
To create a group, select the Groups option in the menu on the left of the Settings tab. Click Create new

group.
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Panda

ManagedOfficeProtection

Status  Monitoring Protections Quarantine Reports
= Settings » Groups

Groups

¥ Installation / 3 : : ; :
Groups let you specify a set of computers to which to apply certain security configurations,

b Profiles
ﬂ* Create new grou
[0 Name . Profile
DEFALLT RERRLICT

Audits -

Figure 5. Creating groups of workstations and serve rs with a new security profile

Assign a name to the group you will assign a new security profile. This group together, with the installation

package, will allow you to deploy the security policies when you use the Panda Managed Office Protection
distribution tool.
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1

Figure 6. Assigning workstations and serversto a g roup

2.4. Deploying an installation package
To deploy an installation package, select the Installation option in the menu on the left of the Settings tab.
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]

Figure 7. Deploying an installation package
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A package can be deployed in three ways, depending on security management scenarios.

1. The package can be deployed manually or through external distribution systems such as
ActiveDirectory, SMS and Tivoli. To do so, the administrator can download the installation package in
MSI format from the Web console.

Figure 8. Downloading the installation package

2. The package can be deployed remotely by sending the end-user an email with the URL from which to
download the installation package automatically onto the PC, so it can be run locally later.

Figure 9. Sending the URL to download the installat  ion package via email

3. You can download the distribution tool for remotely installing the protection on the corporate network.
The distribution tool allows you to distribute the protection:
By network domains.
By computer.
By IP range.

Figure 10. Downloading the distribution tool

Once you download and install the distribution tool, you can launch the program used to distribute the
protection:
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Figure 11. The distribution tool

Click Install protection.

If you have created a security policy profile and a group for that profile, you must first indicate the
group you want to assign the workstations and servers to. If you haven't done it yet, or if the default
profile adapts to your needs, you don’t need to indicate anything.

Then, select the workstations and servers in which you want to distribute the installation package.
This distribution can be done by domain, IP address, IP range or computer name:

Figure 12. The distribution tool. Distribution by d omain
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Figure 13. The distribution tool. Distribution by | P range

To carry out the distribution process, you have to be domain administrator of the computers where the
protection will be installed from the distribution tool or log on to the computers using credentials with
administration privileges.

2.5. Installing the agent and the protection

The agent and the workstation and server protection are automatically installed (the agent is installed first).
Once the agent is installed, the Panda WebAdmin agent and protection are uninstalled. Then the Panda
Managed Office Protection installation package is downloaded and the installation begins.

The Panda Security icon will be displayed in the taskbar. Click it to see the installation progress.

The download process is as follows:

1. To reduce bandwidth use, it will try to download it from network workstations and servers with the
protection installed.

2. If no workstation or server has the protection package, it will try to download it from the Internet. If the
access is via Proxy, the Proxy settings data is requested.
If the computer does not have Internet connection, it will connect through another computer which will
act as a Proxy.

When the installation process ends, the workstation or server will be restarted.
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3. Monitoring the installation

You can monitor the installation of the workstation and server protection from the Panda Managed Office
Protection Web console.

Go to the Protection tab to monitor the installation process.

While the protection is being installed, the computer status displayed in the Panda Managed Office Protection

console will be Installing protection

L]

Figure 14. Monitoring during the installation proce S

To view computer details, select the workstation and server link.
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L1

Figure 15. Monitoring details during the installati on process

Once the protection is installed on workstations and servers, a green icon should be displayed to indicate that
the installation has been successful.

L1

Figure 16. Monitoring after the installation proces s

The protection and update status icons are:
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Figure 17. Protection and update status icons
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4. Appendix 1. Personal firewall or Centralized fir  ewall
The firewall can be managed or personal:

Personal firewall: In this case, workstation users will have total control of the firewall and can create,

delete and modify firewall rules.

<=

Managed firewall : The administrator will be responsible for monitoring the firewall rules. The user
has no permission to modify rules.

5. Appendix 2. Possible problems during the migrati on

During the migration process some problems coupstap This chapter will try to offer some
solutions to the more common problems.

5.1. Error 2072

Description

Error 2072 while installing Panda Managed OfficetBction.

Cause

Loss of Internet connection during the installapyacess. This can be due to the following:

Too many connection attempts with the Panda Secssitver.
Interruptions in the client’s connection.

Solution

If the problem takes place on a single computetareit and wait for the installation process

to be launched again.
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If the problem takes place on several computessareone of them and wait for the
protection to be correctly installed. Restart theeo computers and make sure the installation
takes place without errors.

5.2.  Error 5000
Description

The following error might occur while installing da. Managed Office Protection:

NOTE: The error message can refer to any stagéseanstallation process. The image above shows
error 5000 when establishing a connection withserwer.

Cause

Loss of Internet connection or connection to thentls internal network during the installation
process.

Solution

Check the Internet connection is operative.

Check the other computers on the network are dtect
Make sure there is no firewall blocking the netwtefic.
Check that the computer’s date is correct.

Restart the computer.

arwnE

Once you have restarted the computer, the PandadédrOffice Protection installation process will
be automatically launched again.
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5.3. Error 2093

Description

The following error is displayed on installing Pandanaged Office Protection:

Cause

Panda Managed Office Protection cannot uninstalthear protection installed on the computer.
Find below a list of the protections Panda Manag@exdection is able to correctly uninstall.

Access the following web support FAQ in order t@Wrthe list of protections uninstalled by Panda
Managed Office Protection:

http://www.pandasecurity.com/enterprise/supportfem=50021&idldioma=2

Solution

Completely uninstall any antivirus software instdllon the computer before installing Panda
Managed Office Protection.

Once the antivirus program is uninstalled try tstatl again PMOP,
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5.4.

Error 2081

Description

The following error is displayed on installing Pandanaged Office Protection:

Cause

This error is due to a failure in the protectiostailation process. In short, the agent has already
been installed and the installation of the protectmsi fails for one of the following reasons:

Infection of the computer by the Bagle virus. Sames, on certain computers infected by
this virus, the installer cannot start certain sm&y, thereby preventing installation.

The installer has been corrupted by the firewall@ateDefender or a similar protection that
can eliminate a file in .msi).

Error in outdated versions of the Sonicwall firelal GateDefender device when it
communicates via IPsec with the Internet conneatorer.

The agent does not complete the installation ctiyraad the .msi is launched. An error is
returned on launching a second .msi.

Problems on the PC it runs on: other installersisas, spyware...

Solution

1. Check the computer is not infected. To do this, gan run a scan with ActiveScan 2.0, and

if the result is positive, disinfect the computer.

. Check if there is a firewall on the network and makre it hasn't blocked the total or partial

download of the protection .msi installer. The alistr has a name similar to
“XXXXX_Panda Endpoint Protection x86.msi”

Once the installer is downloaded, it is placedlanfollowing path by default:
%ProgramFiles%\Panda Security\WaAgent\WalUpg\DatsF
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Note: To make sure the file downloaded is not qarriry the installer on another network
PC. It doesn’t matter if MOP is already installédt is, a message will be displayed
indicating so.

3. If there has been a problem with the PC, checkviddapg.log file, which must display
another error number on a line above error 2081.

This is the error number returned by default otailiag a Microsoft .msi package.
Further information on these error codes is avialab the following Microsoft links:

http://msdn.microsoft.com/en-us/library/aa372835as
http://msdn.microsoft.com/en-us/library/aa368542883.aspx

These problems can be due to a failure in previmss package installation. Use the
Windows Installer Cleanup Utility (available fatp://support.microsoft.com/kb/290301
Install and run it on the computer. Then, searahuwarinstall Panda Endpoint Protection.
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