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SecurityforDominoServers

MonHasA 3alyTa OT BpefdOHOCHbIX
nporpamMm v pubTpaLmsa KOHTEHTa
ans cepeepos Domino

Kak g Mory noBbICUTb 6e30MacHOCTb MOWX
b1 Domino ogHOBPeMEHHO C obecneveHnem
CTabUNBbHOCTU NOAAEPXKNBAOLLEN CUCTEMbI?

KomnaHun paspabaTbiBalOT KPUTUHECKM BaXKHble AN1A 1X OU3Heca NpUIoXKeHNa
nop Lotus Nortes™ n Lotus Domino.

Panda Security for Domino Servers - 370 pelleHWe, KOTOpPOe 3aluuLLiaeT BaLu
cepBep coobueHni Lotus Domino oT BpefOHOCHbIX Nporpamm. icnonb3ys
BCTPOeHHyYIO TexHonoruo Extension Manager, Panda for Domino makcmunsunpyet
NPOV3BOANTENILHOCTb, Tak Kak OH J0bvBaeTcs 6onblLuel cTabunbHOCT Onarofaps
NOSIHOM MHTerpaumm ¢ Lotus Domino.

KOMOUHMPYW MOLLHYIO 3aLlnTy OT
BPELOHOCHbIX MPOrpamMm C rmbKOCTbIO
CUCTeMbl coobLLeHnn Domino

Panda for Domino B namaTi 1 B pexxmme peasibHoro BpemeHun cnocobeH
06Hapy>X1Tb BCE TUMbI BUPYCOB, YepBei, LLMMOHCKOro 1 pekiaMmHoro M0,
[IO3BOHLLIMKOB, LLYTOK M XaKepCKMX YTUIWT, CKPbITbIX B COOBLLIEHMAX 11 6a3ax AaHHbIX
nokymeHToB IBM Lotus Domino™.

AAMUHUCTPATMBHAas KoHconb AdminSecure npegnaraeT yaaneHHoe ynpasneHne
3awmToit Panda for Domino, TakXe Kak 1 KOHTPOSb MOLO3PUTENbHBIX (Paiinos,
nomelLiaemMblX BPEMEHHO Ha KapaHTUH B OXXWAaHVN OOHOBMIEHUA CUTHATYPHbIX
haiinoB, NO3BONAOLLMX OCYLLEECTBUTL MX aBTOMaTUYeCcKoe fleveHue.

CTpaTteruss MHOroypoBHEBOM 3aLUUTbl

Panda Security for Domino Servers 3awmiiaer cepsepbl coobLLeHni Domino.

= MNMepsas nuuua 3awmTsl: Panda GateDefender

| YposeHb zawuTsl ans TUBHbIX
| (1A server)

| Yposenb 3awmtel ans noutosoro Tpaduka n
| Be6-cepeepos (ISA Servers)

YpoBeHb 3awuTbl Ans SMTP-wno308
(Sendmail, Qmail u Postfix)

YpoBeHb 3aluTbl AN CepBepOB COO6LIeHNi
(Exchange, Notes n Domino)

! Vi 3awuTbl AN ¢ainoBbIX cepBepoB

I 3awuTa ot yrpo3 (BMpychbl, CNaM, LWNNOHLI...) AN

1p c

OCcHOBHble BbIrogbl

@ HactpavBaemble NONUTUKM Ge30MacHOCTH
NOMOTatOT 3aLLMTUTL KOPMOPATUBHbIN UMUEK,
NCKOYNUTL HAPYLLEHUA NONNTUK
6e30nacHoCTK, NPeaoTBPaTUTL
NPOMbILLJIEHHDbINA LWMNNOHAX, KPaxy
PErncTPaLMOHHBIX AAHHbIX 1 T.[.

YBenunumsaer npousBoanTesIbHOCTb
aaMUHNCTPATOPa N KOEHYHOro NoNb30BaTenNA.

Makcmmmusnpyet 6e30MacHOCTb MOYTOBbIX
KOMMYHUWKaLWiA, NpefoTBpaLlas
pacnpocTpaHeHne nHhekLnii

KniouyeBble xa PakKTepUCTuKun

@ [MonHasA 3awmTa OT BPEJOHOCHBIX NMPOrpamMm
1 PUNbTPaLMA KOHTEHTa NO TeMe coobLLeHNs
1 BIIOXEHUIO.

Bbicokas cTabunbHOCTb U NONHasA
MHTerpauma ¢ poyrepom v b gokymeHTos IBM
Lotus Domino™, 6narofaps TEXHONOMMM
Extension Manager

LleHTpanusoBaHHOe 11 yaaneHHoe
aAMUHUCTPUPOBaHME OJHOBPEMEHHO B
KnacTepax 1 B pasfinyHbIX cepBepax, BKJtoYas
R7, 6e3 nepekpecTHOro cepTUnLMpoBaHms.

YCOBCDLUCH(TBOBaHHaF! TeXHONOrnAa ne4yeHus
npoxonﬂmeﬁ MoYTbl C MaKCUMaNbHOWN
6e30MacHOCTbIO 1 LeSTIOCTHOCTbIO AaHHbIX.

TexHonorua VirtualFile, koTopas ckaHupyeT
coo0LLIEHMSA 1 Ba3bl faHHbIX B MaMATYA 1
obecrneynBaeT ONTUManNbHYIO CEPBEPHYIO
NPOU3BOAUTENIbHOCTD.

HacTtpaviBaemble coobLieHuUs o TpeBorax ot
aHTUBMPYCa U KOHTEHT-hunbTpa 1
KOHCONMMANPOBaHHbIe NOTU
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MonHan 3alimTa OT BPeAOHOCHbIX MPOrpamMm
M pUNbTPaLMs KOHTEHTA

Panda for Domino 6nokupyeT yrpo3bl, KOTOpbIE MbITalOTCA
MPOHWKHYTb B OPraHN3aLuio Yepe3 3M1eKTPOHHYIO NOYTY, Takue Kak
BMPYCbI, YEPBM, TPOSHLIbI, (PULLIMHT, WNMOHCKOe 1 peknamHoe M0,
[J03BOHLLNKM, LYTKY, XaKepcKne yTUUTI. ..

3TO peLLeHure yCUnBaeT Henpes3onaeHHbI YypoBeHb OOHapyXeHWs
BPEAOHOCHbIX KOLOB 3BPUCTUYECKMM ABMXKOM Genetic Heuristic
Engine (GHE) ¢ Bbicoko3thdeKTVBHBIM KOHTEHT-(hMNbTPOM. YraneHue
OMacHbIX NN He OTHOCALLMXCA K paboTe COODLLEHN YBENNYMBAET
NPOV3BOAUTENbBHOCTb COTPYAHMUKOB BHE 3aBUCUMOCTU OT
ncnonblyemoro kiveHta (Notes™ wnm iNotes).

Bbicokast cTabunbHOCTb U NHTErpaunA

Panda for Domino 1cnonb3yeT MynbTUMOTOKOBYIO TEXHOMOMMIO
Extension Manager, pekomeHf0oBaHHyto Lotus. 3To rapaHTupyet
CTabUNbHOCTb CUCTEMBI 11 MOJTHYIO MHTErpaLuio ¢ 6a3amm JaHHbIX
[OKYMEHTOB W OCTaNbHbIMK CepBEPHbIMU 3agaqamu Lotus Domino.
MpoAyKT Tak>Xe NpesoTBpaLLaeT NnosBeHe HeCOrnacoBaHHOCTU B
6a3ax aHHbIX 1 NPoGAeM B 04YepPeHOCTU CUCTEMHbIX 3aNPOCOB B
pe3ysbTate paboTbl TexHonorum Hook Driver.

E>XxefiHeBHblE aBTOMATMYeCKe OOHOBIEHWS
W LeHTPasIM30BaHHOe yrpaBfieHne

Pewennn Panda Security, Bkntoyas Panda for Domino,
YCTaHaBMMBAIOTCA U KOHTPOJIMPYIOTCA B PEXXVME PeasibHOro BpeMeHu
6naropaps KoHconu ynpasneHus AdminSecure. C Hel y
aAMWUHNCTPATOPOB HeT HeobXOAMMOCTU BPYYHYIO CO3[aBaTb
nepekpecTHble cepTUdMKaThl Ha KaXzablii CEpBep 4O MOMEHTa
YCTaHOBKM 3aLLWThI.

TMpOfyKT NO3BONAET OTCIEXMBATb CTATYC KAXKA0M paboyei CTaHLmum
1 cepepa (Bkitoyas R7), n nposepaTs, 4To Panda for Domino
aBTOMaTM4eCkn OBHOBNAETCA MO MeHblled Mepe pas B CyTKU.
OOGHOBMEHWA ABNAIOTCA UHKPEMEHTHBIMM, 1 CKa4MBaOTCA TOJBKO Te
M3MEHEHUA B CUTHATYPHOM daiisie, KOTopble UMEN MecTo nocsie
nocnegHero 0OHoBEHNS.

BcTpoeHHOe ckaHMpOBaHWe NoYyThl

Mcnonb3osaHue TexHonorun Extension Manager no3gonset Panda
for Domino ckaHWpPOBaTb NOYTOBbIE COOBLLIEHNS HEMOCPEACTBEHHO
B MOYTOBOM ALLMKE (0 €ro nonafaHus Ha poyTep); Takvm 0bpasom,
3HauMTeNbHO YBENNYMBAETCA YPOBEHb 6E30MAaCHOCTY [aHHbIX U VX
LeN0CTHOCT.

Panda for Domino aBTOMaTMyecku yaanseT cooblleHus,
reHeprpyemble BUPYCamm 1 YePBAMY, UCNOMb3YIOLWMMU BOXKEHHbIE
halisibl N METOAUKM COLMATBHOM MHXXEHEPWN [U1A PacrpoCTpaHeHN .
[Mpv nomcke BPeAOHOCHBIX MPOrpamMmM NPOAYKT CKaHUPYET BCe YacTu
HTML-co00LLEHNI, a He TObKO TEKCT COOBLLEHNA.

OI'ITI/IMI/I3I/IpOBaHHaFI npon3BOANTENIbHOCTb

Bnarogaps TexHonorum VirtualFile, Panda for Domino npeacrasnset
cobO0l eANHCTBEHHYIO Ha PblHKe 3aliuTy, KOTopas ckaHupyeT
coobLLeHnsa N BOKYMEHTI, XxpaHaLecs Ha cepBepax IBM Lotus
Domino™, B namaATy 6e3 HeoOXOAMMOCTN UX 3aMNCK Ha XEeCTKUIA
OMCcK. B pesynbTaTte 3Ha4MTE/IbHO COKPALLAETCA BpeMs CKaHMPOBaHWA
6e3 HapyLLeHVA Npasun LenoctHocTu bl

Panda for Domino no3BonseT Takxe OcCyLecTBAATL CTyneHYaToe
CKaHWpoBaHWe BO Bpems penaukauuu 6a3 faHHbIX, 4TOObI
npefoTBPATUTL 3a[epXKKku B paboTe 1 pacnpocTpaHeHvie yrpo3 Ha
cepBepbi.

KOHCOJ'II/I,D,I/IpOBaHHbIe TPeBOr" N OTHETHI

AGCOMOTHO HacTparBaemas 1 MoJsiHas CMcTemMa MrHOBEHHbIX
COOBLLIEHMIN O TPEBOrax, MHEKLMSX 1 pe3ysibTaTax pubTpaLmm,

KOTOpas MOXET [aXe OTMPaB/ATb Pe3yNbTaTbl CKAHUPOBAHNS
cepBepoB Mo TpeboBaHWo Ha TPebyeMbli afipec 3NeKTPOHHOM
MOYTbl AAMUHMCTPATOPA.

# Edit settings =]

Platforms
i Lotus Domino

" g ctions | Warnings | Fikering || Heuristic | wulnerability explois

Protection status

The Latus Domine mailbox protection scans l the files accessed in the
databases in the Domino server for viruses

Enable antivirus protection For Lotus Domino
Files toscan
Yo can select the files that will be scanned. It is not advisable to

change these settings.

Malware ko detect

You can select the types of malware (viruses, dilers, etc.)

the file protection must scan,
Malware to detect. ..

Shownihide containers. ..

[ ox ][ Restre ][ concal |

Cuctema rpacrieckoit OTYETHOCTH BMeCTe ¢ 00beAMHEHHbBIMU
perncTpauroHHbiMu noramu genaet Panda for Domino
nAeanbHbIM PeLleHreM A1t KOHTPOSIst 6e30MacHOCTY MOYTOBbIX
nnaTopm 1 CBA3AHHBIX C HUMUW NPUIOXEHW.

TexHuyeckne TpeboBaHNA

KoHconb Panda AdminSecure

Pentium Il 266 MI L, nn BblLLe.

03Y: 140 Mb.

0O6bem Ha xecTkom ancke: 140 M6.

Internet Explorer 5.5.

Windows Installer 2.0.

OnepauuoHHas cuctema: Windows 2000 / XP / XP 64-bits, Windows
NT4 SP6 n Terminal Server, Windows 2000 Sever SBS, Windows
Server 2003 Enterprise Editon/SBS/R2, Windows Server 64-bits,
Windows Vista 32-bits/64-bits, Windows Server 2008 (32 b 64-bits).

Panda Security For Domino Servers

Pentium 133 1 BblILLE.

256 M6 O3Y.

O6bem Ha xecTkom aucke: 200 Mb.

OnepauuoHHas cuctema: Windows NT Server 4.0 SP 6a, Microsoft
Windows 2000 Server SP1 unu Hoeee, Windows 2003 Server,
Windows 2003 SP1, Windows 2003 Server R2.

MpunoxeHus: Lotus Domino 4.5 nnu Bbiwe (8.5 BKOYNTENBHO).

Ceptudmkarel Panda Security
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Panda for Domino MoxHo nprobpect oTaensHO nnm B coctase Panda Security for Enterprise.

MNoceTnTe www.pandasecurity.com
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