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Security Concerns  
 

Traditional security software is no longer enough  
 

According to Malware Radar  results conducted by Panda Research 1 on over 1,200 companies 
worldwide, 72% of medium and large organizations are infected  with active malware that remains 
hidden  to protection installed and can cause financial and productivity losses. 

 

 

Figure 1: Networks infected with active malware 

 

 

Network size Infection rates  

with active malware 

Less than 50 workstations 36.63% 

51 to 100 workstations 62.26% 

Over 100 workstations 71.79% 

Table 1: Infection rates with active malware by net work size 

 

As corporate networks, they may have different anti-malware solutions installed on different 
computers. The following graph shows the infection rates of all workstations audited with anti-
malware solutions installed and up-to-date. 

 

Even though this study collected and correlated information from many different corporate anti-
malware and security vendors, the ones shown below correspond to the main vendors by 
worldwide market share according to Gartner.  
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Vendor Active malware infection rates 

Computer Associates 4.55% 

McAfee 2.28% 

Panda 0.73% 

Symantec 2.80% 

Trend Micro 4.30% 

 

 

Figure 2: Infections over total workstations by ven dor  

 

This information should not be taken as a comparative analysis as the objective of this data is to 
show that there is a problem, common to the entire industry, with the current state of anti-malware 
solutions. In fact, there are other vendors from the complete list that have higher and lower 
infection rates that the ones shown above.  

 

In line with this problem, according to AusCERT, 80% of the new malware can breach antivirus 
defenses2. 
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The underlying reason  
 

Hackers are professionals  spurred on by financial return whose activity is linked to that of 
organized criminals  that generate income in a wide variety of ways.  

 

The result is an exponential growth  of criminally professional malware being created and 
distributed to infect unsuspecting users. 

 

In consequence, antivirus laboratories are under a constant distributed denial of service attack. We 
are literally being bombarded  with thousands of new malware samples every day. 

 

 

Figure 3: Malware detections growth in PandaLabs 

 

Silent epidemics  
 

Obviously, when making money illegally , it is better to be silent and discreet . Therefore, 
malware authors are not interested in creating large-scale and visible epidemics as in 2004 or 
earlier.  

 
New malware is hidden , silent, designed specifically to go unnoticed  (e.g. using rootkits ), it is 
much more complex and varied, and in many cases, is tailored  to achieve a specific objective 
(targeted attacks ). To do this, hackers are using increasingly advanced technologies  and more 
sophisticated malware, designed specifically to go undetected . This new malware is far more 
difficult to combat.  

 

Rootkits have grown dramatically. Rootkits are not malware themselves, but they are utilities that 
hackers use to hide malware from AV protections. 
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Figure 4: Malware using rootkits techniques - Panda Labs 

 
For this reason, widespread epidemics have changed into silent epidemics . This is not because 
they are any smaller in scale, but because they are less obvious and stay hidden and unnoticed 
by traditional security software. 

 

 

Targeted attacks  
 

It is estimated that 75% of enterprises will be infected with undetected , financially motivated, 
targeted malware that evaded their traditional peri meter and host defenses by the end of 
20073. 

 
The malware used for these attacks is tailor-made, specially designed for a certain target, a single 
PC, a company or a group of companies with different malicious objectives. These include 
confidential data theft (strategic plans, secret passwords, etc.), which are then sold to a third-party. 

 

In this kind of attack, the hacker finds out everything about the user's responsibilities, hobbies and 
preferences. Then, the attacker not only creates tailor-made  malware designed to achieve the 
objectives, but also uses different and ingenious techniques to trick  the victim and reach  and 
penetrate the target PC or group of PCs. 

 

What's more, although they think these PCs are well protected, their security solution won't be 
able to detect it , because the hacker tests this kind of malware against all the security products on 
the market to make sure that it cannot be discovered (he's paid to do so). Therefore, the Trojan 
installed remains hidden without being discovered on the target PC for weeks or even months, until 
it achieves its objectives. 

 

As they are localized (on a small group of PCs), antimalware companies do not receive samples 
of these viruses and therefore, cannot analyze them or offer a signature file capable of blocking 
them. 
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How AV vendors try to deal with the problem  
 

Some antivirus vendors have either tried to deal with it by increasing lab resources 4 or called for 
involvement 5 by law enforcement agencies 6 to help ease the workload by convicting the most 
active malware creators. Initiatives to get law enforcement bodies more involved are a step in the 
right direction but unfortunately they seem insufficient. As developers and distributors of security 
solutions we need to continue assuming our responsibility to protect users. 

 

On the other hand antivirus and security vendors are making great efforts and investments to 
develop and provide better security technologies  such as HIPS and behavioral blocking and 
analysis, to better protect users. There is a great deal of effort within the industry to improve the 
WildList7, product certifications and comparative testing methodologies8. 

 

Still the problem persists and has no easy solution. A significant portion of paying customers are 
infected  with malware even if they are protected with the latest and most advanced security 
solutions from a variety of vendors. Of course having an anti-malware or security solution installed 
is much better than not having one at all, but in no way  does the security solution guarantee  that 
the user will be “completely protected” from today’s Internet threats, cyber-crime, identity theft nor 
malicious attacks. 

 
The next question we need to ask ourselves is “what is the solution  to this problem?” As we know 
information security is incrementally effective as it incorporates different layers of protection 
techniques. The current minimum bar of protection is to have an integrated  HIPS9 which 
incorporates at least a signature-based antivirus, advanced heuristics, deep packet inspection 
firewall, network access control, vulnerability exploitation prevention, behavior blocking and 
behavior analysis. However as we have proved in this study, an integrated HIPS is still not 
enough  to keep all users protected from infection. 

 

The industry needs to develop and deploy new layers  of protection that, in addition to the current 
state of technology, are able to tackle the problems of exponential malware growth, signature 
evading techniques and targeted attacks. In our case we are making progress in deploying Panda’s 
Collective Intelligence 10, a new concept of security radically different than the traditional approach 
and which is proving very effective in its initial stages of deployment.  
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Collective Intelligence  

 

What is the Collective Intelligence?  
  
Collective Intelligence is a security platform  which offers proactive and real time protection  to 
the users. It leverages the collective knowledge and automates the analysis, correlation, 
classification and signature generation processes increasing exponentially  the malware that it 
can detect every day.  

 

Figure 5: Collective Intelligence  

 

This technology speeds up Panda Security ’s response against any type of threats, maximizing 
malware detection capacity and minimizing resource usage on IT systems (all the work is done up 
in the cloud, in our datacenters instead of in our customers’ computers). 

 

 

How does Collective Intelligence work?  
 

Collective Intelligence works as a real time  security-as-a-service (SaaS) platform. With over two 
years of research and development behind it and millions of dollars in investment efforts, it is 
already paying off by: 

 
1. Community knowledge collection to proactively pr otect others 

The Collective Intelligence platform correlates the first malware detections and their evolution in 
time in the different affected computers. As soon as a malicious process is detected in a user’s PC 
by the Collective Intelligence, the rest of the users worldwide will automatically benefit in real time  
from that specific detection. This allows the detection of infections at initial stages  or targeted 
attacks  that only affect a few users. 

 

2. Automated and enhanced malware collection, class ification and remediation 

The Collective Intelligence automates the analysis, correlation, classification and signature 
generation processes. This solves the problem of anti-malware laboratories being overloaded by 
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the thousands of new samples they get every day, as the entire process is mostly manual and can 
take anything from just a few minutes to even days or weeks. 

 

The process is no longer limited  by the memory or CPU resources  in the users PC, desktop or 
server machine. Therefore, many of the more resource-intensive  proactive techniques which 
provide much higher detection rates  can now be used massively for the benefit of the users 
without even touching customers’ valuable CPU and memory resources. 

 

With this approach, the majority of new samples can be analyzed and classified automatically in a 
matter of minutes. The Collective Intelligence servers are managed by PandaLabs, and therefore 
samples that cannot be classified automatically are ultimately looked at by an analyst at the lab. 

 

3. Gaining knowledge on techniques to improve exist ing technologies 

Malware detections correlation provides information about the latest techniques of malware 
infection and malware distribution. This information allows us to improve existing technologies  
and to develop new ones  in order to detect more malware. 

 

4. Developing new generation of security services f rom the cloud 

Using Malware Radar, organizations can benefit  from the new technologies and the highly 
increased detection rate  Collective Intelligence provides, thus, complementing and maximizing 
installed traditional security software, regardless of whether it is Panda’s or not. 

 

 

Unmatched security data gathering  
 
The day to day activities of Panda Security generate a huge amount  of aggregate data and 
intelligence on the security landscape. That unmatched security intelligence is the raw material that 
drives all our solution offerings.  

 

94.4% of all malware detected in 2007 (more than 2 million new malware detections) was managed 
by Collective Intelligence. The following data describes daily Intelligence Activities at Panda 
Research: 

·  9 MILLION Unique malware samples processed 

·  96 MILLION  Processes monitored 

·  340 MILLION Correlations of malware 

 

Only Panda Security has the people and process to harness this knowledge and intelligence to 
make a difference to our customers. 

 

What the analysts are saying  
 

“It's a matter of survival for AV vendors, which increasingly are looking for ways to reinvent 
themselves as their products struggle to thwart new types of infections.  

Cloud-based, collective intelligence  services are the next big thing for anti-malware. I expect that 
every AV vendor will need to embrace an approach like this if they expect to survive”11.   

Andrew Jaquith , Yankee Group  analyst  
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Malware Radar  

 

What is Malware Radar  
  
Malware Radar  is the only automated audit which locates infection points  that traditional 
security solutions fail to detect. Based on our Collective Intelligence  approach, it complements 
and helps maximize your protection against hidden threats  without additional installation or 
infrastructure requirements. Malware Radar is the only  solution that locates and removes  hidden 
threats in your network transparently .  

 

Malware Radar is designed to complement (not take the place of) antivirus protections. According 
to Gartner12, Malware Radar performs a network-based scan for workstations infections and it is an 
assessment tool for companies looking for a second opinion on the security state of their 
workstations.  

 

Malware Radar Benefits  
 

Organizations can benefit  from Malware Radar, no matter the protections installed or the security 
vendor. Malware Radar is the solution through which Panda can offer the Collective Intelligence 
additional security layer regardless of whether you have Panda solutions or not. The following are 
some of the benefits Malware Radar provides: 

 

·  Prevents identity theft. Identifies hidden malware and targeted attacks by using 
Collective Intelligence Technologies. This malware can remove sensitive information 
from your organization  

 
·  Reduces productivity loss. Discovers undetected infections that can harm your 

information resources availability, increase your network resource consumption or 
disturb your employees. 

 
·  Ensures business continuity. Minimizes disaster recovery time and cost involved 

when dealing with malware infections  
 

·  Improved risk management. Executive and detailed technical information about the 
security status of your network. 

 
·  Helps enforce compliance with  SOX, PCI, and HIPAA. Aids regulatory compliance by 

providing periodic security audits of your network. 
 

·  Investment protection. Does not replace existing security products but enhances the 
value of your installed protection base.  

 

Malware Radar Features  
 

Malware Radar can be used as a second opinion  for corporate networks infections as it has the 
following features: 

 

·  Maximized malware detection rate compared to tradit ional security software . 
Panda’s unique Collective Intelligence  Technologies and the most sensitive heuristics 
let Malware Radar detect infections that current security software fails to detect.  
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·  Compatible with installed protection to complement it. Doesn’t require you to 
uninstall your current security software but complements it.  

 
·  No installation and no dedicated infrastructure req uired. Malware Radar does not 

require installation in those workstations and file servers you want to analyze. It doesn’t 
need specific hardware either to manage the audits.  

 
·  Detailed audit reports. An executive audit report with main results, statistics and 

recommendations, and a technical report for each network device in detail. 
 
·  Transparent process for your employees. Can be configured to use CPU resources in 

dead CPU cycles, optimizing available system resources when conducting audits. 
 
·  Optional automated disinfection of all malware dete cted. Lets you automate 

disinfection routines, providing at the end a full detailed disinfection report with the 
results.  

 
·  Always up-to-date and using latest version and tech nologies. As a Hosted Service, 

Malware Radar console, technologies and signature file available are always up-to-date, 
so you don’t have to worry about updates or upgrades. 

 
·  Standardized distribution capability. Deployment ready with standard distribution 

tools such as Tivoli, SMS, LanDesk, Login Scripts, etc. (can also be deployed through 
the Malware Radar distribution tool)  

 
·  System vulnerability scanner features. Looks for vulnerabilities in your systems that 

malware can exploit providing the information about your uninstalled critical patches and 
how to resolve them  

 
·  Validates existing security software status. Analyzes installed protection system for 

availability and for its status (enabled and up-to-date).  
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How does Malware Radar work?  
 

First, log on  to Malware Radar service and enter the Malware Radar private console .  

Create and configure  the audit settings and select which computers you want to analyze.  

 

You can deploy  the scan to those computers through any standard distribution tool  such as 
SMS, Tivoli, Login Scripts, LanDesk, etc. Or, if you prefer, you can use the Malware Radar 
Distribution tool . The Malware Radar distribution tool lets you select the workstations or file 
servers on your network that you want to scan and launch it with just one click. After that, it 
distributes the scan process and starts it automatically. It also lets you monitor the complete 
distribution and scan progress in real time.   

 

  

Figure 6: Malware Radar Distribution tool  

 

 

The analysis starts for the first computers in parallel as the deployment process continues. The 
analysis looks for undetected infection points , critical uninstalled patches  that malware can 
exploit and checks the status of security software . 

 
Malware Radar offers 2 different types of scan , depending on the needs of the organization in the 
moment of the audit: 

·  Quick Scan : 

  - Time: 5-10 minutes (not including distribution) 

  - Scans critical system elements: memory, main directories and registry. 

  - Looks mainly for any ACTIVE malware in the network 
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·  Full Scan: 

  - Time: 2 hours approximately. (Not including distribution) 

  - Scans memory, registry and all hard disks 

  - Looks for any ACTIVE and LATENT malware in the network 

 

Meanwhile, if you want to see the whole ongoing process the console offers the possibility of 
monitoring  the audit in real time and seeing how many computers are in progress or have ended. 
For those computers with the scan already finished, the monitoring window will provide information 
about detections already done. 

 

 

 

Figure 7: Malware Radar monitoring window 

 

If the administrator wants, all suspicious files found can be sent to PandaLabs in order to be 
analyzed and classified.  

After all computers are scanned and all suspicious files classified, the process ends (it could end 
before if you want to end it with partial results).  
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Then, two different types of reports will be available. An executive report  with results, main 
statistics and recommendations as well as a detailed technical report  for each analyzed 
computer. 

 

At this moment, disinfection  is available. The administrator can configure it and launch it in the 
infected computers, the same way as he launched the scan process (by using their own distribution 
method or by using Malware Radar’s Distribution Tool). The disinfection process can be also 
monitored and it provides a detailed disinfection report  with the final results. 

 

 

Other technologies in Malware Radar  
 

Besides Collective Intelligence technologies, Malware Radar uses part of the technologies of our 
products as well as others not integrated in our PIPS: 

 

·  Genetic Heuristic technologies . These are a new generation of heuristic detection 
technologies developed by Panda Security to determine malware presence. Compared 
to traditional heuristics, Panda Security heuristics look at many more aspects and use 
strong and innovate algorithms to determine whether a file contains malware or not 
with maximum precision.  

 

·  System Heuristic technology . It takes a system snapshot, correlates the processes, 
drivers, services and ports and compares it to those of computers infected by different 
types of malware. 

 

·  Rootkit detection technology . It is capable of finding hidden processes, files and 
registry entries and anomalies in kernel, operating systems or other programs. It 
detects a great variety of rootkits as well as system elements hidden to OS file system 
and where these elements are hidden to Windows Explorer, command line tool or 
registry editor. 

 

·  Detection through Signature File . It is the traditional method to find out Malware. The 
signature file is updated at least one time a day.  

 

All the technologies in MALWARE RADAR have the highest level of sensitivity  and a very low 
false ratio and all they are integrated with Collective Intelligence servers to determine the nature of 
any possible suspect file in real time. Collective Intelligence has the most almighty malware and 
goodware knowledge.  

 

·  System vulnerabilities detection technology . It looks for system vulnerabilities that 
can be exploited by malware. Malware Radar will provide detailed information about 
the uninstalled critical patches, how to resolve them, computers affected and relate it to 
the malware that is capable of exploiting them. 

 

·  Technologies for validating installed security soft ware. Malware Radar validates 
the status (enabled and up-to-date) of installed security software (antivirus, 
antispyware, personal firewall and HIPS). This technology uses a great data base of 
security products plus Windows Security Centre information. 
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Malware Radar Privacy Protection  

 
As a Malware Audit Service, it is imperative to preserve organizations privacy. This is one of the 
necessary requirements for Malware Radar. Malware Radar protects our client’s confidentiality by: 

 

·  The ISP hosting Malware Radar servers is SAS 70 certified. This ISP is compliant with 
all necessary requirements for physical security and has the necessary means to 
guarantee service continuity, surveillance and intrusion detection. Moreover, Malware 
Radar servers have three additional pairs of firewalls from different vendors that 
maximize access control and allow high availability of the service. 

 

·  Data is in clustered database servers with high availability. This data is not given to 
third parties.  

 

·  This server administration is done from Panda Headquarters with a point-to-point 
communication line, encrypting all traffic. The access to this information is restricted to 
authorized malware analysts in Panda Security.  

 

·  All information sent and received is encrypted to guarantee security. This information is 
generated in encrypted XML format. The encryption uses a 32–alphanumeric-character 
symmetrical key in Uuencode (ASCII character set that represents binary characters to 
display or store them in systems that do not allow data other that ASCII). The 
encryption algorithm is BlowFish, created in 1993, which is included in numerous 
encoding sets and encryption products. Today there is yet to be an encryption scanner 
that is effective against it. 

 

·  Access to the Malware Radar console is through https, installing a security certificate 
issued by specialized companies. This protocol guarantees that information is sent 
securely to Malware Radar server, and is the method used by web applications that 
require this type of secure access such as banks. The algorithm used is sha1RSA, 
issued by “Secure Server Certification Authority – RSA Data Security Inc.”, with a 512-
bit RSA public key. This information is for access only and is not sent between pages. 

 

·  The users have the option of whether to allow Malware Radar to scan for suspicious 
files and, if needed, to send suspicious files to Collective Intelligence servers. The files 
used contain the information needed for Collective Intelligence to classify a suspicious 
item and determine whether it is malware or not. This information is encrypted. To 
carry out this encryption, public and private key or asymmetric key algorithms are used. 
Other encryption types are used for communication with PandaLabs. The encryption 
used is the RSA algorithm or asymmetric encryption and BlowFish for symmetric. 
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Malware Radar’s periodic audits for the entire orga nization  
 

It is advisable to run Malware Radar using the quick scan daily or weekly. This will take just a few 
minutes to scan the whole network for active malware. 

You can also run Malware Radar using the full scan on a monthly basis. This will take a few hours 
to scan the whole network for both active and latent malware. 

If you subscribe to the Malware Radar service you can carry out as many audits as you want during 
the contracted period.  
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